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Interesting FormBook Crypter - unconventional way to store
encrypted data
Published: 2020-11-05 - Archived: 2026-04-02 11:20:56 UTC

This FORMBOOK CRYPTER loader contain a lot of interesting feature to bypassed sandbox, obfuscate its code

and many more. It also show a unique way to store and parse its encrypted data to execute.
so let's start :).
FORMBOOK CRYPTER LOADER (ANTI-VM):

After decrypting some shellcode in the memory it will use several technique to check if its code is running in a

virtual machine or not. The screenshot below show 3 techniques it use.

e ANTI-VM I : it use the cpuid with EAX=0x40000000 as input to determined the hypervisor brandname to
check if it is running in a virtualize environment

e ANTI-VMII: use cpuid with EAX=1 as an input to check the 31st bit of its return value in ECX if set or
not. if it is set then it is in VM.

e ANTI-VM III: check the existence of some known driver component of the virtual machine. for this

example it checks the existence of the vmmouse driver in the machine.
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= Bx40000008;
_asm { cpuid } push ebp
= : mov ebp, esp
= f sub esp, 47Ch
15[8] = _EBX; ANT'—VM I and [ebp+var_1C], @
LE[1] = _EC push ebx
£25.= s Ma ax, 1
for ( i =@; 1< 3; ++1 ) CPUld
1 mov [ebp+wvar_1C], ecx
= v16[i]; mov eax, [ebptvar 1C]
for ( § = @; § « @x28; j += 8 ) zar eax, LFh
{ _ test al, 1
(g= » ;J jz loc_14B2
* } + ++ = wiAg

i

¥
ANTI-VM |l
strepy( (char *)vi6, "KVMEKVMIOIM");

strepy(vls, "Microsoft Hw"®
stropy( s XenVMMXenVMM®
strepy(vi4, “prl hyperv
return !sub_3D075(v11, (uns
|| !sub_3075(vi1, {uns
|| !'sub_3075{vi1, {uns
|| lsub_307S{v11, (uns
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LOWORD{_EA = 1;

_asm { cpuid }

if ( <8 )
return 1;
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{
= (char *){{int (_ thiscall *J{char *})}sub_3E3A){v9);
sub_3945({v3, {(char *)&v1E);
£ "t

1t {_ cdecl **){char *, int, int))(a3 + 0x24)){v3, @x164, a2} )

e we we e wme
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return @;
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figure 1: Different ANTI-VM technique checks

FORMBOOK CRYPTER LOADER (ANTI-SANDBOX):

It also has some feature to check if its code is running in a sandbox by using the 2 technique shown below.

e ANTI-SANDBOX 1 : check the file path of its running code using GetModuleFileName API if it contains

"sample", "sandox" or "malware". if yes exit the process
e ANTI-SANDBOX 2: checks the existence of the sbiedll.dll that are component of known sandbox.
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- .5';‘
= -d';
= "'m';
- .p';‘
= '1';
- -:';
- ANTI-SANDBOX 1
a 'ﬂ';
- .ﬂ'.‘
= 'd'JI
= "b';
- .c'.‘
= 'j:',
= et
- 'E';,
= Idl_;
- "1
- 'a';‘
= Ir'l_;
- 'c'j
- et
= I'n'l_;
! = @;
if ( (*(int (__stdcall ¥ D, y Ant)i(al & TF6))(@, vi, 268) )
sub_2BT9(vi);
if { ((int (*){void))sub_GBBA)()
[| fint {__thiscall *){char *})sub_6BBA)(v2)
[l ({int ( I “})sub_SBBAY(v2) )
{
= 1;
segond  peeedBEs 55 push ebp
segdBe: Benad4ne? BB EC o ebp, esp
segod : gDa4BEs B3 EC e sub esp, @Ch
cegBed: BeRa4BEC BD 45 F4 lea eax, [ebp+var_C] |
seg0od  DPeedBeEF 50 push Eax
Legoed: B00a4878 BB 45 @8 By eax, [ebptarg @]
segBe: opeednTI C7 45 F4 73 62 69 65 BV dword ptr [ebp+var_C], “eibs”
segoed: @eead4BTA C7 45 FE 64 &0 60 ZE oy dword ptr [ebptvar_C+4], ".11d°
cegBae : eeaedBEl C7 45 FC 64 6C &C @8 B dword ptr [ebpivar C+3], "11d°
seglo: GeRa4B8E FF 5@ 78 call dword ptr [eax+78h]
=egene: eas4BsE F7 D8 neg ean
s egdBd:0O0B4BED 1B CO ANT'_SAN D BOX 2 sbb  eax, eax
seghed: BeAB4BEF F7 D3 neg eax
segBod  peeedasl C9 leave

sEgheg: BapalRa2 C3 retn

figure 2: Anti-Sandbox technique

FORMBOOK CRYPTER LOADER (PROCESS CHECK):

It also enumerate all the process running to the machine and try to check the existence of known debugging tools
process if it is exist, if yes exit the process. For AV related process and services, it tries to create a counter how
many AV product it saw in the machine max of 2 (it seems like it checks for a testing machine that contain several

AV product on it).

below is the list of the process it checks related to malware analysis tools and AV product:
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3, 1828638769, @) <= BxEAGBU )

. avastsx_m.exe | L. Fune_AVProcess();
® gvastul.exe if ( w4l )
™ a.swidsagent ..[l; vold (*){vold))Func_ParseapiHash)();
® avgsvc.exe if 41 j
- e {
davgui exe = '{ DWORD ™) (2 £+ @xE4);
* mpemdrun -
* msmpeng 1f { ({ nsigned int (__cdecl *){int, imt, _DWORD))sub_4F86)(v2
. P ("(velid ecl **y(int))(aPistruct + 8))(35800);
* MISSIV
™ - 7 = Func_CheckavP (Al 13 H
avp.exe 5 = Fune_CheckBdagent(APistruct);
* procexpbd exe i = Func_DwEngine();
™ = Func_CheckWindowsDefender();
PIOCIDOﬂﬁ‘;-.EEE if ( Func_CheckEkrn{) )
* PIOCIMON.eXe = 8;
* ollydbg.exe i [-" ; Hbe
- Procexp.exe +Hrezult;
* windbg exe if ((v35 )
~ ++result;
* dwengine i (L)
™ Ckl'ﬂ. +Hresult;
. if ( vis )
* eguiproxy tresult;
L] bd“.'txagexf if te2)
{

figure 3: Process checking to evade malware lab environment

DECRYPTING THE FORMBOOK IN RSRC:

The next thing it will do is to decrypt the encrypted Formbook malware in its resource section. It is done by

looking to 2 entry in rsrc section. The first entry is with rsrc ID "14d" with rsrc type of 17 "RT_DLGINCLUDE"

that contain the 16 bytes rc4 key to decryp the rc4 key to decrypt the FORMBOOK.

r;;_:. - ,f[

e

AUUNESS || SR | ASL L1 |
004B9FB4 |32 2D 13 EF[23 E2 7F 4B[70 19 C7 FO[4B &8 75 S50[L-.7#a.Kp.CoKhuP|
O04BIFCH|EC 37 DD A3[4C 3A 51 C9H[4E 94 EE DA[D7 90 00 41[17Y£L:QEN.1UX..A
004B9FD$ | ED CD BC 78|90 1C 5B G6B(E7 3A E4 64|71 ED 01 SE :Iih..rxc adq
DO4B9FE$| 45 OC D7 50 70 D4 20|FD 2D DC 30|55 FA BA SA|E

DO4B9FF$| 88 ED DB 99|97 22 25 90(C2 AA BB A9|7B 62 92 B4

D04BADOS$ | 98 6E 4F A9(09 8D B2 1E(A9 C5 E6 D9|C6 ES E6 BO

D04BAO14|DC B85 EB 9B|5F 02 AA OB|FF 59 23 8C |56 CB E9 5C

004BAO24| 87 D2 1A A9|EE 04 01 FA[9F A% 50 23|D3 C2 59 2B

D04BAO34| 74 2D FC 61|85 12 AC 9F (AD 44 BB BF |DO FA SE 8D

O04BAD44 | 6E C7 6A C3 6F 56 8B BAIDO 5S¢ 44150 41 44 44

D434DDDD|12 2D 13 EFI23 EZ FF 4B|_D 19 C7 FO[4B &8 75 50| .-, i#4. Kp, COKhUP |
043 40010f o0 00 F4 CD 02 01 OO0 00 00|00 00 00 00 .S
04340020( 00 00 110 ) 1% MO OO y(O0D 00 OO0 Q0|00 OO F4 88 ,:,,.,,,,,_,,,,I:I.
04340030 B8 D3 2F FE|1B 99 51 82|13 6A F5 92|30 63 56 C9 O/b. .0, .30.0CVE
04340040/ B9 82 0A BB|FC AE ED 21|E2 F7 5B 36|C6 20 AZ 60| '..»ie1!3:[6£ ¢
04340050|| 87 5A B6 13|DC 53 27 F2|EB 6F 51 38|OF 55 D3 57|.ZY.Us ' beoqs. UOW
04340060(| 07 AE 42 DF (32 29 1E AD|2E C3 04 13 L E8 03|.2BR2). +A...EE.
04340070/ 00 00 00 00|BC D4 DE 3E(59 42 05 B3|78 AD B5 16 L 4OP=YE. "KL .
043 40080f 1E 3 00 O 00 OO 00 00 1 00 E.+ .............
04340030 00 ¥0 |:|2 Wy 00 00|00 OO0 00 Sc-po-co--cooocoo
043 400A0 I.II.IILILI O O TR T T T I.II.IILILI I.ILI I.ILI I.II.II................I
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figure 4: decrypting the rc4 key for FORMBOOK

Once the Rc4 key was parse, it will decrypt the encrypted formbook malware, it will load another resource entry
with rsrc id "3e8" type "2". Then it will remove 3 dummy bytes to the data blob before decrypting it using rc4

algorithm.

Address | Hex ASCTT
02910000 ES B1 B1 B1|32 21 69 7B|(51 DA &C 88|61 40 E1 09|e+++2!1{QUl.a=a.
02910010|00 91 15 36|4F EF CC 29|83 55 B8 EE|98 Bl Bl Bl ...Eaitj.u,f.iii
0291002089 2F 3E 87|2A 55 D5 04|86 78 EC 27 (F0 FA 55 Bl|.,/>.*Ud..x1'BlUz
02310030 | FA AB 6C GA|DE ED 10 21(CS B1 Bl BL|FEB 42 71 98|l 1;ua lE+++{IBq.
02910040 |ES &8 ED FD |37 55 42 A7|DS BF E3 8D|EOD DF DO 4A| dhiyruesd. 3. akbpJ
02910050| 61 &0 D1 7D (D1 Bl Bl B1(38 61 &7 7E8|4F 34 86 2D|a WNIRt++3agx04. -
02910060 |CE FA EC 4D (04 4B 76 48|74 44 21 A9(89 A4 30 28| I0AM.KvHTI!®, HO(
02910070 |38 B1 B1 BL|0OD &C C2 BS|BE 21 98 7F|04 E1 AT &7 |8+++.1Ap.!...4s5q
02910080 |BE 3E 8D EG|72 EF 41 AE|9E 8A BF 4B|Z0 Bl Bl Bl |%>. Er1A6 Y e
02910090 |84 AL 21 05|2C 41 07 3A|F3 FE 16 2D (BB 38 38 8A|.i!.,A.:0p.-»88.
029100A0| 86 BA 7C 64 |5C 54 5B BE|(S52 Bl B1 BL|58 DD FB 71 “IdkT [%Sz2xxD g
02310080 | DD
029100C0 | 71 E8 32 21 69|7B 51 DA &C(88 61 40 E1|09 0D 91 15|e2!i{QUl.a24....
02310000 | 82 36 4F EF CC |29 83 55 BB|EE 98 89 2F|3E 87 24 55 |e0il .upT..g;.*u
029100E0 |EE P|D5 04 B6 7B|EC 27 FD FA|55 Bl FA AB|6C &A DE EO|d..x7'Bulzld 1jpa
029100F0 |96 |10 21 C8 FB|42 71 98 E5 |68 ED FD 37|55 42 A7 DS .IEqu ahiy7UBED
023210100 8F E3 8D EO|DF DO 4A 61|60 D1 7D D1|38 61 &7 78|.ad.aRbpla’ A}RBagx
02910110 4F 34 86 2D|(CE FA EC 4D |04 4B 76 48|74 44 21 A9|04.-I03M.KVHLI!®
89 A4 30 28|38 0D &C C2|B5 BE 21 98|7F 04 E1 A7|.n0(8.T1Au.!...4§
67 BE 3E BD|E6 72 EF 41|AE 9E BA B7 |4B 20 84 Al|gi>.@ria®.. K .j
21 05 2C 41|07 3A F3 FE|16 2D BB 35|38 BA 86 BA|!.,A.:0p.-»8B..°
7C &4 5C 54 |5B BE 52 S58|D0 FE 71 DD |2C 74 75 EA |d\T [SHPUQY, tud
02910150 14 27 F4 9D(33 91 14 67|51 28 CE 71|7B DA 22 3E|.'0. 3. %Qilq{ﬂ"h
02910170 | 7 10 82 1B 62|48 86 52 CD|82 SD 84 1D |30 S5A BO AB 0z *
02910180 | 40 P|C0O BB 5E A7 |15 8A 90 D9|EE D8 40 ED|99 A6 1E C5 Atng...U1a@1.,.A
02910190 06 21 95 FC|97 96 28 40|BD 4C 57 AG|EC 95 43 66 '.ﬂ..{@%Lw:ﬁ.Cf
TA A4 A7 19|BE 5B CE CB|CF 82 AA 3D|CZ 8B 5B 43 5 H_IEI.4=§4 C
09 90 F4 34|37 44 9B 4C|2F 81 44 3B|C5 22 CA CE 047D.L/.D;A"ET
7L |50 8B 5D 0A|1C DS 90 S5E|6C F6 0D A& ul.J..06.418. !
1|7 |Fy. S..0

MZERe.
Al AL hq

02970000
02970010
02970020
02970030
02970040
02970050

AT,
i!..LIITh
1'5 pru:ugr am canno

02970060
02970070
02970080
02970020
0297 00A0
029700B0
0297 00C0
02970000
029700ED
0237 00F0
02970100
02970110
02970120
02970130
02370140
02970150
02970160
02970170
02970180

20 01 0 00
EQ 00 02 01
00 00 00 00
Q0 00 40 00
00 00 00 00
00 02 00 00
00 10 00 00
10 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00

E0 co 01 00
00 10 00 00

o0
00
o0
00
00
o0
o0
00

o0
00
00
00
00
o0
00
00

00
10
00
00
00
00
00
00

o0
00
oo
00
o0
o0
00
o0
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figure 5: decrypting FORMBOOK

FORMBOOK MZ HEADER:

figure 6: MZ header shellcode

INTERESTING STORING AND PARSING ENCRYPTED DATA:

The Formbook obfuscate its code. One interesting feature of this is how it store and parse its needed bytes to
decrypt or to hash to perform its task. Malware commonly used "stack string technique" to initialized its string or
data in stack or in an allocated memory space like the screenshot we saw in anti-vm and anti-sandbox headings of

this post.

But for this variant it used another technique where it save its needed bytes in a code like structure, then it will
parse each instruction to check its opcode if it will passed its requirements, if yes it will parse the operand or

opcode that is part of its needed bytes to decrypt or to hash.
requirement:
I. if opcode is 0x40-0x5f just grab the opcode itself.
I1. if opcode is 0x70-0x7f which is mostly a conditional jump mnemonics then skip that instruction.

II1. (if opcode - 0x40 > 0x1f) and (opcode - 0x70 > 0x0f) then it will check what opcode is that (opcode range

from 0x00 to OxFF) to know what other opcode or how big is the operand it will parsed.
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40 inc f2bd
Efx
41 inc Cx
ECH
42 inc 0=
EQi
43 inc Bx
EB®
4 inc =i
ESP
45 inc EP
EEP
47 inc Sl
ESI
4 dec ax
Efx
45 inc Ol
EOI
43 dec Cx
ECH
48 dec 0=
EQi
4B dec Bx
EB®
4 dec =i
ESP
40 dec EP
EEP
4E dec Sl
ESI
4F dec Ol
EOI
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50 push A
EAx
51 puzh Cx
ECx
= push 0=
EC-
53 puzh Ex
EE=
Sd push =i
ESP
55 puzh EP
EEF
S5 push Sl
ESI
57 puzh ]}
EQI
S pop [
EAx
53 pop Cx
ECx
=1 pop 0=
EC-
== pop Ex
EE=
SC pop =i
ESP
50 pop EP
EEF
SE pop Sl
ESI
SF pop ]}

figure 7.A: initial opcode it tries to grab and opcode it skip
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[l jo reld

[ jra reld

TZ ib rels
jnae

Te i rels

73 jae reld
jinbs

T3 jinc rels

T4 e rels
iz

= jne rels
inz

e jibe rels
jna

T ja rels
inbe

TS is rels

73 jn= reld

Th ip rels
ipe

TE inp rels
ipo

TC il rels
jnge

70 jg= rels
il

TE ile rels
ing

TF ig rels
jrle
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E A1 0 fi

unsigned int NumberOfOpcodeBytesRead; //f
int NextOpcode; //

unsigned _ int8 Opcode; //

unsigned int destBuffPtr; [/

= sub_412020(
if (= 1= gx55 || [1] != @x&EB )
return
= 8;
+ 3);

= 8;
<

|

- Bx48) > 8xlFu ) fF inc-dec opcode

if ( ( - @x7@) > @xFu ) S/ conditiomal jump opcode
I

L
FuncCheckOpcode( . & . &

I
else

i

1
}
else

Func_GrabNeededOpcode
--

return

figure 7.B: FormBook opcode condition for parsing its data
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e

text:@841BF1F

text:@e418F1F sub_41BF1F proc near

text:@@41BF1F 55 push ebp

text:@841BF28 8B EC mowv ebp, esp

text:@841BF22

text:@@418F22 loc_41BF22: 3 CODE XREF: sub_41BF1F+3347
text:@@41BF22 ; Sub_41BF1F+844j
text:@@41BF22 8@ F2 BY xor ——dl, | 8B7h

text:@841BF25 C1 25 F7 9F 93 B@ @B shl dword ptr ds:@8B@938FF7h, @Bh
text:@8418F2C @C E7 or al, BEVh

text:@@41BF2E 2B @5 83 8F 74 4D sub eax, ds:4D748FE3h
text:@B41BF34 89 35 62 DC 17 E2 or ds:@E217DC62h, esi
text:@841BF3A 31 1D 19 C4 BB C4 xor ds :8C4BBC4149h, ebx
text:@641BF40 CB 3D ES 84 98_75 &7 _sar | byte ptr ds:759884E5h, 67h
text:00418F47 [ 4E Stored encrypted data ] i

text:@8418F48 8@ D5 63 adc ch, 63h ; 'c’

text:@841BF48 23 3D DD 18 @2 Ee and edi, ds:8B8882180Dh
text:@841BFS1 AE scash

text:@8416F52 73 CE jnb short lec_41BF22
text:@@41BF54 @3 &b 73 D1 7C EV add ecx, ds:BEVICDL73h
text:@841BFSA AC lodsb—

0019F2B4 7 7 : *=..°C..tMbU. a.A
0019F2C4 75 7 1 7C| »Ad..UNCY..*2sR
0019F2D4 - 16 : i i C-iDET. .. /. %kYA2
0019F2E4 : ai.,A.xBi=2Ia"7
0019F2F4 | ; - : ; \AE.®UA2Ia 7. 9E
0019F304 |75 77 16 7 UW.. A @Ei.Z..0.
0019F314 ; - 7 . AA2TIa i.8E{:.R@EP
0019F324 ] 45| .@ET.AD.: .R@P.0BE
0019F334 ; : : : i.)A.:.R@P.OEi..
0019F344 °.X".¥..8E71.20..
0019F354 | 3: 4 1Ucji.=Ei.fi2y.
0019F364 2ai. +m..ﬁ1Ahta
0019F374 : i../v.%v;2Ia’d.
0019F384 - Ve p+£-A’Ia i.040
0019F394 : 7 *Ur2Ia 7. 1&£%gi.
0019F3A4 2 7 oA_QIO <ev.23,._
0019F3B4 : ; 910.96,. €I2Ia"7
0019F3C4 | ; i - a...tszia floon
0019F3D4 ] ] : .xA2Ia i.°0..

figure 8: the parse stored data that either to be decrypt or hash it.

And also not all stored data that it will parse to its code will be decrypted, some of those stored data is designed to

compute shal hash that will serve as the decryption key (rc4 algortihm) to decrypt another blob of code.

_BYTE *__cdecl Func_DecryptBytesGrabbed(int DestBuff)

int VA_41C3A6; // eax

int VA_41C50B; // eax

int VA_41BEF1; // eax

char dest_buff; // [esp+Ch] [ebp-140h] BYREF

char v6[215]; // [esp+Dh] [ebp-13Fh] BYREF

_DWORD shal_ctx[26]1; // [esp+E4h] [ebp-68h] BYREF

dest_buff = 0;

Func_MemSet(v6, 0, 0xD4u);

VA_41C3A6 = sub_41C3A1();

Func_GrabEncryptedData(&dest_buff, VA_41C3A6 + 2, @xD3u);
VA_41C508 = sub_41C506();

Func_GrabEncryptedData(DestBuff + @x444, VA_41C50B + 2, 0x2F0u);
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VA_41BEF1 = sub_41BEEC();

Func_GrabEncryptedData(DestBuff + @0x7B8, VA_41BEF1 + 2, 0x14u);

Func_SHAT Init(shal_ctx);

Func_Shal_Update(shal_ctx, &dest_buff, @xD3);

Func_Shal_Final(shal_ctx);

Func_GrabNeededOpcode (DestBuff + 0x7A4, shal_ctx, 20);

Func_DecryptWithRc4((DestBuff + 0x444), 0x2FQu, DestBuff + 0x7A4);

Func_SHA1_Init(shal_ctx);

Func_Shal_Update(shal_ctx, (DestBuff + 0x7B8), 0x14);

Func_Shal_Final(shal_ctx);

Func_DecryptWithRc4((DestBuff + 0x444), 0x2FQu, shal_ctx);

Func_SHAT Init(shal_ctx);

Func_Shal_Update(shal_ctx, (DestBuff + 0x444), 752);

Func_Shal_Final(shal_ctx);

return Func_DecryptWithRc4((DestBuff + 0x7B8), 0x14u, shal_ctx);
} tag

SAMPLES:

filename: Formbook_loader.bin

md5: 65880d23eb6051a1604707371ebb6d2c

shal: 3f5d0833adbd39715f1d45f1a3c8982c52519bc1

sha256: ac2e9615b368e00fb4bf4d5180bbfc0d6fb7bbce3falaf603d346d7a8f2450e5

filename: formbook.bin

md5: df93eecd1799f9c9c674b8cdb2f1dad1

shal: e66c893f39c7553f59a5381d23a5c65e5c2e84f7

sha256: 5d7eba73b4d29ee17529511bb8b0745e658bf2adfcae57bdfa8d0870f4732a18

YARA RULES:

import "pe"

rule formbook_loader_crypter {
meta:
author = "tcontre"
description = "detecting formbook-loader-crypter malware"
date = "2020-11-05"
sha256 = "ac2e9615b368e00fb4bf4d5180bbfc@d6fb7bbce3falaf603d346d7a8f2450e5"

strings:
$mz = { 4d 5a }
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$dec = { 03 CE 8A 03 88 45 F9 8B C6 51 B9 03 00 00 00 33 D2 F7 F1 59 85 D2 75 14 8A 45 F9 32 45 FA 88 0
$rcd_key = {12 2D 13 EF 23 E2 7F 4B 70 19 C7 FO 4B 68 75 50}

condition:
($mz at @) and ($dec ) or ($rcd_key)

rule formbook_crypter {
meta:
author = "tcontre"
description = "detecting formbook-crypter malware"
date = "2020-11-05"

sha256 = "5d7eba73b4d29ee17529511bb8b0745e658bf2adfcae57bdfa8de8704732a18"

strings:
$mz = { 4d 5a }

$shell = { 4D 5A 45 52 E8 00 00 00 @0 58 83 E8 @9 8B (8 83 (@ 3C 8B @@ @3 C1 83 (O 28 03 @8 FF E1 90 00
$opcode_check = {8B 4D FC 8A 04 39 @3 CF 88 45 F4 8D 50 C0 8@ FA 1F 77 18 6A 01 51 8D 04 1E 50

condition:
($mz at @) and ($shell at @) or ($opcode_check)

}  tag

Source: https://tccontre.blogspot.com/2020/11/interesting-formbook-crypter.html
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