
Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 18:59:33 UTC

Home > List all groups > List all tools > List all groups using tool TinyNode

 Tool: TinyNode

Names TinyNode

Category Malware

Type Backdoor, Downloader, Loader

Description
(Group-IB) Group-IB Threat Intelligence analysts established that, at the initial stage, the
threat actors used a unique custom malware called TinyNode - a backdoor that downloads

and launches additional malware.

Information <https://www.group-ib.com/blog/oldgremlin>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:tinynode>

Last change to this tool card: 19 October 2020

Download this tool card in JSON format

All groups using tool TinyNode

Changed Name Country Observed

APT groups

  OldGremlin 2020-Feb 2021  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8408b659-d36c-45ae-a655-38353c3dfaa9

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8408b659-d36c-45ae-a655-38353c3dfaa9
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