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Malware which seems to have no function other than to disrupt computer systems related to the 2018 Winter
Olympic event.

2024-04-16 ⋅ Mandiant ⋅ Alden Wahlstrom, Anton Prokopenkov, Dan Black, Dan Perez, Gabby Roncone, John Wolfram, Lexie Aytes,

Nick Simonian, Ryan Hall, Tyler McLellan

APT44: Unearthing Sandworm

VPNFilter BlackEnergy CaddyWiper EternalPetya HermeticWiper Industroyer INDUSTROYER2 Olympic
Destroyer PartyTicket RoarBAT Sandworm 2022-08-13 ⋅ YoutTube (Blue Team Village) ⋅ Seongsu Park

Attribution and Bias: My terrible mistakes in threat intelligence attribution

AppleJeus Olympic Destroyer 2022-08-12 ⋅ CrowdStrike ⋅ Ioan Iacob, Iulian Madalin Ionita

The Anatomy of Wiper Malware, Part 1: Common Techniques

Apostle CaddyWiper DEADWOOD DistTrack DoubleZero DUSTMAN HermeticWiper IsaacWiper IsraBye
KillDisk Meteor Olympic Destroyer Ordinypt Petya Sierra(Alfa,Bravo, ...) StoneDrill WhisperGate ZeroCleare
2022-04-28 ⋅ Fortinet ⋅ Gergely Revay

An Overview of the Increasing Wiper Malware Threat
AcidRain CaddyWiper DistTrack DoubleZero EternalPetya HermeticWiper IsaacWiper Olympic Destroyer
Ordinypt WhisperGate ZeroCleare 2020-11-12 ⋅ YouTube (Tomorrow Unlocked) ⋅ Tomorrow Unlocked

They wanted us to point the finger in the wrong direction!
Olympic Destroyer 2020-11-12 ⋅ YouTube (Tomorrow Unlocked) ⋅ Tomorrow Unlocked

Those hackers wanted to be found!
Olympic Destroyer 2020-11-12 ⋅ YouTube (Tomorrow Unlocked) ⋅ Tomorrow Unlocked

Who hacked the 2018 Winter Games?

Olympic Destroyer 2020-10-19 ⋅ Riskint Blog ⋅ Curtis

Revisited: Fancy Bear's New Faces...and Sandworms' too

BlackEnergy EternalPetya Industroyer Olympic Destroyer 2020-10-19 ⋅ Wired ⋅ Andy Greenberg

US Indicts Sandworm, Russia's Most Destructive Cyberwar Unit
EternalPetya Olympic Destroyer 2020-07-29 ⋅ Kaspersky Labs ⋅ GReAT

APT trends report Q2 2020
PhantomLance Dacls Penquin Turla elf.wellmess AppleJeus Dacls AcidBox Cobalt Strike Dacls EternalPetya

Godlike12 Olympic Destroyer PlugX shadowhammer ShadowPad Sinowal VHD Ransomware Volgmer WellMess
X-Agent XTunnel 2019-10-17 ⋅ Wired ⋅ Andy Greenberg

The Untold Story of the 2018 Olympics Cyberattack, the Most Deceptive Hack in History

Olympic Destroyer 2019-08-01 ⋅ Kaspersky Labs ⋅ GReAT

APT trends report Q2 2019

ZooPark magecart POWERSTATS Chaperone COMpfun EternalPetya FinFisher RAT HawkEye Keylogger
HOPLIGHT Microcin NjRAT Olympic Destroyer PLEAD RokRAT Triton Zebrocy 2019-05-08 ⋅ Verizon

https://malpedia.caad.fkie.fraunhofer.de/details/win.olympic_destroyer
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Communications Inc. ⋅ Verizon Communications Inc.

2019 Data Breach Investigations Report

BlackEnergy Cobalt Strike DanaBot Gandcrab GreyEnergy Mirai Olympic Destroyer SamSam 2018-06-19 ⋅

Kaspersky Labs ⋅ GReAT

Hades, the actor behind Olympic Destroyer is still alive
Olympic Destroyer 2018-03-28 ⋅ Robert Michel

Dissecting Olympic Destroyer – a walk-through

Olympic Destroyer 2018-03-09 ⋅ Lastline ⋅ lastline Labs Team

From Russia(?) with Code

Olympic Destroyer 2018-03-08 ⋅ Kaspersky Labs ⋅ GReAT

The devil’s in the Rich header
Olympic Destroyer 2018-03-08 ⋅ Kaspersky Labs ⋅ GReAT

OlympicDestroyer is here to trick the industry
Olympic Destroyer 2018-02-26 ⋅ Cisco Talos ⋅ Martin Lee, Paul Rascagnères

Who Wasn’t Responsible for Olympic Destroyer?

Olympic Destroyer 2018-02-21 ⋅ Lastline ⋅ Alexander Sevtsov, Stefano Ortolani

Olympic Destroyer: A new Candidate in South Korea

Olympic Destroyer 2018-02-15 ⋅ ⋅ MBSD ⋅ Satoshi Sugawara, Takashi Yoshikawa

Olympic Destroyer
Olympic Destroyer 2018-02-13 ⋅ Endgame ⋅ Devon Kerr

Stopping Olympic Destroyer: New Process Injection Insights
Olympic Destroyer 2018-02-12 ⋅ Cisco ⋅ Ben Baker, Matthew Molyett, Paul Rascagnères, Warren Mercer

Olympic Destroyer Takes Aim At Winter Olympics
Olympic Destroyer 2018-01-01 ⋅ Virus Bulletin ⋅ Paul Rascagnères, Warren Mercer

VB2018 paper: Who wasn’t responsible for Olympic Destroyer

Olympic Destroyer 2017-05-31 ⋅ MITRE ⋅ MITRE ATT&CK

Sandworm Team

CyclopsBlink Exaramel BlackEnergy EternalPetya Exaramel GreyEnergy KillDisk MimiKatz Olympic Destroyer
Sandworm

[TLP:WHITE] win_olympic_destroyer_auto (20251219 | Detects win.olympic_destroyer.)

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.olympic_destroyer
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