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Malicious Hardware or Firmware Inserted During Integration

Contribute

Threat Category: Supply Chain

ID: SPC-17

Threat Description: An adversary with access to critical components as they are being integrated into the

acquired system can insert maliciously altered hardware or firmware into the system.1

Threat Origin

Supply Chain Attack Framework and Attack Patterns 1

Exploit Examples

CVE Examples

Possible Countermeasures
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