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DarkSide Ransomware hits North American real estate developer
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Brookfield Residential's Snowden Bridge

North American land developer and home builder Brookfield Residential is one of the first victims of the new DarkSide

Ransomware.
Brookfield Residential is a U.S. and Canada planned community and single-family home builder with $5.7 billion in assets.

Brookfield Residential is owned by Brookfield Asset Management, a Canadian asset management company with over $500

billion in assets under their control.

The similar names have led to some confusion as to which entity was attacked by the DarkSide ransomware.
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Brookfield Residential is one of DarkSide's earliest victims

DarkSide is an enterprise targeting ransomware that began operating around August 10th, 2020.

Like other human-operated ransomware, DarkSide will breach a network and spread laterally between devices, while

stealing unencrypted data.
Once they gain access to a Windows domain controller, the threat actors deploy the ransomware throughout the network.

As part of their extortion strategy, DarkSide will create an entry for each victim whose data has been stolen on their data
leak site. After a certain amount of time has expired, the data leak site will begin publishing the stolen data so that anyone

with access to the site can download it.

When the threat actors added Brookfield Residential to their data leak site, they listed their victim as Brookfield Asset

Management (brookfield.com).

Darkside

brookfield.com - More then 200 GB
sensitive data.

We downloaded a lot of interesting data from your network.

Included:

Corporate HR

Finance

® Human resources
Payroll
Administration

Business plan
e Commercial

And more other...
if you need proofs, we are ready to provide you with it.
The data is preloaded and will be automatically published if you do not pay.

After publication, your data will be available for at least 6 months on our tor cdn servers.

DarkSide data leak site
Due to the similarity in names, DarkSide listed the wrong owner, and the actual victim is Brookfield Residential.

“We recently identified a data security incident, which involved unauthorized access to a limited subset of files. We
immediately alerted appropriate authorities, restored affected systems, and implemented additional security measures,”

Brookfield Residential told BleepingComputer.

BleepingComputer was further told that Brookfield Residential is an independently operated company with an isolated

network from Brookfield Asset Management, who was unaffected.

Brookfield Residential is reaching out to all individuals who were affected by this data breach. At this time, they believe it

has only affected their employees.

While it is unknown how much DarkSide was demanding for a ransom, previous victims whose data was stolen had ransom

demands of $2 million.

Page 3 of 4


https://www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands-million-dollar-ransoms/

https://www.bleepingcomputer.com /news/security/darkside-ransomware-hits-north-american-real-estate-developer /

As the stolen data for Brookfield Residential has been released on DarkSide's data leak site, it is highly unlikely that a

ransom was paid.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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