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Maastricht University (UM) disclosed that it paid the 30 bitcoin ransom requested by the attackers who encrypted some of

its critical systems following a cyberattack that took place on December 23, 2019.

UM is a university from the Netherlands with roughly 4,500 employees, 18,000 students, and 70,000 alumni, placed in the
top 500 universities in the world by five different ranking tables during the last two years.

"Part of our technical infrastructure was affected during the attack. That infrastructure consists of 1,647 Linux and Windows
servers and 7,307 workstations," the university explains in a management summary of the Fox-IT incident report and UM's

response.
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"The attack ultimately focused on 267 servers of the Windows domain. The attacker focused on encrypting data files in the

Windows domain. The backup of a limited number of systems was also affected."

UM says that all critical systems now have online and offline backups to avoid facing a future total failure scenario in the

event of another ransomware attack.

Fox-IT connects TA505 to the attack

"The modus operandi of the group behind this specific attack comes over with a criminal group that already has one has a

long history, and goes back to at least 2014," says Fox-IT in its full report to UM (in Dutch).

TAS505 (also tracked SectorJ04) is a financially motivated hacker group known for mainly targeting retail companies and

financial institutions since at least Q3 2014. (1, 2)

They are also known for using remote access Trojans (RATs) and malware downloaders that delivered the Dridex and Trick

banking Trojans as secondary payloads during their campaigns, as well as several ransomware strains including Locky,
BitPaymer, Philadelphia, GlobeImposter, and Jaff on their targets' computers[1, 2] now also including Clop ransomware
after the attack on UM.

According to Fox-IT, the hackers were able to infiltrate the university's systems via two phishing e-mails that were opened

on two UM systems on October 15 and 16.

Until November 21 when they gained admin rights on an unpatched machine, the attackers moved through UM's network

compromising servers left and right until it finally deployed the Clop ransomware payload on 267 Windows systems.

The university paid the ransom to have the files decrypted on December 30 after closely analyzing the options including

rebuilding all infected systems from scratch or attempting to create a decryptor.

"During the investigation, traces were found that show that the attacker collected data regarding the topology of the network,

usernames, and passwords of multiple accounts, and other network architecture information," the report summary says.

Also, Fox-IT says that it "did not find any traces within the scope of the investigation that point to the collection of other

types of data."
Ransom paid to avoid data loss and months of downtime

After the attack, UM secured the services of security company Fox-IT to assist with the incident's forensic investigation, the
crisis management process, and to provide advice during the recovery according to official statements part of a press

conference from February 5.

While UM added that the forensic research "indicates how cybercriminals have taken some of UM's data hostage," research

and personal data was not exfiltrated.

However, the university will continue investigating if this conclusion is 100% accurate via "follow-up research into possible

extraction" of important data files representative of education, research, and business operations as Fox-IT recommends.

UM also disclosed that it acquired the ransomware decryptor from the attackers by paying a 30 bitcoin ransom (roughly

$220,000 or €220,000) to restore all the encrypted files as Reuters reported.

This allowed UM to avoid having to rebuild all the compromised systems from scratch, losing all the research, educational,

and staff data and delaying exams and salary payments to the university's 4,500 employees.

"It is a decision that was not taken lightly by the Executive Board. But it was also a decision that had to be made," UM says.
"We felt, in consultation with our management and our supervisory bodies, that we could not make any other responsible

choice when considering the interests of our students and staff.
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"The fact that on 6 January and thereafter we were able to have teaching and exams take place, more or less as planned, that
UM researchers suffered little or no irreparable damage, and that we were also able to make the salary payments for 4,500

employees on time, strengthens our confidence that we made the right choice."

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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