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In a sophisticated twist to the traditional sideloading tactics, the Quasar RAT introduces a novel dual DLL
sideloading technique, ingeniously utilizing two commonly trusted Microsoft files: "ctfmon.exe" and "calc.exe."
Such a method not only leverages the inherent trust these files enjoy within the Windows ecosystem but also
presents an increased challenge to threat detection mechanisms. This article dives deep into the meticulous design
and execution of these sideloading techniques, illustrating how they stealthily introduce, deploy, and run malicious

payloads under the radar.

QuasarRAT, also known as CinaRAT or Yggdrasil, is a lightweight remote administration tool written in C#. This
tool is openly accessible as a GitHub project. This tool is capable of various functions such as gathering system
data, running applications, transferring files, recording keystrokes, taking screenshots or camera captures,
recovering system passwords, and overseeing operations like File Manager, Startup Manager, Remote Desktop,

and executing shell commands.

Windows users, system administrators, and cybersecurity professionals need to be on high alert. The use of
legitimate processes to cloak malicious activities helps them bypass traditional security measures. Hence, the need

for advanced threat detection and response mechanisms becomes paramount.

QuasarRAT sideloading execution: a closer look at the technique

Given the prevalence of sideloading techniques in malware campaigns, it's vital to understand their mechanisms to

defend against them effectively. The case of QuasarRAT provides an insightful example.
Historical context:

In 2022, we detected the Qbot malware employing a DLL sideloading attack using "calc.exe." Such tactics are not
new but seeing them evolve and get adopted by other malware strains shows the adaptability of threat actors. Now,

in 2023, a strikingly parallel method in two phases has been observed with the QuasarRAT malware.
Step-by-step breakdown:
1. Initial contact and execution:

The threat actor begins by employing DLL side-loading techniques. Interestingly, they opted for two distinct

Microsoft files for their attack: "ctfmon.exe" and "calc.exe."

e In the initial phase, the attacker harnesses "ctfmon.exe," which is an authentic Microsoft file. By doing so,

they load a malicious DLL which, to the untrained eye, would seem benign because of its disguised name.
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+ Upon execution of the "ctfmon.exe" binary, the stage is set as the attacker acquires a 'stage 1' payload. This

initial payload is crucial, acting as the gateway for the subsequent malicious actions.
2. Payload release:

This 'stage 1' payload plays a dual role. It is responsible for releasing both the legitimate "calc.exe" file and the

malevolent DLL into the system.
3. Second phase of attack:

o At this juncture, the threat actor brings into play the "calc.exe" file, which in this context, isn't just a simple
calculator application. Alongside "calc.exe," the malicious DLL is also set into motion.

¢ On executing "calc.exe," the malicious DLL is triggered. This action culminates in the infiltration of the
"QuasarRAT" payload into the computer’s memory, reflecting the attacker's adeptness at circumventing

security mechanisms.

4. Process hollowing:
With the "QuasarRAT" payload now residing in the computer’s memory, the payload employs a technique known
as 'process hollowing.' Here, it embeds itself into a legitimate system process, further camouflaging its malicious

intentions and making detection more challenging.

Figure 1 depicts the QuasarRAT workflow.

Legitimate CTFMon.exe FileDownloader.exe drops Calc.exe does DLL side QusarRAT payload
does DLL side loading of 3 files into %public% loadings of malicious executes in a memory
malicious \Public Pictures Secure32.dll which and establish connection
MsCifMonitor.dll. It Which contains legit launches with the attacker
Launches genuine Calc.exe, legit second instance of
regasm.exe and Write winsecur32.dll and Regasm.exe and does
decrypted content in it malicious Secure32.dll process hollowing of
which is QusarRAT Payload
FileDownloader.exe

Figure 1 — QuasarRAT execution flow

Technical analysis

We first verified the ISO file and after a successful extraction, we obtained three separate files:

1. eBill-997358806.exe - Legitimate windows file, actual name is CTFMON.EXE
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2. monitor.ini -

3. MsCtfMonitor.dll - Malicious DIl

https://www.uptycs.com /blog/quasar-rat

Figure 2 depicts the Process flow of the new QuasarRAT.

= % =Bil-997258506.exe (5680)
[ {# RegAsm exe (3348)
{5 Conhost exe (4634)
[=) (% RegAsm.exe (5260)
{8 Conhost exe (5252)

CTF Loader

Microsoft .NET Assembly Registration Uity

Console Window Host

Microsoft .NET Assembly Registration Utility

Console Window Host

Figure 2 — QuasarRAT process tree

“C:\Users

Legitimate windows file, actual name is (MsCtfMonitor.DLL)

12CF577A266608862F59F D88331E3622813DE0SACFOESEDBIFAC19F392C 548001 2CF577A266608862F

C:\Windows'\Microsoft NET\Framework 64'v4.0.30319\RegAsm exe c:\Users\Public\Pictures
\PPC\Windowssystem32iconhost exe GfFFTHF -ForceV1

C:\Windows'\Microsoft. NET\Framework 64'v4.0.30319"RegAsm.exe WindowsCalculator "c:'sers\Public'Pictures*Calc exe /quit”

FMC:\Windows \system32\conhost exe (e -ForceV1

When the binary file "eBill-997358806.exe" is run, it initiates the loading of a file titled "MsCtfMonitor.dll"

(name masqueraded) via dll side loading technique, within which malicious code is concealed.

Within the "MsCtfMonitor.dll" file, there exists a resource section containing encrypted data.
The resource section (RCDATA:400) has encrypted data of size 5AC00 hex bytes.

MsCrfMonitor.dil

=-{J) RCData _ .

o || B @ @ e P oE

+45) 401 - [lang:0]

A5) 402 - [lang:0] Dff=et n 1 2 3 4 5 B 7 88 9 A B C D E F i

{7 403 - lang:0] gooooocoo | 3D 38 0C De BD B2 AE 07 OE DD DF 8C 90 BC B3 00 =BI0NEDD YR 4°.
goooooin | 79 F9 B2 YA E7 EB AB AG 85 11 FE BF 3F &57 DO B3 v iEgSE D LD
gooooozo | 1C 80 EC BO 36 44 4F DA 3F AL 28 13 B3 57 2D BY 1i°6FD. 7%(0*W—-
oooooo30 | AdA FO OD 91 BA FE 4D 71 FO 41 93 2C 1B A0 BD DB 85 " 0MgBal.0 WO
gooooodn | 19 0A Fa 23 21 73 B0 05 45 D3 BE BR 9E 59 B2 F2 0 . udl=]oFop, 1T

PEPERD Lo UL 4 Eeeie— e e = | Oda BID70 ¥V le:r

Encrypted data |5 v i O o e A S A L/ ] - R < A ) Lé BBfI}IkuuulgEgéO
ooooooyo | DA 4F BC FO 47 CA FO 20 E3 87 C4 E7 EB 02 D2 FO UOIEGES Zphce OB
gooooosn | 03 29 4AF 0D E9 583 CF FF 44 D7 AF 92 AR 858 9E A9 0)0. &XI§0x "] 18
oooooo90 | OF 53 60 SA 69 8D EF A4 34 9C 27 F4 5C 30 F2 DO DS Z1 19 1'&~0ab
ooooooan | Bo OB 14 40 33 6C 44 Bl CO A8 5D 77 DE C4 GF 19 ‘00@31J+4" Jwbi 0
goooooeO | F7 O2A Es BD 5A 28 95 3B FF 15 82 C4 BO CO DE 38 k7 1yl 1A ADS
ooooooco | 53 BO EF 6E YE 42 63 E9 96 7B Ee BEE 9C D8 25 61 S in~Boel {1, 18¥a
gooooopn | 6D 77 26 0C 92 01 FE 2E FC 40 1E 34 32 48 94 94 muwd ] "0~ iH@ 12HI1])
QooQooED | A4 EB DB D1 34 63 0OE C8 DD 50 DB OB 80 3E A1 C4 oEHaho E¥YFD 1> id
OOODOOFD | 4E 42 F2 34 49 Ci AD A8 B84 FO FC 1F 17 67 19 6BJ | HB&: IE—"15i Dgok

Figure 3 — Resource section of MsCtfMonitor.dll containing encrypted data

This data is accessed via a sequence of APIs as seen in Figure 4.

inc si
mov r8d,A

movzx edx,si

mov rcx,rax
mov rdi,rax

call gword ptr ds

mov rdx,rax
mov rcx,rdi
mov rbx,rax

call gword ptr ds

mov rdx,rbx
mov rcx,rdi
mov esi,eax

call gword ptr ds

moy rcx,rdax

call eq':.'ni_r'ra”ptr ds : [=&GetModuleHand] ea>]

! [=&FindrResour ceW:>]

:[<&5izeofResources]

! [=&LoadResource>]

€all gword ptr ds:[<&LockResource>]

mov r&d.rldd

Loading of resources
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Figure 4 —

To decrypt the data, the key size is F2 hex bytes and Systemfunction032 API is used to decrypt the encrypted
data. This is an undocumented API that indirectly calls BCryptGeneratesymmetrickey, CryptEncrypt, and
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CryptDestroyKey to decrypt data by RC4 where the key is also stored in .rsrc section (RCDATA: 401)

=3 RCData
“{7) 400 - flang:0] % Eﬁ @ P
opmEE |

{0 402 - lang:0]

‘..[33) 403 - [lang:0] String | | Find
[IMatch Case [JUnicode Reset
Hex | | Find
Of f=et g1 2 3 4 5 &6 7 B 9 A B - D E F Ascii

oooooooo | B3 A5 OF C4 80 61 A3 E4 13 FO 51 CB 6E 31 44 AC 220 A lags0 AQEn1D-
Jooooolo | DD 8E 56 Bl 5B DE B7 27 AC 19 EE 95 28 94 78 ZB FIVE[E ' -Dipxps+
Qooooozo | F2 1E 72 BB AD 56 DB 4D 58 A6 D4 A9 8C 46 02 22 & ry VOME|O2QF "
Q0000030 | EA C6 41 ZD C8 C3 01 62 52 5B 896 82 44 9C F4 DA eEa-EM ER[ 1 1] 120
Qooooo40 | 47 AL 19 64 FB 7F 51 77 10 16 C8 16 CB 88 93 Bz GindalQwinEnEnp?
goooooso | 21 BF BEF C3 6E F8 29 A0 55 8D BD AC 09 FE FE El liéfne) U %- . dbt
ooooooen | 24 23 8D D3 F9 71 51 52 9E 77 Y0 32 1B 52 88 1E 3 OngQR1wp20 Rl
oooooo7o | 31 4A FO 8F DB 49 74 28 FD B2 CB 4D AL 94 73 6C 178 @It(y*EN#F1=s]
Ooooooso | CB 90 A4 60 5B 64 44 79 8D Al A4 BD DF 2B 73 C2 E o [dDy io¥%B+sh
Qooopoe0 | A9 10 1F E3 AB 9F EG BE AF 6D 31 &t 17 DF 7E EE €1 H«ld™ ml|0R~i
Qooopoa0 | 7C DB EO 08 14 0C 4B 8A 08 938 1E A7 C0 27 6E DD |Us00 1EID 0 SA'nY
Joooooeo | 83 4D 61 5F Y5 75 36 63 D4 64 E2 FD 1E 42 52 91 1Ha_uubcOday ER”
ooooooco | 09 72 4B YF B8 27 4E D2 C9 CF DC BE FO CO 76 AC TN, HOEIT»&8Av-
oooooopo | E7 F7 53 77 ZA 91 8E F8 SA 35 F9 43 02 F2 DD 4E oSy |eZ5aC &FN
000000ED | 23 8C 2C 42 DE OB A0 3E 28 D¥ 2D 2D CD EO EE A6 #1.BE0 > (x—Tap|
0oooooro | 86 FB 1

Figure 5— Resource section of MsCtfMonitor.dll containing decryption key

After decryption, the resource data is decrypted and give’s PE file which is stage 1 "FileDownloader.exe."

UUUU/ FFYEF 3U/UCU E4 U4 UU UU|UU UU UU UU UL 1D UD UU [UU 1Z UU UUja....... U.......
00007FF9FF3070D0 E4 04 00 00|00 00 00 00 |DC 2F 06 Q0 |DE 00 00 QO0f&....... u/..p...
00007FF9FF3070E0D E4 04 00 00|00 00 00 00 |4D 5A 90 00|03 00 00 00|&....... MZ......

00007FF9FF3070F0 04 00 00 00 |FF FF 00 00 |B8 00 00 00|00 00 00 00|....¥%.. .co..-.
00007FF9FF307100 40 00 00 00|00 OO0 0D OO |00 OO0 OO0 OO|DO DO QO QO|@. . ... .. .......
00007FFI9FF307110 00 00 00 00|00 00 00 00|00 OO 00 00|00 00 00 00|......cvvuennn..
00007FF9FF307120 00 00 00 00|80 00 00 OO|0E 1IF BA OE|OO B4 09 CD|.......... R |
00007FF9FF307130 21 B8 01 4c|cp 21 54 68 69 73 20 70|72 6F 67 72|!..LI!This progr
00007FF9FF307140 61 6D 20 63|61 6E 6E 6F |74 20 62 65|20 72 75 6E|am cannot be run
00007FFI9FF307150 20 69 6 20|44 4F 53 206D 6F 64 65 |2E OD OD 0A| in DOS mode. ...

00007FFI9FF307160 24 00 00 00|00 OO 0O 0O |50 45 00 00|64 86 02 00|$....... PE..d...
00007FF9FF307170 CA BE 95 98 (00 00 00 00 |00 00 00 00|FO 00 22 00 E%..1 ....... 0.".
00007FF9FF307180 0B 02 30 00|00 A4 05 00 |06—O6—OO—OOTOO—OO—00—6GOT—O0—xm._ _ ... .. ..
00007FFI9FF307190 00 00 00 00|00 20 00 00|00 OO0 OO0 40(01 00 00 QOf..... ..... a....

00007FF9FF3071A0 00 20 00 00|00 02 00 00|04 OO0 00 00|00 00 00 0O|. ..............
00007FF9FF3071B0 06 00 00 00|00 00 00 00|00 00 06 Q0|00 02 00 QO0|...... 5005000000

Figure 6— Decrypted data

This PE File is then injected into Regasm.exe by the following sequence of API : CreateProcess,
GetThreadContext, ReadProcessMemory, VirtualAllocEx and WriteProcessMemory, GetThreadContext,
SetThreadContext and ResumeThread.
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¢4 Searchindexer.exe 4980 001  241kB/s  20.85MB NTAUTHORITA\SYSTEM Micrc
[ svchost.exe 4204 1.87MB NTA.ALOCAL SERVICE  Host

B3 Reghsm.exe (3216) (0

3216) Properties - o X

00000000 4d Sa 90 00 03 00 00 00 04 00 00 00 ££ ££ 00 ~ B Reahsiisie
00000010 b2 00 00 00 00 00 00 00 40 00 00 00 00 00 00

00000020 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00

00000030 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 chini ol 1k vt e k. Bomper
00000040 Oe 1f ba Oe 00 b4 09 cd 21 b 0L 4c cd 21 54 €8 .. General Statistics Performance Threads Token Modules Memory Environment
00000050 €9 73 20 70 T2 €5 €7 72 €1 &d 20 63 El 6c €= €C is progzam canao

00000060 74 20 62 65 20 72 75 ¢e 20 6% Ge 20 44 4F 53 20 t be run in DOS FAHide free regions Refresh
00000070 €d &£ &4 €5 2c 0d 0d Oa 24 00 00 00 00 00 00

00000080 50 45 00 00 64 36 02 00 ca be 95 93 00 00 00 S Type s protecte il -,-‘
00000090 00 00 00 00 £0 00 22 00 Ok 02 30 00 00 a4 05

00000020 00 06 00 00 00 00 00 00 00 00 00 00 00 20 00 » Ox7ffe0000 frivate ke R USER_SHARED_DATA

000000b0 00 00 00 40 01 00 00 00 00 20 00 00 00 02 00 » 0x7ffe5000 Private k8 R

000000c0 04 00 00 00 00 00 00 00 08 00 00 00 00 00 00  0%140000000 Private 384kB RWX

00000040 00 00 0 00 00 02 00 00 00 00 00 00 03 00 &0 0x140000000  Private: Commit 384kE RWX

00000020 00 00 40 00 00 00 00 00 00 40 00 00 00 00 00 5 OxF115600000 Frivate 204868 RW FEB

Sa0oetn a0 oo 0o 0o 1o 00 00 a0 4o 09 0 00 00 00 a0 sudisduin | s e

B R e el S 5 0x22253a20000  Image 64kB WX Ci\WindowsMicrosoft. NET \Framenw. .
00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O $OITTHI0000- Pt L1518, RW

00000130 00 00 00 00 00 00 00 00 a8 cl 05 00 38 00 00 7 0x22253a50000  Mapped iekE R

00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2 0x22253a70000  Mapped 16k R

00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 > 0x22253a80000  Mapped e R

00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 5 (%22253a90000  Frivate skE RW

00000170 00 00 00 00 00 00 00 00 00 20 00 00 48 00 00 5 0x7f59ad80000  Mapped aks:

soteras o1 % 0 608 o 00 3030 74 g5 71 4 0 0 oo o &

et :ﬂ R e e s :n i > 0x7ffaf2750000  Image 2,004k WCX C:\Windows\System32intdl. di 1,

[BH conhost.exe

Figure 7 — Stage 1 payload in the memory of RegAsm
In Figure 7 we can observe the presence of the stage 1 payload within the memory of the RegAsm process.
Stage 1: FileDownloader.exe

The stage 1 payload is a 64-bit MSIL binary file, which includes a resource section containing three binaries

stored in a zip archive format.

(o 13 CDEF
a fimet & hsc
0000008 | CE Ch EF BE 0 00 51 00 Bl C 53 73 71 | e T57s
00009010 | 74 €5 D 2E 3 6F 75 72 & 3 2E 52 65 | tem
0009028 | 7 7% T2 2 & X 20 3 | sourceReader, ax S MET Resarces e
00000030 72 6C C . F 6E 30 | earlib, Versicas ) FeDimwosder P ——a
000G04D 30 0 2C 75 6C 5 S (4.0.0.0, Culture Suwg | ot
00008058 65 75 1 6C S 62 6C 3 | =neutral. Public T ra
000S06D 79 54 & 5 7 5 5 | KeyTekes=b77a5es Oraichcme  [Cumeode Heset
00000070 33 33 M 7 4 D | 61934a08385ysten
00009080 5 73 6F E 74 69 urces Funt [ Frd
00000030 52 65 2 00 00
000000AD o0 00 1 0 e Sy
GOD0B0ED 21 7C 300 6L L jens
000000CH 0 §3 2 50 48
00009000 4 1400 C 50 OF Of feat FIEI) 7 i ] F
000090ED 7 o0 sC 1 6C 63 BO001880 | 6L 43 kA 74 BA D2 72 7E 85 I 2 99 GA EB 87
0000900 5 78 i 2 6C 63 00001890 | EF DE 0 FC IF 96 AZ FC FD 90 24 34 15 4 E3
00009108 2 C1 0 314 83 50001842 | C2 B85 C2 DS C2 4 58 31 § 2C 16 BA Ak EC
00000110 4 6C 2 [ o c 50001853 | Da Ch AE A3 4D A7 8% EL 5 DF 50 4B 03
00000120 D ES 3 c =] 3 50001803 | 0 o0 00 00 @ Cac 4 B S0 3k 33 D
00009130 = s 5 1y 50001809 | 4 00 00 22 © 15 00 00 3 65 £3 75 72
00009140 | SO 29 BO 3 04 9C 5 4 500018ED | 3 2E £4 £C 6C EC 7C 7D 7C 53 45 D6 EF A4 4D
00000150 | C4 D9 SD S Ei 53 F o B 500018ED | 4 29 29 48 40 B 43 80 00 4 06 Ci ZA 50
00000150 | 3D ED 9 E 73 35 F7 CE 3D 38 77 66 50001503 | & A CO 5D 4 50 FB 42 4B B0 25 B4 29 D B4
50009178 | 73 7 EB 04 E4 01 80 01 68 32 0% 4 B9 ElCS 57 15 0C S5 Cp 2 JEEAE i
D KT Resnrtes o
” = -
st [wrsearid
Cmatchcae  [Jurscsde Reset
Hex red
The resource section of stage 1 payload comprises
[ofizer 1 2 78 3 1B C EF | Aeis . o .
56140 | DE 5C 36 40 37 31 1B IF 37 JE IF GE 66 1n 37 I8 | PAE#TLe T f07% an archive format containing three binary files.
036150 | 77 27 7B 3 G2 FF 7E DA FE 48 B BT OF 07 | wgonkpily e
056160 | 7€ DB CC FF £5 FO CO CO C8 EF CF 04 A3 80 71 €0
056170 | 24 £0 1k 30 OF $8 06 AC OC 4E 05 93 CO 95 E0 45
056180 | 70 38 B9 1 °E 0D SE 0% EF 80 AL 60 %0 52
056190 | 94 £2 69 0 OF $4 04 52 OC 6% 97 F4 43 C6 21 BF
056140 | 21 AB 10 1 1 9C EF 14 CA C5 1E C5 A0 E2
056180 | FL E2 FF 4D DA FF E3 FF 30 EE 17 60 4B 03 04 14
0561C0 | 00 0O 0O O 37 5C 43 57 OB EE 61 97 B4 ZE 00
056100 | 00 00 70 00 00 GE 00 00 00 7 69 6E 73 66 &3 76
00S61E0 | 72 33 32 ZE €4 €C &C EC 7B JF 7C 61 65 B EF 4E
00561F0 Fa 07 B4 %C 14 AR BF 01 16 61 AC D6 4 18
0056200 | 20 22 DA DO 04 4F CE 4k 5B C2 CH CF D0 26 34
0056210 | 62 94 4C TE 48 71 OA A¢ 1D €3 1C 33 F2 D4 BY
0056220 | 7h EF 76 46 DF 98 AY 33 73 67 74 DE 38 02 FE
0056230 | 18 C2 8F Al A0 20 AZ B9 BF D1 GE 76 34 A1 20
0056240 | 55 14 3k Ik %k FD FB 9C 97 A4 EY OF EE FB CC
0086250 | BC E7 CF B F3 F3 AC 9C B D7 5A 7B ED DS 17 SE

Figure 8 — Resource section of stage 1

The stage 1 payload is equipped with code to unzip this archive successfully, depositing all the files into the Public
Pictures folder.

The following files are placed in the Public Pictures folder:
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1. Calc.exe - Legitimate windows file
2. Secure32.dll - Malicious DLL

3. Winsecu32.dll - Legitimate windows file

Stage 2: Calc.exe

https://www.uptycs.com /blog/quasar-rat

Next, "Calc.exe" was run using the command "c:\Users\Public\Pictures\Calc.exe /quit."

"/quit" serves as an argument or parameter for the Calculator executable, instructing it to open and promptly close

upon launch.

When you run calc.exe, it loads a malicious DLL named "Secure32.dll." again via Dll-side loading_technique. This

DLL contains an encrypted resource section.

=) RCData

+ {23 Configuration Files

] 445 - [lang:1033]

CEI I R o P

Dffset 01 2 3 4 5 &6 7 84 9 4 B C D E F A=cii

oooooono | AB BA SC 16 C9 08 DS EB 16 F9 EZ2 BO 7E 4E 12 D2 w2 ~0 Bl

ooooonio | 40 C3 58 E4 6E 6D 91 04 A5 C6 66 F3 4B C5 Ch D7 @EHEnm ¥EfoK§£x
ooooooz2o | 65 E1 6F 70 ED 5D 3C 45 D7 91 &5 12 67 OE BE 71 =a0pi ]<Ex el gl g
0o0oooo30 | Bl eC CB 19 OE 77 68 00 DS 64 24 F7 DE 1F 45 D7 +1E00wh Ods-T Ex
oooooo4n | EE 50 00 46 59 26 DE 2F A1 74 E6 D4 FE 55 00 96 1P FYabs jta0ul. 1
ooooonso | 8E 32 49 85 47 44 1C 19 CE 7E FA EO0 CF 8C 9C D2 121183 0 I~ualnnd
ooooooed | 1E 24 23 A9 C4 6B AF EB 7C 61 43 Al 74 7B 83 &9 SHEdk e|aCiz{I¥
oooooo?o | 82 2C 9C 0D 1D 17 84 64 C4 CO A9 EB 48 8D DF 61 1.1 EIjAA@eH Ba
ooooonsn | D 3B CC BY 3C A2 22 70 ES EF 74 91 46 90 A8 338 oI <c ait'F 7B
ooooonso | E8 DS 4D 92 0E 09 B C3 FF 9B 66 95 09 70 96 A3 &b TAFLEl . plE
0oooooan | A7 29 94 B1 C7 58 1C 1F 8F EB C1 43 56 &D CC &% o3 = s HACTRIE
000oo0eoD | 53 3B 00 69 7E 4B D7 Bl 7D D1 AE 16 69 3C BS% D2 S: L ivExtiFenicph
ooooooco | 43 15 0B D7 CO 84 EA 4F 6F 24 62 EZ2 64 6E D5 9E Co0 xh1£008badndl
oooooopo | OF 92 A5 F9 83 F2 10 DO 39 F8 43 A4 46 24 94 30 0 gl DO 2FS 10
0000o00ED | 31 34 87 EC FC 38 EE OF E7 22 09 F1 AE 14 83 C2 1411840 f%0 14
000000FD | 95 F2 13 18 3D DF 92 42 CE A5 &9 70 96 2C 86 3D 100 =R BI=ipl. 1=
oooooloo | CD 61 Bl DO 86 83 AS 93 FA ED 95 E6 99 24 9C FF IatBnIFniintel=1%
ooooolio | A1 30 84 A2 8C 60 SA B3 AC 4C 55 49 D3 87 93 79 i0nel 2 -LUION1
ooooolz20 | DA 52 20 DS ED ED 53 7C BE 1D DO 93 C8 eC 95 C2 UER. 6%1S|? DIELI%
00000130 | 96 70 4% 23 CE D3 EZ AB E0 50 CE FE 3E 44 95 3E 1pI#102:aPIpsD1 s
oooool40 | 26 57 89 2C 05 06 FF 79 FE C& 1E C6 185 17 90 62 &WN.00 $ybE Ei0 b
ooooo1so | 99 EC Bl 11 43 €0 EE 85 F4 B7 8E A8 7F C5 F6 24 I1+ECA1ID [ =
0ooooled | 22 0B 94 54 F3 E4 5C A3 A7 64 9E Al 0OC Bl Ae 32 0 1Toa~e8d1i12]2
00000170 | 24 91 FC 0C DC EC 3B 09 A1 A4 84 14 E6 C4 38 52 57l IaIEaAER
00000180 | BA F4 28 EE EF 3E CA E3 67 9D OF BB A6 F3 A9 A3 9é(ii>Eag 0, | o®E
00000190 | 01 9D 9D C4 AC 44 FC 63 19 2B 84 CO C3 84 4D 89 1 A-Tiich+14 KIHI
00000140 | 23 3B 00 FD DC E2 6E E9 04 96 1C CC F9 16 12 16 #; .ylUanén 1 Iuooo
000001B0 | 6F D1 04 Be 26 9K 21 C1 F3 E2 71 28 16 94 94 C& cBo M 1 Acaq(Dn1A
ooooolco | 21 CE 41 20 84 10 E2 9B 11 FF 19 3C 85 2B 80 F4 11a. 10aM1050<1+1a
0ooooipo | EA 76 6E 3E 21 75 SA 1B B4 26 F& F3 D2 5D F9 F9 evn s Ludl &moo%uu
000001ED | DB 67 69 EE Fia 7F 29 30 21 8C 41 72 3C CD 53 F& U 0 1Ar< IS0
000oo0lFD | 9E 3D AD AD F7 DF D& 58 FC 32 &C 22 94 93 As 2F = HL21 )
ooooozoo | F1 D2 BY 17 F4 44 65 B8 C6 A4 BF 37 ZE 29 FF AD ﬁO‘ oDh, B2LT  )i—
ooooozio | E2 6D 6C EB 20 27 62 CC 0D FF C1 D1 62 63 83 2E émlé.'bi.ﬁéﬁhcl.
oooooza2o | C2 AE 73 B8 OF 86 77 33 85 E1 B3 E9 ED D4 DF 82 ABsE0 Iw3 13 S ]0R]
oooooz30 | 87 3C 78 AE OF FC FE AC AA EF B7 5B D9 AE E4 DC U<x®[ub 2 . [Teald
oooooz4o | EF E7 70 E6 78 96 DD 55 62 76 DC F6& C7 74 46 44 cpex 1 TUbvic ZFJ
ooooozso | 61 65 C3 AS F7 93 E3 F7 E4 EA 6B 72 DE EE CE CO ke 13=gekrlil
ooooozed | 81 EB 3D 5D FO 53 FE CE DD 44 7C 11 3D AC B9 F9 g=185 ¥ n|E-“‘u
oooooz7o | 92 7C 07 03 B2 AB DE 97 17 Ac Bl 9F 67 7D 9E 70 ‘oo 0p0 e
0oooozao | A5 44 AC Bl 83 CE 83 D3 D4 F8 58 21 DE CF Dk 84 Edi +|I|OOEX‘%IO|
ooooozso | AE 72 DO 94 68 75 D7 C5 AD 9C 5D 39 AE C1 23 E4 Brbphuxd—1]904#5
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Figure 9 - Resource section of Secure32.dll containing encrypted data

—gae-

Encrypted data

This resource data is accessed via a sequence of APIs like previous method mentioned as in the stage 1 (Figure 4)

To decrypt the data, Key size is 2F hex bytes and Systemfunction32 API is used to decrypt the encrypted data

same as in the first case which again gives a PE file.
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AUUress HEX

00007FFA02489030 BD 01 00 00 (50 00 00 BO
00007FFA02489040 00 00 00 0000 00 01 00
00007FFA02489050 00 00 00 0000 00 00 00
00007FFA02489060 09 04 00 00|80 00 00 00
0000/FFA02489070 00 00 00 00 (00 00 01 00
0000/FFA02489080 A0 90 00 00|00 20 05 00
00007FFA02489090 AQ RO 05 00191 00 00 00
00007 FFAQ24 8 [ [00007FFA02483000] = 0000000000000000 {User Data) Q)
00007FFA024890B0 B8 00 00 0000 00 00 00
00007FFA024890c0 00 00 00 0000 00 00 00
00007FFA024890D0 00 00 00 0000 00 00 00
00007FFA024890E0 OE 1F BA OE |00 B4 09 CD
00007FFA024890F0 69 73 20 70|72 6F 67 72
00007FFA02489100 74 20 62 65(20 72 75 6E
00007FFA02489110 6D 6F 64 65(2E OD OD DA
00007FFA02489120 50 45 00 00|64 86 02 00
00007FFA02489130 00 00 00 00 |[FO 00 22 00
00007FFA02489140 00 Oc 00 0000 00 00 00
0000/FFA02489150 00 00 40 0000 00 00 00
0000/FFA02489160 04 00 00 0000 00 00 00
0000/FFA02489170 00 60 05 0000 02 00 00
0000/FFA02489180 00 00 10 0000 00 00 00
00007FFA02489190 00 00 10 0000 00 00 0O
00007FFAD24891A0 00 00 00 00|10 00 00 00

PE File

Figure 10 - Decrypted data

This PE File is now injected into memory space Regasm.exe via process hollowing. The API sequence followed is

the same as in stage 1. But here, while calling VirtualAllocEx, the default memory address of regasm.exe

(0x400000) is explicitly passed to hollow the regasm.exe and replace it with the malicious PE file.

@[ 00007 FFAD24B166F 48:8D4C24 50 Tea rcx,qword ptr ss:[irsp+50] ~
®|00007FFAQ2481674 ES 47FAFFFF €all secur32.7FFA024810C0
@ 00007FFAQ2481679 85c0 Test eax,eax RAX  DDOODD42FCOBBOOD
@ 00007FFAQ24B167B ~ OF853 BE010000 jne secur32.7FFA02481809 RBX  DDOO7FFAQ24890A0 Secur32. 00007FFAD24890A0
@ 00007FFAQ24B81681 48:884C24 50 mov rcx,gword ptr ss:|[irsp+50[ L'y
@ 00007FFAQ2481686 FF15 4190000 gall qword ptr ds:[<&loseHandle>] g 0000000000400000 I
®00007FFA0248168C 48:884C24 58 mov rcx,qword ptr ss:|irsp+58]
®|00007FFAD2481691 FF15 B9190000 €all qword ptr ds:[<&loseHandle>] ESP  ODOOOOFRERAFESTO
®|00007FFAQ02481697 4C:8BB424 C8050000 |mov rl4,qword ptr ss:[rsp+5C&] LB EEEELLS b (TTEEED R
#|00007FFAD24B169F 4C:88A424 08060000 |mov ri2,gqword ptr ss:[rsp+608] LD (ERERET s pOmzREy HE
@ 00007FFA024B16A7 48:88B424 F8050000 mov rsi,gword ptr ss:[frsp+5F8] s EEETTT ST
@ 00007FFAD24B16AF 4C:8BBC24 CO050000 mov rl5,qword ptr ss:|ffrsp+5c0] RS 000000 003000
00007 FFAQ24816B7 48:8BBC24 00060000 mov rdi,gword ptr ss:[rsp+600] R10 000000 000000
@ 00007FFAQ24B16BF 48:888D BO040000 mov rcx,gword ptr ss:[rbp+4B0] Ell  0DOODD 000246 L'E"
@ 00007FFAQ24B816C6 48:33cC XOor rcx,rsp R12  DDOO7FAROE482140 <secur3z.entryPoint>
®|00007FFAD24816C9 E8 C2060000 €all secur32.7FFA02481D90 R13 000000 000000
@|00007FFAQ24B816CE 48:81c4 DO0O50000 add rsp, 500 R14 000002 4 AFI0EDBO "\WUCr\\Users\\Publich\Pict
®|00007FFAQ24B816D5 41:5D pop rl3 RIS DOOOOOI 000000
@ 00007FFAQ24816D7 5B pop rbx
@ 00007FFAD24816D8 5D pop rbp RIP  00007FHROR4816FS Secur3z.00007FFAO24816F5
po preenel i 2
| J0O007FFA024816DA 44:8847 50 mov r&d,dword ptr ds:[rdi+50] RELAGs o Joopogoononosad
| J0007FFAD24816DE 41:89 00300000 mov rod,3000 2o ko d
@ JOO07FFAD24816E4 48:8B57 30 mov rdx,qword ptr ds:[rdi+30] cFo TF1
o JOO07FFAO24B16ES 48:8B4C24 50 mov rcx,gword ptr ss:|[Irsp+50]
@ JO007FFAD24B16ED C74424 20 40000000 mowv dworg ptr ss:[rsp+205,40 Lasterror 00 (ERROR_SUCCESS)
R FF15 85190000 call gword ptr ds:[<&virtualAllocex>] LastStatus cpoodpl? (STATUS_NO_MEMORY)
@ QO00/FFAD24816FB 4C:8BF8 mov rl5,rax
b4 L anoi g e igsco Py S 0028 Fs Bos
®|00007FFAD2481701 ~ OF84 7AFFFFFF je secur32.7FFAl 81681 ES 002B D3 gozi
] 1707 44 :8B4F 54 mov rod,dword pYrjds: [rdi+54] <
. AD24 0B 4C:8BC3 mov r8,rbx
#|00007FFA0248170E 48:884C24 50 mov rcx,qword prfss :[frsp+so] (=B
| NNNNTEEAN?4R1 71 2 AR - RRNO mowv ey rax rex o 134
< > i rdx_000000f080400000 0000000000400000
30

: r& 000000080805 6000 DD000DD0000S 6000
: r9 0000000§0f003000 DO0OODODO0DDZ000
1 Trsp+201 ofORO00D0O0O0DD040 00000D0000D0004D

Y

0X400000 passcd as parameter to VirtualAllocEx

VI W

FFAD2483080 <secur3z.&virtualATTocEx>]=<kernel32.virtualATTocExX>

Call to VirtualAllocEx

Figure 11 - Call to VirtualAllocEx where RDX = 0X400000 is passed
Final payload

By getting the dump of the above region(Figure 11), we can analyze that this PE file is an MSIL executable
obfuscated by Smart assembly.

Looking at the copyright of the file as "Copyright © MaxXor 2020", it looks like it might be inspired by_open-
source Quasar RAT by MaxXor.

After deobfuscating, we can see commands executed in the function names which include keylogging, file

transfer, shell execute, etc.
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igure 12 - Quasar

RAT commands like keylogging, file transfer, etc.

It also drops a .bat script to create the restart batch file in the %Temp% directory which is executed and runs chcp
65001 && ping -n 10 localhost.

File Edit Format View Help

@echo off

chcp 65001

echo DONT CLOSE THIS WINDOW!

ping -n 18 localhost > nul

start "7 "C:\Windows\Microsoft.NET\Framework6div4.@.308319\Reglhsm.exa™
del fa /fq /f "C:\Users\gambit\AppData\lLocal\Temp\11bNwERFGo5p.bat"
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Figure 13 - .bat file

The RAT creates a socket connection to CNC (3[.]94[.]91[.]208 >> ec2-3-94-91-208[.]compute-

1[.Jamazonaws.com) where it sends the victim's info such as IP, Country code etc.

getstring_8(167397134));

t.

Figure 14 - Collects victim's PC information

After deobfuscating more content, we can see strings related to Quasar RAT such as Quasar Server etc.

e
Environment Handles .MET assemblies  .MET performance  GPU Comment
General ~ Statistcs  Performance  Threads  Token  Modules  Memory
Hide free regions Strings... Refresh
- B Results - RegAsm.exe (1676) — O X
Base address Type Size Protect.. L™
0x1b727d50000 Mapped 64kB RW 16 results.
0x1b727d60000 Private 64kB RW
0x1b727d70000 Frivate 4kB RW Address Length Result |
0x1b727d30000 Private 4kB RW {0x1h727e92497 18 Quasar Server CAD i
™ 0x1b727d90000 Private B4kB RW Ox1b727e9a4d6 17 Quasar Server CAD
Ox1b727d30000 Private: Commit 64kB RW 0x1b72988:=7¢h 18 Quasar Server CAD
0x1b727da0000 Mapped 4kB RW 0x1b72988e80a 17 Quasar Server CAD
0x1b727db0000 Mapped 8kE R 0x1b7298e8feh 18 Quasar Server CAQ
0x1b727dc0000 Mapped 16k R 0x1b72982302a 17 Quasar Server CAD
v 0x1b727dd0000 Private 1,024kB RW F 0x1b7298eadsf 13 Quasar Server CAD
0x1b727dd0000 Private: Commit 1,020kB RW 1 0x1b7298eadde 17 Quasar Server CAD
0x1b727ecf000 Private: Rese... kB k 0x1b729dce547 18 Quasar Server CAQ
0x1b727ed0000 Private 4kE RW 0x1b729dce536 17 Quasar Server CAD
0x1b727e=0000 Private BKB RW 0x1b729dd6d33 18 Quasar Server CAD
0x1b727ef0000 Private 4kB RW 0x1b729dd6dc2 17 Quasar Server CAQ
0x1b727f00000 Mapped 20k R ( 0x1b729dd7293 18 Quasar Server CAQ
0x1b727f10000 Mapped 40kB R ¢ 0x1b729dd72d2 17 Quasar Server CAD
0x1b727F20000 Mapped 8kB RW 0x1b729ddd26¢ 33 CN=Quasar Server CA
0x1b727F30000 Private 28k8 RWX Ox1b729ddd2ac 33 CN=Quasar Server CA
0x1b727f40000 Mapped 68kB RW
Ox1b727f60000 Mapped 3kB RW v
0x 1672770000 < *

Figure 15 - Quasar RAT related strings inside Regasm.exe memory

We can see a lot of base64 content also in the memory which on decoding gives various strings such as:
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SELECT * FROM Win32_OperatingSystem WHERE Primary="true’
SELECT * FROM Win32_BaseBoard
SELECT * FROM FirewallProduct
SELECT * FROM Win32_Processor
SELECT * FROM AntivirusProduct

By looking at the above strings we can understand that then the RAT is querying for the AntiVirusProduct and
Firewall WMI class. The Quasar RAT payload also looks for BIOS infrastructure, GPU details, hostname , etc.

Quasar RAT is an gpen-source remote access trojan (RAT) that has been widely used by threat actors due to its
powerful techniques. Quasar RAT capabilities include Keylogging, stealing passwords, taking screenshots,
reverse proxy, Downloading and uploading files etc. We can see in the below figure Reverse proxy functionalities

inside our final payload.

and Interf

b Al Clieg

Figure 16 - Reverse proxy functionalities
The malware also establishes a persistent entry within the Windows registry.

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\WindowsCalculator

“c:\Users\Public\Pictures\Calc.exe /quit”

Uptycs XDR coverage

In addition to having YARA built in and being armed with other advanced detection capabilities, Uptycs XDR
users can easily scan for QuasarRAT. XDR contextual detection provides important details about identified
malware. Users can navigate to the toolkit data section in the detection screen, and then click a detected item to

reveal its profile.
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1 8Alerts 7 Tactics Advanced Threat 10/20/202312:4710
Q 1010 3 , P I F13 [} - ACTIONS 3
4~ 73 Events 17 Techniques % 10/20/2023 13:0210
SIGNALS DETECTION GRAPH CONTEXT ACTIVITIES
@ Showing Sort by
i ATT&CK Matrix 81si i : i
L signals 4 Group All - Time - Search Clear filters
% v & Toolkits (1)
GEEREENEEGE0
1 s o 0@ BadIP-Malware -
Name QUASAR RAT
] ~ ]
s = v Signals (2): 3.94.91.208 Allases
. 50 o Quasar RAT is a open source:
L Yara rule match on process memory windows Remote
| ] Overvien Administration tool written in
ae ~ Signals (1) : Uptycs_Quasar_RAT_v2 ci,
| I |
[} 5.0 o T1055 - PROCESS INJECTION - WINDOWS
I Process Injection detected I
]
& ~ Signals (1) : C\Users) \Desktop\ Picturesicalc.exe ands
s Description

50(f))  T1055.012- PROCESS HOLLOWING - WINDOWS

| Process Hollowing detected |

~ Signals (1): C:\Wsers\  \Desktop\ Picturesicalc.exe

0 T1574.002 - DLL SIDE-LOADING - WINDOWS

I Process execution detected for dll side loading

~ Signals (1): C:\Wsers\  \Desktop\' Pictures\calc.exe

o T1547.001 - REGISTRY RUN KEYS / STARTUP FOLDER - WINDOWS

IRegisiry Startups entry modification/addition Detected I

v Signals (1): c\windows\microsoftnet\frameworkG64'v4.0.30319\regasm.exe

Figure 17 - Uptycs Detection

Precautions

o Keep software and operating systems up to date

e Be wary of dubious emails, links, or attachments. Avoid revealing personal details or engaging with
unfamiliar links.

o Implement behavioral analysis tools to identify unusual activities and potential threats.

o Train employees and individuals to recognize suspicious activities and avoid running unfamiliar files or
executing unknown commands.

e Develop and enforce strong security policies within your organization.

 Utilize advanced endpoint security solutions to detect and block suspicious activity at the device level.

e Collaborate with cybersecurity experts and share threat information within your industry or community to

stay informed about evolving threats.

10C

File Name Md5

ISO e4eb623a0f675960acb002d225c6f1d6
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eBill-997358806.exe B625C18E177D5BEB5SA6F6432CCF46FB3

monitor.ini 7074832FOEFB8A2130B1935EAE5A90D6

MsCtfMonitor.dll BODB6ADAS5SB81E42AADB82032CBC5FD60

Stage 1/ FileDownloader.exe 32DE5C2EOBA35CEAC3C515FA767E42BF

Calc.exe 5da8c98136d98dfec4716edd79c7145f

Secure32.dl1 d07e4afd8f26f3e2ce4560e08b7278tb

Winsecu32.dll f11c63cb70a726f1f0b6accd5934e83

Final Payload/Remotify Client 532AF2DB4C10352B2199724D528F535F
URL

3[.194[.]191[.]208 ec2-3-94-91-208[.]compute-1[.]amazonaws.com

Thanks to the Threat Hunting Team of Uptycs for sharing the IOC.

Source: https://www.uptycs.com/blog/quasar-rat
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