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HIGHNOON

Actor(s): APT41, Aurora Panda

According to FireEye, HIGHNOON is a backdoor that may consist of multiple components. The components may
include a loader, a DLL, and a rootkit. Both the loader and the DLL may be dropped together, but the rootkit may
be embedded in the DLL. The HIGHNOON loader may be designed to run as a Windows service.
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There is no Yara-Signature yet.
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