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Malicious ad distributes SocGholish malware to Kaiser

Permanente employees
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On December 15, we detected a malicious campaign targeting Kaiser Permanente employees via Google Search

Ads. The fraudulent ad masquerades as the health care company’s HR portal used to check for benefits, download

paystubs and other corporate related tasks.

We believe the threat actors’ intent was to phish KP employees for their login credentials, but something
unexpected happened. Instead, victims who clicked on the ad were redirected to a compromised website that

prompted them to update their browser.

This notification is part of a malware campaign known as SocGholish that tricks users into running a script
supposedly meant to update their browser. Rather, it infects machines and if the victim is deemed important

enough, a human operator will gain access in order to perform nefarious actions.

In this blog post, we review how this attack unfolds and why a compromised website derailed the attackers’ plan.

We already reported the malicious ad to Google.

Malicious Kaiser Permanente ad

Several criminal gangs are currently abusing Google Ads to phish victims of various large companies. They prey

on employees simply googling for their HR portal so that they can display a malicious ad to lure them in.

Case in point, when searching for Kaiser Permanente’s HR portal, we saw the following ad:

Ggagle KP HR Connect | MyHR KP Portal

Sponsored WUEUEGIERT)

© bellonasoftware.com
https://www.bellonasoftware.com

MyHR KP Portal

KP HR Connect — Please select where you work so we can personalize your experience.
Welcome to HRconnect.

We were able to identify the advertiser who registered a fake account under the name ‘Heather Black’. This ad

was only showed for U.S.-based searches, as can be seen in the Google Ads Transparency Center report:
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Google Ads Transparency Center & i m

ADVERTISER fake account

Heather Black R Report this ad

The information available about | © Shown in the United States X
this ad may vary by location

Last shown: Dec 15, 2024

Format: Text

Sponsored

® wwwbellonasoftware com/

KaiserPermanenteHR

Welcome to HRconnect.

Former company’s website hijacked for phishing

The displayed url shown in the ad (https://www.bellonasoftware[.]Jcom) does not look associated with Kaiser

Permanente. According to LinkedIn, Bellona Software was a company based in Romania. We can see what their

website looked like in 2021, using the Internet Archive:
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~  wh Bellona Software - software de. X == = O X

< c % web.archive.org/web/20211222095309/https://bellonasoftware.com/ aQ W a

—_—
BELLONA HOME SERVICES 'WHY CHOOSE HOW WE WORK CAREERS CONTACT

SOFTWARE

TEAM ENHANCEMENT

@ Our team enhancement services

provide developers with skilled
special for your needs, tious and motivated

SOFTWARE

DEVELOPMENT Cl

Custom software development

MOBILE APPLICATIONS SECURITY SOLUTIONS

We help you protect your business

Android and iOS applications
omised for your business from specific threats and consult
demand you on how you can raise your
security maturity to a higher level
SOFTWARE AUTOMATION TESTING
ARCHITECTURE AND pr — . _
DESIGN ] a Cur consultants can advise you

o how to automate the testing
We offer you an scalable and processes
ProCEesses

modular arhitecture solution for
your software

Some time more recently, this same website was taken over by criminals who transformed it into a phishing page

for Kaiser Permanente:

Page 3 of 7


https://www.malwarebytes.com/wp-content/uploads/sites/2/2024/12/image_e51553.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2024/12/image_e51553.png
https://www.malwarebytes.com/phishing

https://www.malwarebytes.com /blog/news/2024 /12 /malicious-ad-distributes-socgholish-malware-to-kaiser-permanente-employees

v Wl KAISER PERMANENTE x
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BELLONA KAISER PERMANENTE SELF SERVICES EMPLOYEE PORTAL KAISER MY HR LOGIN HRCONNECT
SOFTWARE

HR CONNECT KAISER

Our portal self services provide developers
with skilled, conscientious kp readyset and
motivated professionals

KAISER HRCONNECT

Custom software development special for
mykphr employee portal

MOBILE MY HR KP KAISER MY HR
and i0S applications customised for D ﬂ We help you protect your business fr
your business kaiser my hr login specific threats and consult mykphry
how you can raise your raytheon pro
higher level
SOFTWARE RAYTHEON AND RTX KP READYSET
We offer you an scalable mykp kp.org login ﬁ & Our consultants can advise you how to
automate the kaiser hrconnect / mykphr

and modular arhitecture solution for your

software processes

Malicious redirect to SocGholish

It looks like there was more than one cook in the kitchen, as malicious code was also injected in the core

JavaScript libraries for that website, confirmed in a scan by Sucuri’s SiteCheck:
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v 3 bellonasoftware.com - SiteChe: X + = (] X

c %5 sitecheck.sucuri.net/results/https/bellonasoftware.com aQ -

SUCURIi Website Monitoring ~ Website Firewall Malware Removal Knowledgebase | Support

® https:#bellonasoftware.com

Warnmg:‘ Malware Detected . Fer s AT
Infected with malware. Immediate action is required

IP address: 91.204.209.5  CMS: Unknown
ﬂ https://bellonasoftware.com/ Hosting: Unknown Powered by: Unknown
Running on: LiteSpeed More Details
Minimal Low Medium High Critical Security Risk

Malware Found

https://bellonasoftware.com/libraries/bootstrap/b ~ Known javascript malware: malware.injection?96.13

ootstrap.min.js (More Details)

yvar g=d.find("> .active"),h=e&&a.support.transition&&(g.length&&g.hasClass("fade")||!!d.find
("> .fade").length);g.length&&kh?g.one("bsTransitionEnd”,f).emulateTransitionEnd(c.TRANSITION
DURATION):(),g.removeClass("in")};var d=a.fn.tab;a.fn.tab=b,a.fn.tab.Constructor=c,a.fn.tab.
noConflict=function(){return a.fn.tab=d,this};var e=function(c){c.preventDefault(),b.call{a(t
his),"show"}};a{document).on("click.bs.tab.data-api”, '[data-toggle="tab"] ' ,e).on{"click.bs.ta
b.data-api”, "[data-toggle="pill"]",e)}{jQuery),+function(a){"use strict”;function b(b){return -

When potential victims clicked on the ad, they landed on that compromised website, which in turn briefly
displayed the phishing template only for as long as a mouse scroll or click. Then, a new screen appeared with what

looks like a Google Chrome notification claiming the user’s browser is out of date:
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v @ Update Chrome x + _ O %
c 2%  bellonasoftware.com/?gad_source=18gclid= PN * s a
Recent download history X
G C h rome 2 Updarejs — malicious script

4.0 KB = 1 minute ago

Full download history A

You are using an older Ve, cicvs oo onerio

Update now to keep your Chrome browser running smoothly and securely.

Your download will begin automatically. If not, click here:

Update Chrome

This screen, also known as SocGholish, is a long running malware campaign that targets vulnerable websites
indiscriminately. When a user executes the downloaded Update.js file, they are instead running a malicious script
that will collect some of their computer’s information and relay it to a group of criminals. After this fingerprinting
takes place, additional tooling such as Cobalt Strike may be downloaded, preparing the ground for a human on

keyboard type of attack.

To the best of our knowledge, the phishing campaign has nothing to do with SocGholish, and we assume that the
original threat actors did not anticipate for the website they took over to be compromised. As for the gang behind

SocGholish, the victims would come from a Google search, something they usually check for via the referer.

Protecting against web threats

For victims, neither the phishing scheme nor the malware are a happy outcome. While initially targeted because of

what they searched for, they fell into the hands of a different criminal syndicate.

Such is the reality of web threats. This is a dynamic and ever changing landscape with a number of malicious

players trying to lure users in their own way.

Online ads, and in particular search ads, continue to be a threat. As we have showed many times on this blog, any

brand is at risk of being impersonated. Unfortunately, this trend has continued unabated throughout 2024.
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At the same time, ‘old’ malware campaigns like SocGholish pose a risk due to a never ending number of outdated

websites ready to be compromised and act as a springboard for malware delivery.

When searching online, we urge to use extreme caution with any sponsored results and if possible add protection

to your online browsing experience with tools like Malwarebytes Browser Guard.

We reported the malicious ad to Google and will update this blog if we hear anything back.

We don’t just report on threats—we remove them

Cybersecurity risks should never spread beyond a headline. Keep threats off your devices by downloading

Malwarebytes today.

Indicators of Compromise

Phishing site
bellonasoftware[.]com
SocGholish infrastructure

premium[.]davidabostic[.]Jcom
riders[.]50kfor5@years[.]com
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