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Use

BloodHound can identify users with local

administrator 1rights.£2;l

BloodHound can collect information about

domain users, including identification of domain

admin accounts.[2]

BloodHound can compress data collected by its

SharpHound ingestor into a ZIP file to be written
to disk 4]

BloodHound can use PowerShell to pull Active

Directory information from the target

environment.[Z]

BloodHound has the ability to map domain trusts
and identify misconfigurations for potential

abuse.[2]

BloodHound has the ability to collect local admin

information via GPO.Lll

BloodHound can use .NET API calls in the

SharpHound ingestor component to pull Active

Directory data.1
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Use

BloodHound can collect information about local

groups and members.12]

BloodHound can collect information about

domain groups and members.!2]

BloodHound can enumerate and collect the
properties of domain computers, including

domain controllers.[2]

BloodHound can collect information on user

sessions.[2]
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