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Introduction

Raccoon Stealer is an infostealer sold on underground hacker/cybercriminal forums, first observed in early 2019.
Raccoon Stealer v2 first appeared in June of 2022, after the developers returned from a supposed
“retirement” which they had announced in early 2022. [1] Just as with Raccoon Stealer v1, v2 is capable of

stealing information to include cookies and other browser data, credit card data, usernames, and passwords.

Technical Analysis

Raccoon Stealer v2 is written in C/C++, and coming in at only ~57kb, it is fairly lightweight. Below are the
hashes for the packed sample, and the unpacked sample. Based on my research, Raccoon Stealer is not sold

packed by default, rather, any packing must be done by the customer who will deploy the malware.

o Packed SHA256: 40daa898f98206806ad3ff78f63409d509922e0c482684cf4f180faac8cac273
e Unpacked SHA256: 0123b26df3c79bac0a3fda79072e36c159cfd1824ae3fd4b7f9dea9bda9c7909

Unpacking
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Unpacking this sample is pretty straightforward. All I did was place breakpoints on a few API calls of interest
such as VirtualProtect, WriteProcessMemory, CreateProcessInternalW, and VirtualAlloc. Once the VirtualProtect
breakpoint is hit, I followed the address in the EAX register in the memory dump, then ran the program again until

the next breakpoint. After that, I was able to dump the payload from memory and continue my analysis.

Press enter or click to view image in full size

Figure 1. Dumping the second stage payload from memory.

Resolving Imports

To start off, I opened the payload in PEstudio to perform some basic static analysis, which will guide how I carry
out the rest of the analysis. Opening the binary in PEstudio, the small number of imported functions (only 8) leads

me to believe that the malware probably resolves its imports dynamically.
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Figure 2. Imported functions displayed in PEstudio.

Disassembling the binary in Ghidra, I found the import resolver function early on in the binary, as expected. This
function simply uses the GetProcAddress API function to load the address of the functions it will need. A few of

these functions immediately catch my eye, those being the internet related functions highlighted below in figure 3.
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5 Ei 1vard,s Reqg_loserey OUfucaal) ; =
92 DAT_0040e0ad = (*GetProchddress) (iVard,s_RegEnumKeyExW_0040c55c) 7
93 RegUpenkeyExW = ([*GetProcAddress) (iVard, s_RegOpenEeyExW_ 0040c5é&c);

94 ReglueryValueExW = (¥GetProchddress) (iVard, eDAT 0040c57c):

a5 DAT 0040e0c4 = (*GetProchddress) (iVard,s SystemFunction03é_0040c550);
9g (*GetFProchddress) (1Var5, s_CharlUpperW 0040cSad)r

97 DAT 00402130 = (*GetProclddress) (iVar5,s_EnumDisplayDevicesW 0040cSha):
93 GetClientRect = (*GetProchAddress) (iVar3,s_GetClientRect_0040c5cd);

945 GetDC = (*GetProchddress) (iVars,s_GetDC_0040cS5d4);

100 DAT_0040elic = (*GetProchddress) {(iVar5,eDAT_0040c5dc)r

101 GetSystemMetrics = (*GetProcAddress) (iVar5,s_GetSystemMetrics_0040cS5E0)

102 ReleaselC = (*GetProcRddress) (iVar5,s ReleaseDC 0040c&04);

103 DAT 0040e0f0 = (*GetProclddress) (iVar5,s_waprintiW 0040c&l0)»

104 CoInitialize = (*GetProchddress) (iVar2,s CoInitialize 0040c&lc);

105 DAT_0040el84 = (*GetProchddress) (iVarz,s_ CoCreatelnstance 0040c&2c);

108 DAT_0040e03c = (*GetProchddress) (iVaré,s CryptStringToBinaryA 0040cé&40);

107 DAT_0040el54 = (*GetProclddress) (iVare,s CryptStringToBinaryW_0040cé53)r

108 DAT 0040e020 = (*GetProchddress) (iVare,s CryptBinaryToStringW 0040c&70)r

1059 DAT 0040e0b4 = (*GetProchddress) (iVard,s CryptUnprotectData 0040c&3d):

110 InternetConnectd = (*GetProcAddress) (iVar3, s_InternetConnectW _0040cé9c) r

111 InternetOpenW = (¥GetProclddress) (iVar3, s_InternetlpenW_0040cEbd);

112 DAT_0040el6c = (*GetProchddress) (iVar3,s_InternetSetOptionW_0040cé&cl);

113 {(*GetProchddress) (iVar3d, s _InternetOpenUrld 0040céd4)r

114 InternetOpenUrlW = (*GetProcAddress) (iVar3, s_InternetOpenlUrlW_0040céed)r

115 {(*GetProchddress) (1Vard, s_InternetReadFileExW 0040céfc):

1le InternetReadFile = (*GetProchAddress) (iVar3, s_InternetReadFile 0040c710)r

117 InternetCloseHandle = (*GetProchddress) (iVar3,s_InternetCloseHandle 0040c724):

115 HttpOpenRequestW = (*GetFrochddress) (iVar3, s_HotplpenRequestiW_0040c738) 7

115 HttpSendRequestW = (*GetProcAddress) (iVar3,s_HttpSendRequestW_0040cT4c);

120 {(*GetProchddress) (iVar3, s _HttpQueryInfolA 0040cTe0);

121 {(*GetProchAddress) (1Var3, s_HttpQueryInfoW 0040cT70)

122 1

123 return; "
£ >

Figure 3. Internet-related functions in the import resolver function.
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Decrypting Strings and C2 IP Address

The malware also obfuscates its strings using Base64 encoding and RC4 encryption. The RC4 encrypted strings
are stored in the Base64 encoded form. These strings are Base64 decoded, then decrypted using the RC4 key
“edinayarossiya”, which means “United Russia” in Russian. Once the strings are decrypted, the malware then
performs the same decryption routine for the C2 IP address, but using a different RC4 key:.

Press enter or click to view image in full size
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Decompile: entry - (raccoon 00600000 _resolved SEY.hin)

32 int local B; o
33

34 resolve imports():

35 decrpyt_strings():

36 [*CoInitialize) (0);

37 0;

38 i = (short *)FUN_0040aS8a(s_403£7bl2la3afdsedd2T7L945140b0a92_0040d443¢c) ;

38 slocal_8; @New RC4 key

40 = g 303£Thl2ladafdoedd27i945140bEa%2_0040d43c

41 = FUH_0040a6d2 (s_lTIdRg3LYd/akTgVOhVu 5b_334=jd4€0|%

42 4 = b&é4_decode (iVard,slocal_E); Base6d enmding of RC4
43 3c[0] = rcé_decrypt (eDAT 0040ecH8,iVard,piVarl3, (int)p c"»’arléh:encrypted c21IP
44 D = glocal 8:

45 pc = 5 403f7bl2la3afd%e8d27f945140b8a%2_0040d43c;

48 i = FON_0040a6d2 (s 0040d4a8);

47 = bed_decode (iVard, &elocal_8);

4z 3c[1l] = rcd_decrypt (eDAT_0040ec8E,iVard,p rl3, {int)pcVarld);

49 &local_8;

50 1 5 _403£7bl2la3afd%e8d271945140b8a%2_0040d43c;

51 = FUH_0040a8d2(s__0040d4£0);

52 4 = bed_decode (iVard,slocal_g8):

53 i

54

55

1 H

57 4 = bé4 decode (iVard,elocal £):

a8 3c[3] = rcd decrypt(eDAT 0040ecs58,iVard,piVarl3, (int)pcVarld):

59 3 = glocal B:

a0 = 5 403f7bl2lalafd®edd27i545140b8a%2 0040d43cs

Gl FUN_0040a&d2 (s 0040d4530) ; W
£

Figure 4. Decoding and decrypting the C2 IP address.
With this RC4 key and Base64 encoded data, I could use cyberchef to get the IP address of the C2 node.
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Figure 5. Extracting the C2 IP address in cyberchef.

Checking Mutex

Next, the malware checks to see if another instance of it is already running on the infected machine by opening a
mutex with the value of 8724643052. If the OpenMutexW function fails and returns a 0, the malware creates a

mutex with the value, then continues execution. If the function succeeds and returns 1 (true), the malware exits.
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sy s o s s el s
70 ppcVarl2 = ppcVarl2 + 1; 3
T } while (ppcVarli != (code *¥*)eDAT 0040e004);

72 }

73 iVerd = (*CpenMutexW) (0x1£0001,0,u 3724643052_004046d3);
T4 if {iVard = 0) {

75 {(*CreateMutex) (0,0,u_8724643052_0040ded3) ;

76 }

77 else |

T8 {*ExitProcess) (2);

T4 }

&0 bVar3 = system check(}s

21 if (CONCAT31 (extraout wvar,bVar3d) != 0) |

a2 process_enum();

83 }

o4 local lc = DAT 0040eb03;

a5 local 1% = (HMODULE) 0x0;

B& local 2% = DAT 0040el£3;

a7 local 24 = 07

a8 local _c = (void *)FUN_0040838%b(slocal_lc);

&84 local 10 = (short *) {*local alloc) (0Ox40,0xf£78):
=11 uvars = (*local alloc) (0Ox40,0x618);

al iVard = crypto_reqg_kev();

42 pWVare = GetUserName () ;

93 iVar7 = (*5trCpyW) (uVar5,DAT 0040eb3c):

94 psVard = FUN_0040a5db (iVar7,iVard);

a5 psVarg = FUN_0040a5db({int)psVars, DAT_0040e200) 7
96 psVar® = FUN_0040a5db({int)psVars, (int)pWVare) ;
97 psVard = FUN_0040a5db({int)psVars, DAT_0040eb00) ;
498 psVarg = FUN_0040a5db({{int)psVars, (int)local_l4);
44 local & = (*3trCpyW] (local 10,psVari);

100 [{*LocalFree) (iVard) ; W
£ >

Figure 6. Checking for open mutex.
SYSTEM Check and Process Enumeration

The malware also checks if it is running as SYSTEM by comparing the current process’s token to the SYSTEM
SID, S-1-5-18.
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Decompile: system_check - I:ra-:-:-:-c-n_lj|:|EDUUDU_re50I\rEd_SCY:"- ﬁ | | @ | ﬂl v X

1 -~
2 bool system check (void)

3

4 ({

5 code *poWVarl:

[ undefined4 uVara;

7 int iVar3;

g undefinedd4 *puVard;

4 undefined4 local 107
10 undefined4 local c;
11 undefined4 local &;
12
13 pcWVarl = OpenProcessToken:
14 _8 =10;
15 = (*GetCurrentProcess) (8,&local_c);
16 3 = (*pcVarl) [uVar2);
17 if ({iVar3 '= 0} &s&
12 ({ivar3 = (*GetTIokenInformation) (local c,1,0,local_&,&local_8), iVard =0 ||
] {iVard = ([(*GetLastError) (), iVar3 ox7a))))

[ puvard = (undefined4 *) (*GlobalAlloc) (0x40,local Z);

1] iVar3 = (*GetTokenInformation) (local c,l,puVard,local &,&local E8);

2 if (iVar3 !'= 0) {

3 local 10 = 0;

ivar3 = (*Convert3idToString3idW) (*puVard, &local_10):
if (iVar3 '=0) {
iVar3d = (*lstrcmpiW) (u_5-1-5-18_0040d6£0,1local_10);
{*GlcbalFree) (puvard)
return iVar3d == 0;

o

=]
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ey
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[FURTY]
= O
—

}

return false;

[
%]
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=

Figure 7. Malware checking if it is running with SYSTEM privileges.

If the malware is running as SYSTEM, it then calls a process enumeration function using

CreateToolHelpSnapshot32, Process32First, and Process32Next.
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Decompile: process_enum - I:rau:r.cu:ru_DDEDUDUU_resolved_Em“ @ | ﬁ | @ | ﬂl - X
1
2 |int process_enum(wvoid)
3
4
5 undefined4 uVarl;
[ int iVar2;
1 undefined4 local 230 [139];
5 uVarl = (*CreateTooclHelpSnapshot32) (2,0);
10 local 230[0] = Ox22cy
11 iVar2 = (*Process32Firat) {uVarl, local 230);
12 if (iVar2 = 0) |
13 do {
14 iVar2 = (*Process3ZNext) (uVarl,local_ 230):
15 ]} while ([iVar2 != 0};
16 iVar2 = 1;
IE} }
18 return iVar2;
19 |1
20
£ >

Figure 8. Enumerating the functions on the infected machine.

If the malware is not running with SYSTEM privileges, it simply skips over the process enumeration function and

continues with its execution.
Host GUID and Username

Before connecting to the C2 node, the malware will retrieve the host’s GUID by querying the
SOFTWARE\Microsoft\Cryptography registry key.

Press enter or click to view image in full size
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Decompie: get_machine_id - (raccoon_008D0000_resolved SCY:Bin): b7 | g | [ | B X
1
2 |undefinedd get_machine_id (void)
3
4
5 undefined4 uVarl:
& int i
7 int i
g undefinedd4 local_l10;
& undefinedd local_c

10 undefinedd local &;

11l

12 1 = (*local alloc) (0x40,0x208);

13 1 c = 0xl04d;

14 1 10 = 1;

15 i = (*ReglpenkKeyExW) (0x80000002, u_SOFTWARE\Microsoft\Cryptography 0040d710,0,0x20118%, &local_§)
1€ H

17 iVard = (YReglueryValusExw) :,-i?_-JIJf.EI-':a?D,D,5;:.f-'_-'__i_-J,u'-..-'.';-_-i,&i_'t-'_-'__:J,-
12 if ((iVarz2 != 0) 11 ({iV

149 {*ReqCloseKey) {local 8):

20 1

21 return uvarl;

22 |}

23

Figure 9. Retrieving the host GUID from the registry.

The malware also retrieves the current user’s username, and moves it along with the machine ID, onto the heap

before contacting the C2 node.
C2 Communication

First the malware uses the WideCharToMultiByte API function to form all of the parameters it needs in order to
connect to the C2 node, including the machineID, username, and configID parameters which will be sent to the C2
node via POST request. Of note, the configID parameter is just the RC4 key that was used to decrypt the C2 IP

address earlier in the execution.

Press enter or click to view image in full size
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Content=-Type: applicatics/x-www:-fors-urlemtoded; charsct=utf-3
User-agents record
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Content-length: 84

Connectiom: Keep-Alive

Cache-femtrol: no-cache
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Figure 10. POST request to the C2 node containing the machineID, username, and configID

parameters.

The malware then checks to see if the response from the C2 node is larger than 0x3f (63 in decimal) characters

long. If it is, the malware continues execution. If not, the malware breaks out of the loop and exits.

I11. H
112

113 if (0x3f < iVard) |

114 psVarg = ([short *) (¥StrlpyW) (psVart,psVary):

115 (*LocalFree] (psVars);

116 break;

Figure 11. Checking the length of the C2 node’s response.

Unfortunately, at the time I performed my analysis, the C2 IP address did not appear to be up anymore, as Shodan
showed that port 3389 (RDP) was the only listening port. Assuming that the C2 node was still operational and able
to communicate with the infected host, the C2 node would return several different DLL’s for download to the
infected host. Those DLL’s would then be placed in the “C:\Documents and Settings\Administrator\Local
Settings\Application Data” folder.

Press enter or click to view image in full size
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sty s s v v

127 set_folder_path(&local 3);

125 if (psVarll != (short *)0x0) |

125 moving_dll’s((int)psVarl(,local_E):

130 iVar? = 07

131 iVard = (*StrS5trW) (psVarlQ,DAT_0040ec00);

132 if (iVard == 0) {

133 (*ExitProcess) (Oxffffffff);

134 1

135 elae |

136 iVar7 = iVard4 - (int)psVarld >> 1;

137 1

132 local c = (void *)({*local alloc) (Ox40,0x100);

135 iVard = (*latrlenW) (psVarlQ):

140 ivard = FUN_0040adbc{{int)psVarll, elocal c,iVar? + &,iVard):
141 if (iVard = 0) {

142 {*ExitProcess) (0xfffffffe);

143 1

144 paVard = FUN_0040a5db((int)psVars, (int)local_c):
145 (*LocalFree] {local _cj;

148 uVars = (*local alloc) (0x40,0x208);

147 iVard = (*5trlCpyW) (uVars,local_8);

1438 psVard = FUN_0040aS5db{iVard, DAT_0040eaS0) 7

145 local_l0 = FUN_0040a5db( (int)psVard,DAT_0040ebed) ;
150 uVard = (*local_alloc) (0x40,0x208);

151 iVard = (*5trCpyW) (uVar3s, local 8)-

152 psVard = FUN_0040a5db(ivVard4, DAT 0040ea50):

153 ocal_l4 = FUN_0040aSdb({ (int)psVard,DAT 0040ec38):
154 (*SetCurrentDirectoryd) (local 2);

155 iVard4 = {*local_ alloc) (0x40,0x5000);

156 (*GetEnvironmentVariableW) (DAT_0040eads,iVard, 0x2500) »
157 psVar% = FUN_0040a5db(ivVard, DAT 0040eldc):

158 psVard = FUN_0040a5db((int)psVard, local 3);

155 (*DAT_0040e15c) {DRT_0040eads,psVard);

£

G0 & d~ x
L]

>

Figure 12. Note the function setting the folder path before moving the downloaded DLL’s to that

path (C:\Documents and Settings\Administrator\L.ocal Settings\Application Data)

Press enter or click to view image in full size
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Decompile: set_folder_path - {rar:coon_OUEDOOUU_rewved'_Eﬂr' f} | [ | &] | ﬁl - X
1
2 lmdefinedcl _ fastcall set_folder path{undefined4 *param 1)
3
1
0
1 /% 0xlc = C:\Documents and Settings‘\Administrator\Local Settings‘\Application
2 Data */
3 iVarl = (*SHGetFolderPathW) (0,0xlc,0,0,hMem) ;
4 if (i 1 <0}y |
5 if (hMem !'= (HLOCAL)Ox0) {
g Local Free (hMem) ;
T |
i uVara = 07
g I
a else |
1 h 1 = FUN_0040a5db{ (int}! AT_0040ebb0) ;
2 (*5trCpyW) (*param 1, ay:
2 *param_ 1 = u
4
g }
i return ara
g (1
£ >

Figure 13. Setting the folder path for the DLL’s to be placed into.

It is at this point that the malware would perform the bulk of its stealing functionality, including cookies,
passwords, credit card data, passwords, browser history, etc. [2] Some of this functionality would automatically be

executed, and some would require a command from an operator in control of the C2 node.

Conclusion

In conclusion, Raccoon Stealer v2 is a relatively simple, yet very capable info stealer just like v1. Both versions of
this stealer pose a threat to organizations of all types, as well as individuals. The information stolen by this

malware can be used to take over accounts of all types, financial, social media, corporate, etc.

Get Aaron Stratton’s stories in your inbox
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I hope you enjoyed this post, and that you’ll come back again! A follow and share would be super appreciated.

Feedback is certainly welcome as well.
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