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HelloKitty Ransomware
Kitty Ransomware

HelloKitty Hand-Ransomware

NextGen: FiveHands, ViceSociety, Boombye
(¢ poBaNbIMK-BHIMOrare/b) (IePBOMCTOYHHK)

Translation into English

DTOT KpUITTO-BBIMOraTe/ib IK(PyeT AaHHbIe M0JIb30BaTeNel C MOMOLbi0 KoMOuHaruu anroputMoB AES-256 u RSA, a
3areM TpeOyeT BeIKyI B # BTC, uTo0bI BepHYTh (haiinsl. OpuruHaIbHOe Ha3BaHUe: B 3alicKe He yKa3aHo. Ha daiine

HaricaHo: ag.exe. Harcan Ha C++. B mae 2021 rosiBU/ICS HOBBIM BapyaHT HalMCaHHBIN Ha si3bike Go.

Cy11jecTByeT HECKOJIBKO Pa3HbIX BEPCHiA, KOTOpbIe MCIIOJB3YIOT I HU(POBaHKs pa3Hyto KOMOMHALHIO anroputMoB: AES-
256 + RSA-2048, AES-128 + NTRU. Taxske ectb Bepcust ajis1 Linux, ucrione3sytroujas AES-256 + ECDH.
OOHapyXeHuUs:

DrWeb -> Trojan.Encoder.33143, Trojan.Encoder.33348, Trojan.Encoder.33464

BitDefender -> Gen:Heur.Ransom.Imps.1, Gen:Variant.Ransom.Adhubllka.1

ALYac -> Trojan.Ransom.Filecoder

Avira (no cloud) -> TR/Redcap.pdjtm, HEUR/AGEN.1127999

ESET-NOD32 -> A Variant Of Win32/Filecoder.DeathRansom.D

Kaspersky -> HEUR:Trojan-Ransom.Win32.Encoder.gen

Malwarebytes -> Ransom.DeathRansom

Microsoft -> Trojan:Win32/Ymacco.AA9A

Rising -> Trojan.Generic@ML.85 (RDML:Hg3*

Symantec -> ML.Attribute.HighConfidence

TrendMicro -> Trojan.Win32.IMPS.USMANKI20

© Teneanorus: 3¢ DeathRansom, Adhubllka > TechandStrat > HelloKitty (Kitty) > FiveHands

© I'eneanorus: HelloKitty (Kitty) > Kitty Go, Kitty Linux

V306parkeHre — JIOTOTHUIT CTaTbU

K 3ammdpoanHbM daiinam fobasnsieTcs paciuupenue: .crypted
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JTHUMOJIOTHUSA HAa3BaHHUA:

Cnogo HelloKitty ectb B MbtoTekce HelloKittyMutex. BbiMoraTe/in 0ka3ajuch HaCTOJIBKO TYTJIMBBIMU, UTO HE
BOCIIO/Ib30BA/IUCh email /ijist CBsI3U € )KepTBaMH, MCIIO/b30BaId TOBKO CIeljUaIbHbIN aZipec Ha onion-caiite, 6e3 mepBUYHOM
CTPaHMILIbI JOMEHA, HUKAaK He Ha3Ba/i CBOIO MPOrPaMMYy U HAlyraHHbIe BOITPOCAMHU B Uare cpasy cberkasii BOCBOSICH.

[TosTOMy B JIOrOTHII CTaThk ObLT 06aB/IEH HAlyraHHBII KOTEHOK.

OBHumal-me! HoBble paciupeHus, email ¥ TeKCTbI 0 BBIKyIle MOKHO HAlTH B KOHIIe CTaTby, B 00HOB/IeHUsIX. Tam

MOoryT OBbITH pasnnuus C riepBoHa4Ya/IbHbIM BapHaHTOM.

AKTHBHOCTB 3TOTO KPUITO-BBIMOTaTesisl MPUILUIACh Ha cepeAnHy Hosiopsi 2020 . OpreHTHUPOBAH Ha aHITIOSA3bIYHBIX

T0/Ib30BaTeel, 4To He MellaeT PaCIPOCTPAHSITh ero 10 BCeMy MUpY.

3arrcka c TpeboBaHMEM BbIKyTIa HasbiBaeTcst: read_me_lkdtt.txt

BeposTHO, uTo HMcrosb3yeTcs 1ab/oH: read_me_<abbreviation>.txt

CopepikaHue 3alMCKH 0 BBIKyIIe:

Hello dear user.

Your files have been encrypted.

-- What does it mean?!

Content of your files have been modified. Without special key you can't undo that operation.
-- How to get special key?

If you want to get it, you must pay us some money and we will help you.

We will give you special decryption program and instructions.

-- Ok, how i can pay you?

1) Download TOR browser, if you don't know how to do it you can google it.

2) Open this website in tor browser:
hxxx://6x7dp6h3w6q3ugjv4yv5gycj3femb24kysgry5b44hhgfwce5ml5qrdad.onion/02f6af250649555ea1b65f20fd9e815b23ba7d84829b93e6d8d

3) Follow instructions in chat.

IlepeBoj 3anMHCKH HA PYCCKHH A3BIK:

TIpuBeT JOpOroi rnosnp3oBaresb.

Baum ¢aiinsl 3anmgpoBaHsl.

-- Uto 370 3HauUT?!

Copeprkanue BalMx (aiiioB 661710 n3MeHeHo. Be3 crieljaIbHOTO KIIF0Ua Bbl He CMOKETe OTMEHHTb 3Ty OMepaLio.
- Kak nomyunts crieryanbHblil Kaou?

Ecnu BBl XOTUTe ero Mo/Iy4YnTh, Bbl J0/DKHBI 3aI/IaTUTh HAM HEMHOTO [JleHeT, ¥ Mbl BaM TTIOMOYKeM.

MBI jaiiM BaM CIleLjialbHy0 IPorpaMMy paciii(poBKU U MHCTPYKLIUH.

- X0po1LI0, KaK s MOT'y Tebe 3ariaTuTh?

1) 3arpy3ute 6pay3ep TOR, ec/iu He 3HaeTe, KaK 3TO CZe/IaTh, MOXKETe MOTYI/IUTb.
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2) Otkpoiite 3TOT Beb-caiit B Gpaysepe TOR:
hxxx://6x7dp6h3wbq3ugjv4yv5gycj3femb24kysgry5b44hhgfwce5ml5qrdad.onion/02f6af250649555ea1b65f20fd9e815b23ba7d84829c93db10ft

3) CnepyiiTe MHCTPYKL{MSIM B yare.

TexHuueckue geraan

MoskeT pacIipOCTpaHsITLCsI IyTEM B3/I0Ma Uepe3 He3alljullleHHy10 koHdurypanuio RDP, ¢ nomorsto email-cnama u
BPEJOHOCHBIX B/IO)KEHUH, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIIONTOB, BPeJJOHOCHOI peK/laMbl, BeO-UHKEKTOB,
(habIIMBEIX 0OHOBIEHHH, TTepellakoBaHHbIX 1 3aPayKEHHBIX HHCTAIATOPOB. CM. Takke "OCHOBHbIE CIIOCOOBI

pacrpocTpaHeHHst KpUMITOBbIMOraTe el Ha BBO/JIHOM cTpaHuiie Griora.

Ony(Ho BCer/la UCI0/Ib30BaTh AKTYa/lbHYI0 aHTUBUPYCHYIO 3aiuTy!!!

Ecu BbI ipeHebperaeTe KOMILJIEKCHOM aHTHMBUPYCHOM 3amuToi kinacca Internet Security wim Total Security, To x0Tst 661

JleslaliTe pe3epBHOE KOMMPOBaHKE Ba)KHBIX (haiiioB 1o Metosy 3-2-1.
» I1pu BeimonHeHnu HelloKitty 3aBepiraer 1706 mporjeccos, 3akpbiBaeT 57 c1y0 ¥ yAansieT TeHeBble KoUK (aiiyos.

» HelloKitty copep>kuT BCTpOEHHBIH OTKPLITHINA Kimtou RSA-2048. DTOT OTKpBITHIN KiTtou xemmpyetcst SHA256 u
HCIOJIb3yeTCs B KauecTBe HeHTU(UKATOpa JKepTBhI B 3arMCKe ¢ TpeboBaHHeM BBIKyIIA. DTOT OTKPLIThIA RSA-K/Tou Takke

HCIOJIb3YeTCo it H.[l/IClJPOBaHl/IF[ CUMMETPHUYHOI'0 K/TFoUa KaXKJ0ro cbaﬁna.

[ist cummetpuuHoro Kmoua HelloKitty reHepupyet 32-6aliToBoe Haua/lbHOe 3HaUY€HHe Ha OCHOBe MeTKHU BpemeHH L]I1.
Tenepupyetcst kiitou Salsa20, KoTopbiii mmdpyet Bropoe 32-6aiiToBoe HauambHOe 3HaueHue. 3aihpOBaHHbBIA pe3yIbTar
niogBepraercst orepanuy XOR c repBeIM ceMeHeM, B pe3ysIbTaTe 4ero IoaydaeTcs 32-0aiToBblil K/II0d, HCIOIb3yeMbIi ISt

AES-mmbpoBanus Kaxgoro daina.

Tlocrne Toro, Kak Kaxkzbii aiin 3amdposaH, MCXOHBIN pa3mep daiiia, maruueckoe 3HaueHre DE CO, AD BA u kitou AES
3a1(ppOBLIBAIOTCS C IOMOIIBIO OTKPLITOro Kimoua RSA u gobassstiores K ¢aiiny. HelloKitty fobasnsier ati
[IOTIOJ/IHUTE/TbHBIE MeTa/jaHHbIe B 3airppoBaHHbIN (aiii. 3atem oH gobaBisieT ueThipe Marnueckux 6aiita DA DC CC AB B

KOHel| 3a11M(ppoBaHHOrO (aiina.
B 3aBucumoctr ot Bepcun HelloKitty MoykeT U3MeHsITb WM He M3MEHSITh paciiypeHue ¢aiia.

B gpyrux o6pasuax HelloKitty BMecto RSA wmcrionb30Bascst BCTPOEHHbIN OTKPbIThIHA Kimrou NTRU.

Crnucok (aiIoBbIX paclIpeHHi, TOABEePraIMXcs MHU(POBaHHUIO:
3Oto fokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe (aiiibl, 6a3bl JaHHbIX, GoTOrpaduu, My3bIKa, BUE0, haiibl

00pa3oB, apXUBbI U TP.

daiisibl, cBsA3aHHBIE ¢ 9TUM Ransomware:
read_me_lkdtt.txt - Ha3BaHMe (haiina c TpeOOBaHMEM BBIKYTIA

ag.exe - CJIydaiiHoe Ha3BaHKe BPeIOHOCHOTO (aiina
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PacnosioxxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

C:\Users\Admin\AppData\Local\Temp\ag.exe

3anucu peecTpa, CBA3dHHbIE C 3 TUM Ransomware:

CM. HIDKe pe3y/bTaThl aHa/IM30B.

MBIOTeKChI:
HelloKittyMutex

MBEI0TeKC Hy)KeH, 4To0bI IpeI0TBPaTHTh 3aIlyCK HeCKOJIKUX 5K3eMIUIIPOB IIH(POBaIbIINKA OZHOBPEMEHHO.

CeteBbIe MOAK/TIOYEHUA U CBA3U:

Tor-URL: hxxx://6x7dp6h3w6q3ugjv4yvsgycj3femb24kysgry5b44hhgfwcSml5qrdad.onion

Email: -
BTC: -
CM. HIKe B OOHOBJIEHUSIX JIDyTHe aJipeca U KOHTAKThI.

CM. HIDKe pe3y/bTaThl aHaIM30B.

Pe3y/ibTaThbl aHAIM30B:
v Triage analysis >>

® Hybrid analysis >>

X VirusTotal analysis >>
# Intezer analysis >>

% ANY.RUN analysis >>
X VMRay analysis >>
W VirusBay samples >>
A\ MalShare samples >>

% AlienVault analysis >>
{7 CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CreneHb pacrnpoCTPaHEHHOCTHU: CPeJHSSA.

TMoapo6Hele cBezeHust cobuparoTcst perysisipHo. [Ipucsiiaiite 06pasipl.

=== UICTOPUA CEMEVICTBA === HISTORY OF FAMILY ===

DeathRansom Ransomware - Host6pb 2019 - aBryct 2020
Jipyrue BapyaHThbl - B TeueHnr 2020

TechandStrat Ransomware - okTs6ps 2020

HelloKitty Ransomware - Host6ps 2020

FiveHands Ransomware - ekabpb 2020 - ssuBaps 2021 u fanee
ViceSociety Ransomware - ¢ utonst 2021 u fanee

Boombye Ransomware - Hosibps 2021
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=== BJIOK OGHOBJIEHUM === BLOCK OF UPDATES ===
Bapmuanr ot 26-27 gexkabps 2020:

Harenen Ha 6pa3su/bCK1e KOMITaHHH.

B texcre ynomuHaerTcsi CEMIG - 6pasuibcKast SHepreTuuecKast KOMITaHusL.
Pacumpenue: Kitty

3armcka: read_me_lkdtt.txt

» [IpyruM HH(MOPMaTopoM siBJisieTcst yat Ha Tor-cabire.

HewmHoro Texcra OT BBIMOrareseii:

You was attacked by Kitty ransomware

All your documents, photos, databases and other important files have been encrypted.
The only way to decrypt your files is to receive the decryption program.

For details talk with support in chat.

Hello CEMIG, i'll help you to recover your files, type first message here to start.

You have 24 hours to start dialogue or i'll publish your private data or sell it on darknet, i do not care who will take it, you or
someone else, we have many backdoors in your system and i sell this information too, so you can stay silent or protect
personal data of your employers, secret data of your company and we can remove all backdoors... think about it. You have

not so much time.

Pesynvrars! ananusos: VT + AR + AR + IA

» OO6Hapy)KeHHsI:

DrWeb -> Trojan.Encoder.33348

Avira (no cloud) -> HEUR/AGEN.1127999

BitDefender -> Gen:Variant.Ransom.Adhubllka.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.DeathRansom.D
Kaspersky -> HEUR:Trojan.Win32.Udochka.gen

Malwarebytes -> Ransom.DeathRansom

Rising -> Trojan.Generic@ML.97 (RDML:Xr*

Symantec -> Ransom.CryptoTorLocker

Tencent -> Win32.Trojan.Filecoder.Wpti

TrendMicro -> TROJ_GEN.R002H09LR20, Ransom_CryptoLocker.R002C0DG821

BapmuaHT ot 25-26 Jekabps wiu no3xe, B auBape 2021:
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Pacmmpenue: .crypt
3aricka: DECRYPT_NOTE.txt
VIMeroTCs OT/IMUHSL, CM. CPaBHUTe/IbHYIO Tabymily pasHbix ¢yHKOui s FiveHands - HelloKitty - DeathRansom.

eature FIVEHANDS HELLEWTTY DEATHELANEOM

file name exclusions

===2021 ===

Bapuanr ot 28 sauBaps 2021:

Pacmmpenwue: .crypted

3anucka: read_me_lkd.txt

Tor-URL: hxxx://6x7dp6h3w6q3ugjv4yvsgycj3femb24kysgry5b44hhgfwcSml5qrdad.onion/*
Pesynbrare! ananmusos: VT + AR + IA

» OOHapyKeHusI:

DrWeb -> Trojan.Encoder.33464

BitDefender -> Generic.Malware.PfVPk!12.299C21F3
ESET-NOD32 -> A Variant Of Win32/Filecoder.DeathRansom.C
Kaspersky -> HEUR:Trojan.Win32.AntiAV

Malwarebytes -> Ransom.HelloKitty

Microsoft -> Ransom:Win32/Death.DB!IMTB

Rising -> Ransom.Death!8.11553 (CLOUD)

Symantec -> Trojan.Gen.MBT

Tencent -> Win32.Trojan.Filecoder.Ecav

TrendMicro -> Ransom.Win32.DEATHRANSOM.F

Bapuasr ot 9 deBpans 2021:

Hexkoropsle nosicHenust 1o Bapuantam HelloKitty:
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Bapmuasr ot 9 mas 2021:

Hasganue: Kitty Go.

OO6BeKT aTaky: MeUIMHCKas Kommanust Western Pathology (CILIA).
Pacumpenue: .crypted

3anmcka: read_me_unlock.txt

Hoserit poekT: /Go/sre/kitty/kidata/kidata.go

» Copiep)KaHue 3aIiCKu:

Hello dear westernpathologyinc!

Unfortunately, your files have been encrypted and attackers are taking over 1 TB of your personal data.
financial reports and many other documents.

Do not try to recover files yourself, you can damage them without special software.

We can help you recover your files and prevent your data from leaking or being sold on the darknet.

Just contact support using the following methods and we will decrypt ..one non-important file for free to convince you of

our honesty.
use TOR browser to talk with support

hxxx://uqudwxzszbcj6uxbhbdccmixvwifewn565ifotzvebbimsjjcczsvpyd.onion/*

» OO6Hapy)KeHUsI:

DrWeb -> Trojan.Encoder.33894

BitDefender -> Trojan.Ransom.Agent.BX

ESET-NOD32 -> A Variant Of WinGo/Filecoder.M
Kaspersky -> VHO:Trojan-Ransom.Win32.Convagent.gen
Malwarebytes -> Malware.AI.4199637328

Microsoft -> Trojan:Win32/Hynamer.C!ml

Rising -> Ransom.Encoder!8.FFD4 (RDMK:cmR*
TrendMicro -> TROJ_GEN.R002H07E921, Ransom_Encoder.RO02COWEC21
BapuaHT 0T JaThl NOSIB/IEHUS:

Hasganue: Kitty Linux (a5 Linux-cucrem)

Pacmmpenue: .crypt
Wcnonb3yercst OpenSSL (AES256 + secp256k1 + ECDSA)

Bapuanr urons 2021:

Hasanue: Vice Society. BepositHo criun-odd ot HelloKitty.
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Iudpyet cucrembl Windows u Linux c nomomsto OpenSSL (AES256 + secp256k1 + ECDSA).
Pacmmpenye: .v-society

Email: V-society.official@onionmail.org, ViceSociety@onionmail.org

“Hello (" ean
T XREF: .data:Ransombote o

"Yeur network has been PENETRATED, all your files are ENCRYPTED an®
‘d have a .crypted extension. ”,Bah
‘And also ~ 1 terabyte of confidential information was downloaded *
"By us (see scresnshots).’,Bah
] 284k

«BAh

J8ah

2BAR

‘Do not change the file extensiocn or rename them. This can make ou®
‘r decryptor work difficult.” @ah

"AS 8 guarantee that we have a decryption program, we sugpest you 7
‘send I non-valuable file to cur mail and receive a test decrypt®,@sh
‘Likewise, if you do not write to us before Monday 12:88 utc. We w"
*i11 start selling your data ot auctions, os well as corry out our®

' D05 attack',@Ah,8

Jipyroii BapuaHT uioHs 2021:

Iudposanue: NTRUEncrypt u ChaCha20-Poly1305

Pacimpenue: .ViceSociety

3armncka: AllYFilesAE.txt nmu fpyrast.

Coo011aeTcst 0 pacrpoCTpaHeH!H Ha OCHOBE 3TOTO0 APYTUX MoxXokux BapuaHtax: Chily # SunnyDay.
Bapuasr ot 15 urona 2021:

Hogas Bepcust HelloKitty HarjenieHa Ha cepBeps! ESXi 1 BUpTyasibHbIe MalliHbI, paboTaroliie Ha HUX.
Coobugenue ot 13 aBrycra 2021:

I'pynna BeiMoraresneli Vice Society Terepb akTHBHO UCIIO/B3YeT ysi3BUMOCTh PrintNightmare (CVE-2021-1675 u CVE-

2021-34527) pucnieryepa ouepeau euatd Windows ijist G0KOBOTO TIEPEMEIIIeHHsI TI0 CETSIM CBOMX JKEPTB.
Bapmuanr ot 18 Hos6ps 2021:
Paciumpenue: .boombye

3armmcka: _read_me_bro.txt

d am aiTackers are Taking over .
=

wrreinge ol e e
sy 13k a4 31 Samngg

DC AS DR CA 3R 333X 15 5C A6 4w dI00EE:.3.ay
2F 83 4A 4C OR Ok FF Bl (3§
0OONDAED B4 FL €1 Ab 33 EC 1k ED 94 4E DS BF 13 27
Q0050ATE 46 ED BT FD ES 1B 34 33 D5 BB 33 FA ED 4%
QOOSDES0 ES SF 13 OF CB Re 55 87 S50 8L B2 &3 84 85 &6 BT
9O0SDASN 88 03 A OB 182 s

QO0SDERG 35 93 Wh 3B AC O 9E 9F OF 00 00 00 40 41 42 43

0OOSCA40  OF 34 AN TF
OODEDASD AT 43 6 FE

BoOSCAnD 3 C4 ©3 G5 C7
SOECH T &5 6E T4 &
£oDsCAna & 8C 41 7
0GOED9ED 20 49 20
noDsDAFD &F T8 10 &8

73 75 EE 7
& 65 30

&
&
0 &6 6F T2 2
¥
[

4 &, 4al 0

1t Sa-Au idpn. b
OO0SDES0 D816 61 bd=ten "My .
OO0SDRE0 LRl e gk B L)
BeDADETO B=as B SO o BE il
00050480 L TP SR Ty
ocooADARn U E Ml =87 838 ERz .
0EDEDEAD S t T '
CoDalasD ac oo 90 00 O.4)-..EB
Maii-uronb 2022:

T'pynma BeiMoraresneii ViceSociety atakyet ITanepmo.

Anpens 2023:
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Vice Society ncrnionb3yeT B atakax HOBbIM ckpunt PowerShell as kpaxku JaHHBIX
HoBoctb ot 19 anpens 2024:

3noymeinuieHHUK Gookee/kapuchinQ czenan 06bsiB/IeHre, B KOTOPOM YTBEPIKZAET, UTO SIB/ISIETCs] ITepBOHAYa/IbHBIM
co3parenem HelloKitty Ransomware, meHsiet Ha3BaHue Ha HelloGookie Ransomware, 1 B ueCTb TaKOro MpasAHUKa
y6/IMKyeT ueThIpe YaCTHBIX KJIH04a J1st ISt paciurpoBKY (aiiyioB B XOfie CTAaPbIX aTak, a TAK)Ke BHYTPEHHIOK0
nHdopmauuto, yKpazeHHyto y Cisco Bo Bpems araku 2022 rojja, ¥ apoJy K yTeKileMy UCXOAHOMY Kozy st Gwent,

Witcher 3, Red Engine, ykpagerHomy y CD Projekt B 2021 rozy.

=== BJIOK CCBI/IOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://

k

Message + Message

ID Ransomware (ID as HelloKitty)

Write-up, Topic of Support

Added later: Write-up by FireEye (on April 29, 2021)

Read to links:

Thanks:

Andrew Ivanov (article author)
quitman7, Michael Gillespie

FireEye

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/11/hellokitty-ransomware.html
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