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 Tool: NetTraveler

Names
NetTraveler
TravNet

Netfile

Category Malware

Type Backdoor, Info stealer

Description
NetTraveler is malware that has been used in multiple cyber espionage campaigns for
basic surveillance of victims. The earliest known samples have timestamps back to

2005, and the largest number of observed samples were created between 2010 and 2013.

Information

<https://media.kasperskycontenthub.com/wp-
content/uploads/sites/43/2018/03/08080841/kaspersky-the-net-traveler-part1-final.pdf>

<https://www.proofpoint.com/us/threat-insight/post/nettraveler-apt-targets-russian-
european-interests>

<https://en.wikipedia.org/wiki/NetTraveler>

MITRE ATT&CK <https://attack.mitre.org/software/S0033/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.nettraveler>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:NetTraveler>

Last change to this tool card: 14 May 2020

Download this tool card in JSON format

All groups using tool NetTraveler

Changed Name Country Observed

APT groups

  NetTraveler, APT 21, Hammer Panda 2004-Dec 2015  

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7b2ee148-eaa7-4798-8c28-436f2ed1bbec
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  TA459 2017-Apr 2022  

2 groups listed (2 APT, 0 other, 0 unknown)
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