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&2 Tool: JackalControl

Names

Category

Type

Description

Information

JackalControl
Malware

Backdoor, Downloader, Exfiltration

(Kaspersky) This is a Trojan that allows the attackers to remotely control the target machine
through a set of predefined and supported commands. These are received via an HTTPS
communication channel facilitated between the malware and the C2 servers, and can instruct

the implant to conduct any of the following operations:

» Execute an arbitrary program with provided arguments
» Download arbitrary files to the local file system

* Upload arbitrary files from the local file system

<https://securelist.com/goldenjackal-apt-group/109677/>

Last change to this tool card: 21 June 2023

Download this tool card in JSON format

All groups using tool JackalControl

Changed

Name Country Observed

APT groups

GoldenJackal [Unknown] 2019-2022

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ebc87c6b-83cb-47c5-bead-bbc5f268ceff
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