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*Please note that this article is a translation of the Japanese version published on January 20, 2025, and

may not reflect the latest information on threat trends.

“Lazarus”[1] no longer refer to a single APT group but a collection of many sub-groups. Originally, it referred to a
single group or activities by some small groups. I suppose that, as the scale of their activities expanded, the group
branched out into multiple units. Now it is realistic to consider that “Lazarus™ is no longer an applicable label.
When I start talking about Lazarus’ subgroup-level identification or attribution, many people look skeptical or
uninterested. However, this kind of analysis, which may seem overly obsessive, is actually crucial to addressing

attacks against the entire Japan, and this blog post explains the reasons.
Characteristics of Lazarus subgroups

There are already a number of labels that refer to activities/campaigns and groups of Lazarus, and the number is
growing. In addition, although it is not limited to Lazarus, various security vendors use different names for the
same group, subgroup, and malware, making it more difficult to grasp the whole picture. Furthermore, some
authors focus on the names of attack groups (or subgroups) in their analysis reports, while others focus on the
names of attack campaigns, which makes the terminology even more confusing. There was even a case where a
label used as the name of an attack campaign in one report was cited as that of an attack group in another.

*1 have organized the labels as follows. Any suggestions or information about the classification are welcome.

Labels for the entire APT activity:
Hidden Cobra, TraderTraitor

Labels for individual (or intermittent) campaigns[2]:

Operation Dreamjob, Operation In(ter)ception, AppleJeus, Dangerous Password, CryptoCore, SnatchCrypto,
Contagious Interview, Operation Jtrack

*Dangerous Password and CryptoCore initially appeared as attack group names, but later they are also used as

attack campaign names in many cases.

Labels for attack groups (subgroups):

TEMP.Hermit, Selective Pisces, Diamond Sleet, Zinc, UNC577, Black Artemis, Labyrinth Chollima, NICKEL
ACADEMY

APT38, Bluenoroff, Stardust chollima, CryptoMimic, Leery Turtle, Sapphire Sleet, TA444, BlackAlicanto
Jade Sleet, UNC4899, Slaw Pisces
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Gleaming Pisces, Citrine Sleet
Andariel, Stonefly, Onyx Sleet, Jumpy Pisces, Silent Chollima

Moonstone Sleet (*This may not be a subgroup of Lazarus)

Labels that used to refer to a single attack group and then now used for its successors, related groups,
and branched subgroups:
Lazarus, Bluenoroff, APT38, Andariel

I have argued[3] in various places that accurate profiling and attribution of APT groups is critical for counter-
operations against threat actors. Some people may think that a broad classification is sufficient, rather than more
detailed subgrouping. It is true that some of the Lazarus subgroups have the same targets, objectives and TTPs.
For example, no matter whether the attacker is Citrine Sleet/UNC4736, Sapphire Sleet/CryptoMimic or
Moonstone Sleet, all of which target cryptocurrency, the response strategy may not change significantly.

The reasons for identifying threat actors at the subgroup level for Lazarus is further explained later, but there are
two characteristics and trends behind this argument, which are unique to Lazarus subgroups and make the

grouping of threat actors more difficult:

1. Overlaps in TTPs among multiple subgroups
As many security vendors and analysts have discussed in the past[4], there are overlaps in initial attack
vector, C2 infrastructure, and malware among multiple subgroups.
As explained in JPCERT/CC Eyes[5] recently, there have been multiple confirmed attack campaigns in
which LinkedIn was used for initial attack vector. In addition, there is a tendency that similar attack
methods to be increasingly used, which is explained later.

2. Rise of task force-like groups beyond traditional subgrouping
From 2021 to February 2023, reports and media coverage on a new APT actor called Bureau325
appeared[6]. It is known that this actor shares the same TTPs as multiple known Lazarus subgroups and
also uses the same malware as Kimsuky. It is assumed that Bureau325 is a task force-like group or activity
which is free from existing group structures[7].
In March 2023, Mandiant published a report on APT43[8]. The activities of the actors described in this
report were previously reported as those of Kimsuky or Thallium. However, Mandiant’s analysis team has
reclassified the group as APT43. The report also notes that APT43 uses the same tools across groups and

subgroups, similar to Bureau 325.

Reasons for identification in subgroup level

When identifying APT actors, attention is often paid to attribution, such as identifying the perpetrators, their
backgrounds, and attributing responsibility to a specific state, which I believe is the underlying reason why people
are not so interested in Lazarus subgroup identification[9]. The following section discusses why detailed

identification of subgroups, which are merely virtual distinctions, is necessary in addition to attribution.

Reason 1: To ensure the effects of mid- to long-term damage prevention through security alerts, etc.
For example, in attacks through SNS, such as the case covered on JPCERT/CC Eyes recently, cryptocurrency
businesses and defense and aviation industries were targeted, and thus it was possible to focus on alerting such

industries. Since attackers usually contact individual engineers at target organizations on SNS, it was effective to
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alert and share IoCs with organizations in the sector.

On the other hand, objectives, and target sectors/individuals/organizations of subgroups (and related groups) and
attack campaigns identified in the second half of 2023 and later are becoming more complex. While most of them
target the cryptocurrency sector, there is a wide range of groups, such as those targeting sensitive corporate
information, those using ransomware (Moonstone Sleet), and those targeting illegal foreign currency income by IT
workers (WageMole attack campaign).

Identifying the target industries and objectives of each subgroup accurately makes it possible to provide
information to specific sectors and organizations, which is more effective than issuing alerts. When an alert is
issued about an attack that exploits the vulnerability of a specific sector or product, the attacker is also likely to
target other sectors or products. However, people may not pay much attention to the alert, thinking that it is

irrelevant to them.

Reason 2: Countermeasures/counter operations

The accurate identification of subgroups is also essential for Japan to capture the activities of individual actors
over the long term and to conduct accurate threat analysis on what kind of activities are intended by the
government agencies behind these Lazarus subgroups[[10].

Active cyber defence will also be important for Japan to conduct counter operations against the activities of APT
actors in the future.Behind each subgroup, there should be an organization with formation, rules, and forms of
command and control, and the effectiveness of various countermeasures should differ from one another.
Moreover, in addition to the effectiveness, some countermeasures may cause problems under international
law[11], and it is extremely important to accurately capture the relationship between the actions and perpetrator of

the counterparty and the background entity.

Reason 3: “Message” to the attackers

Many threat analysts are increasingly focusing on subgroup identification. This is partly for counter-tactical
reasons, as discussed in Reason 1. However, it is also because the analysts believe that subgroups reflect the actual
activities, organizational backgrounds, and resources of the real perpetrators, not just a virtual distinction.

There are only a limited number of cases where disclosing information about threat actors, such as public
attribution or publishing analytical reports, influences their activities[12]. However, it is at least possible to make
the attacker’s new tactics less likely to succeed or make them obsolete. We do not know to what extent APT actors
actually pay attention to such information disclosures since they have rarely been verified so far. In any case, if the
information is to be disclosed for the purpose of deterrence, such as in the form of public attribution, accurate
subgroup identification and clarification would be a minimum requirement to deliver the message to the target
(individual or organizational actors).

Most importantly, it should be noted that disclosure of accurate subgroup identification demonstrates the ability of

the defenders and responders.

Case study of subgroups with overlapping tactics: contact targets on SNS and have them download a

malicious npm package

As explained in a recent JPCERT/CC Eyes article, several subgroups started to contact individual engineers on

LinkedIn or other SNS to have them download a malicious Python or npm package via PyPI or GitHub in their
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initial phase.

The following is a timeline of the activities of several subgroups that use same or similar tactics.
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Figure 1: Multiple subgroups that contact their targets on SNS and have them download malicious

packages

Moonstone Sleet

Target sectors/objectives: cryptocurrency theft, ransomware attacks, sensitive information in defense industry,
etc., illegal income of IT workers

In February 2024, we published a JPCERT/CC Eyes blog article about a case in which this subgroup have
their targets to download a malicious Python package via PyPI, and its analysis mentioned that the
Comebacker was used[13]. In December 2023, Qianxin reported a similar sample[14], and later in May 2024,
Microsoft announced that it was tracking the subgroup under the name Moonstone Sleet[15].

Microsoft says that this subgroup has no direct overlap with the subgroup which performs Contagious
Interviews (discussed below), whose TTP is similar[16].

Comebacker was found in a 2021 campaign by TEMP.Hermit (labeled by Mandiant and also classified as
UNC577 in the past)/Diamond Sleet (labeled by Microsoft and also classified as Zinc in the past)[17].

However, there is little information on the relations between the attack groups.

Gleaming Pisces (Citrine Sleet)

Relations to previously classified group: actors of Apple Jeus (UNC1720)

Target sectors: cryptocurrency businesses, individuals

Similar to Moonstone Sleet, this subgroup performs initial compromise using PyPI. Unit42 calls the group
Gleaming Pisces, and Microsoft refers to it as Citrine Sleet. PondRAT (named by Unit42) used in the PyPI
exploit attack campaign in 2024[18] has its origin in PoolRAT (name by Unit42) disclosed by CISA when it
issued an alert about AppleJeus attack campaign in February 2021[19], and PoolRAT was also found in the
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supply chain attack on 3cx in March 2023[20].

These RATSs share a common A5/1 encryption key, and it was also found in the previously mentioned
Comebacker-like sample reported by Qianxin. In addition, FudModule, reportedly used by
TEMP.Hermit/Diamond Sleet, was also found in Citrine Sleet’s attack. Microsoft says that there are overlaps

between Diamond Sleet and Citrine Sleet in their infrastructure and malware[21].

Contagious Interview (attack campaign)

Target sectors/objectives: cryptocurrency theft, illegal income of IT workers (Associated with Wagemole
although it is a separate campaign.)

This attack activity was reported by Macnica in October 2024[22] and by NTT Security in December
2024[23]. The attackers contact IT engineers pretending to request job interviews. It was first reported by
Unit42 in November 2023[24], and according to the company, the campaign has been active since 2022.
The attack campaign was allegedly conducted by FAMOUS CHOLLIMA, classified by CrowdStrike, but it
remains unclear whether it is a subgroup of Lazarus or another group.

In addition, this activity has been associated with Wagemole and CL-STA-0237 (the name used by Unit 42)
[25], which are allegedly related to the activities of “IT workers”, North Korean IT technical impersonators
who work illegally at overseas IT companies to obtain foreign currency[26].

As mentioned earlier, Microsoft currently classifies Moonstone Sleet activity and Contagious Interview as
separate activities. Phylum has been tracking the malicious npm packages used in both activities and has

published a number of reports[27].

Reference: Summary of relationships among subgroups at the moment

In this article, I have described and compared the Moonstone Sleet activity, Contagious Interview attack
campaign, and Gleaming Pisces (Citrine Sleet) activity. They all share the same initial attack vector: contact the
target on SNS and then have them download a malicious npm package. The following is a summary of the
activities of other Lazarus subgroups and the changes in the classification and the names used by security vendors
over time.

I believe that the information will continue to change, with new subgroups emerging and security analysts making
reclassifications[28]. In the future, we will try to create a system that captures and organizes such information in a

dynamic and flexible manner.
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Figure 2: Transition of Lazarus subgroups

In conclusion

The term “attribution” has two concepts. One of them is a strict meaning used in international law and criminal
procedure, and the other is traditionally used by the security community. I personally refer to the former as “hard”
attribution, which includes the identification of individuals and organizations actually involved as well as the
attribution of responsibility, and the latter as “soft” attribution, which covers virtual groupings such as
actors/attack groups and profiling.

Even when there is insufficient evidence for “hard” attribution, “soft” attribution may be helpful in issuing
appropriate alerts and providing countermeasure information. On the other hand, “hard” attribution is necessary

for long-term countermeasures even when it is not feasible for technically timely responses.

There is not enough space here to cover a variety of technical and non-technical issues surrounding attribution, but
I believe that “information disclosure” will be a key topic in the future. Disclosure of attribution results is an
achievement for analysts in the private sector as well as an important tool for commercial businesses to
demonstrate their expertise. While it is difficult for them to visualize the capabilities of products and services,
reports of (soft) attribution can easily show their findings, which is important for maintaining the sound growth of

the security market.

Meanwhile, attribution is also an achievement for government side. Aside from the arguments over the
effectiveness of public attribution[29], it is a valuable opportunity for governments to demonstrate why they
collect information on private victim organizations. In addition, as mentioned earlier, it is also a chance to
demonstrate the capabilities as a country to their allies and adversaries.

However, in either position, prioritizing achievement and disclosing technically unreliable attribution results bring

a number of negative consequences. The effectiveness of information disclosure should also be verified.

Most importantly, it should always be reminded that so-called “threat intelligence,” including attribution results, is
not a product created solely by those who release the information. Behind the scenes, victim organizations and

analysts involved in on-site response play an extremely important role. Information disclosure influences threat
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actors, and at the same time, it is also a highly complex activity that affects not only the alerted organizations but
also various other parties, including the victim organizations, analysts, and product vendors. Attribution
methodology is still in the process of development, and information disclosure involves a number of unresolved
issues. I have repeatedly discussed various issues surrounding “information disclosure” in the past[30], and I will

continue such discussions along with alerts and analytical reports.
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Lazarus Attack Activities Targeting Japan (VSingle/ValeforBeta)

Source: https://blogs.jpcert.or.jp/en/2025/03/classifying-lazaruss-subgroup.html
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