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&2 Tool: VileRAT
Names VileRAT
Category Malware
Type Backdoor

(Kaspersky) VileRAT is a Python implant, part of an evasive and highly intricate attack

Description . ) . . .
campaign against foreign exchange and cryptocurrency trading companies.

Information  <https://securelist.com/vilerat-deathstalkers-continuous-strike/107075/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/py.vilerat>

Last change to this tool card: 27 December 2024

Download this tool card in JSON format

All groups using tool VileRAT

Changed Name Country Observed

APT groups

Deceptikons, DeathStalker [Unknown] 2012-Jun 2020

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ddb87b49-0281-44ec-a4af-c56f0b9c654b
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