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To completely understand what’s going on in a market that has been growing in the last years I found mandatory
to know which players are dominating it. Always remember that behind every user of the Internet there is another
human like you, so if you can be kind enough to reach them and they agree, you can have a little talk. Asking

things is not a crime.

Please note everything that stated on this blog has only an informational purpose. I will never promote the use

of these products.
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Let’s see, Meta: @meta stealer

The interview was made in Russian. Since I was using a translator, questions will be shown in original english,

and answers will be given both in original Russian (in case translation is misled) and translations to english.

gOnjxa
What is META?

Meta

Meta is a stealer program that steals passwords and other stored data
from your computer.

What is Meta?

Mema smo npoepamma-cmusnnep, eopyrowjull naponu u opyaue coxXpaHeHHble OaHHble ¢ KomMnblomepd.

gOnjxa
What is the history of the name META?

Meta

We wanted to name our product Meta for two reasons: 1) so that the
name is less indexed by search engines, 2) We wanted to emphasize
that our product has super-great features and functionality.

What is the history of the name META?

Mpb1 xomenu Hazgamb Haw npodykm Mema, no 08yM npuyuHam:
1) umob HazeaHue MeHble UHOEKCUPOBAA0Ch NOUCKOBUKAMLU,
2) Mbl Xomenu noduepKHymb Umo Hawl npodykm obnadaem cgepx-0oablumMu 803MOMCHOCMSAMU U

¢yHkyuoHanom.

“Meta” is a Greek-origin prefix that means after, beyond, or at a higher level. The same vision of this word is

shared between Mark Zuckerberg and the Meta Stealer guys.

gOnjxa
How is META different from other products?

Meta

All meta logs go directly to the client panel, we do not keep copies of
stolen data.
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How is META different from other products?
Bce noeu membl UOym HANpsiMy!o 8 naHenb KAUeHmMda, Mbl He XpaHuM y cebst Konuu yKpaoeHHblX OaHHbIX.

Claims of stolen data from customers are around every product, this is something I would like to dive into.

gOnjxa
When did META start working?

Meta

Since 2021.1n 2021, REDLINE introduced new features that allow a
large number of people to work in one panel at once. A month later,
the editor regretted that he had created such a feature and wanted to
stop it. But since he had obligations to the buyers, he and his team
decided to sell part of the source code, and to all those who had
already bought this feature - just to give a new panel. They offered us
to buy part of the source code, on the condition that we would host all
their clients for free.

At that time, REDLINE was, | emphasize, the most technologically
advanced stiller in the world. And we agreed to their terms. | will not
announce the purchase price. That's how the metastiller you know it
today was born.

When did META started working?

C 2021-020 200a. B 2021-om 200y, 8 REDLINE nosieunucb Hoeble (hyHKYUU, no3eoasiowjue pabomams 8
00Holl nanenu cpazy bonbwomy Koauuecmay modell. Cnycms Mecsy, pazpabomuuk pedaatiiv noxcanen,
umo co30aa maxyto QyHkyuro u 3axomen npekpamums 3mo. Ho mak kak oH umen obsizamenbcmea
nepeo Kynuewumu, oH co cgoell KoMaHooll pelieau npodamb Uacmb UCXOOHO20 KOO, d 8CeM yiice
Kynuewum OaHHy0 (hyHKYUIO — Npocmo 8bl0amb HOBYH0 naHenb. OHU HAM NpedaoXHcuIU Kynumb Udcmb
UCX00H020 K0Od, C yCN08UeM, Umo Mbl becniamHo pasmecmum y cebsi 8cex UX KAUEHMO8.

Ha mom momenm REDLINE 6bi1, no04epKHY, CAMbIM MexXHOA02UUHbIM CMuiepom 8 mupe. U mbl
C021ACUNUCH HA UX YCA0BUS.

I_[eHy NOKYNKU A1 02/1audmb He 6_)/6_)1 Tak nosguics memacmus/iiep, KOmopbIiM 6bl €20 3Haeme celiuac.

gOnjxa

How many people have tried META? approximately

Meta
100-150
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How many people have tried META? approximately

100-150

gOnjxa

| have to ask you about the relationship between META and REDLINE. A
lot of people confuse their products, but | know they're not the same
thing. What do you think about this? What is the difference between the
two?

Meta

We have a lot of respect for the editorial team, but of course there is
competition among us. We may not have the same experience in
software development as they do, but we have a large team and we
regularly work to improve our product. This year, a second developer
from their team joined us, and this significantly improved the speed
and quality of our service. Today, we can safely say that our product is
better and better than REDLINE.

I have to ask you about the relationship between META and REDLINE. Many people confuse
their products, but I know they are not the same thing. What do you think about it? What is the

difference between them?

Mpb1 oueHb ygasicaem KomMaHdy pedaaliH, HO ecmecmeeHHO cpedu HAC eCMb KOHKYpeHYusl. Bo3MOXCHO y
HAC U Hem Makozo onbima e paspabomxe npo2pamHozo obecneyeHusl, KaK y HUX, HO y HAC 6onbwias
KOMAHOd, U Mbl pe2yasipHo pabomaem Hao y/ny4uieHuem c80e20 NpodyKmd. B amom 200y u3 ux KOMaHobl
K HaM npucoeduHu/Ccsi 8mMopoli pazpabomuuk, U 3mo CyujeCmeeHHO YIy4luua0 CKOpOCmb U Ka4ecmeo
Hawe2o ob6CIyHCUBAHUSI.

Ce200Hs1, Mbl MOJCeM CMeA0 CKa3amb Umo Haw hpooykm ayyuie u kauecmgeHHe yem REDLINE.

Meta is not Redline. Meta is not Redline. ....

gOnjxa

META is the best choice among teams and individual workers. Do you
think this is the number 1 option among all the options on the market?

Meta

Yes.
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META is the best choice among teams and individual workers. Do you think this is the number 1

option among all the operations on the market?

Ja.

DA, very sure, but the owner of something must not say anything bad about his product. Let me share to you an

objective view:

Now that Infostealers groups seems like a known thing,
Get g0njxa’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

KZ Team Reborn — list of operations since October 11th, 2022

359999 META victims vs 30175 REDLINE victims (Stop Redline July 2023)
GhostBusters — list of operations since July 19th, 2023

20107 META victims vs 0 REDLINE (They don’t work with Redline)
Failing that, we have

Raven Logs— list of operations since November 9th, 2022

52384 META victims vs 254530 REDLINE (Both active)

Meta is highly used on these teams, as well as Redline or other products such as Lumma or Raccoon. Consider

Meta a separate threat from Redline.
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g0njxa

Does META allows to work on people from the CIS countries? How do
you feel about people who work with Russians?

Meta

In the Russian segment of the darknet, there is an unwritten rule "Do
not work on RU" (RU = Russia and the CIS countries). But many people
misinterpret this rule. The essence of this rule is not to draw attention
to yourself and your customers

The same point is not to rob your people, who are already poor. Our

product does not help stealing from the poor, we do not sell, and we

do not encourage fraud among the poor. Our product is designed to

steal cryptocurrency, and it is owned exclusively by those people who
are capable of investing.

Does META allows to work on people from the CIS countries? How do you feel about people who

work with Russians?

B pycckom ceemeHme 0apkHema, cyujecmayem HenucaHHoe npasusio “ He pabomamb no PY” (
PY=Poccus u cmpaubt CHI'). Ho MHO2Ue He npasuibHO UHMepnpemupytom 3mo npaguio. Cymb 3mozo
npasuaa 8 mom umob He npueaekams GHUMAHUe K cebe U CBoUM KAUeHMAM.

Tak sce cymb 8 mom, umob He epabumb ceoli Hapod, Komopbili u 6e3 mozo 6edeH. Haw npodykm HUKaK
He nomozaem eoposecmey y 6eOHbIX, Mbl He npoddeM U He npugemcmeyem MOWeHHUYecmeo cpeou
HeobecneueHHbIX C/10e8 HaCeneHUsl.

Haw npodykm co30aH 045 Kpasxcu Kpunmoeaatombl, d ee 81a0erom UCK/AUUmenbHo me aoou, Komopble

CNOCOOHbI Ha UHBECMUYUL.

Meta is one of those products that doesn’t follow any anti-CIS policies, and I found this statement very interesting.
Some other people with similar thoughts said that “if you have a cryptocurrency amount worth a 3-month engineer
salary, you are not poor,” and the distribution of wealth should be applied to you.

This is very dangerous, and being rich is not a justification to be robbed. Don’t mess with other people’s money.

gOnjxa
What do you think has been the biggest update in META?

Meta

It will be next month.

What do you think has been the biggest update in META?
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OHo 6ydem 8 caedyroujem mecsye.
Indeed, it was out recently, before I expected.

Meta V4 was announced at November 28th, 2023. Please find the statement at
https://x.com/g0njxa/status/1729538390729834852

gOnjxa
What are META's plans for the future?

Meta

Multiply the functionality by 10 times.

What are META’s plans for the future?

YmHoocumb ¢pyHkyuonan 8 10 pas.

gOnjxa

How do you see the market, is now a good time to work?

Meta

It depends on what you mean by the word "Market" The stiller market is
at the peak of popularity. The darknet market is in decline, and only at
the expense of a few, it still continues to exist.

How do you see the market, is now a good time to work?

Cmompsi umo ebl noopasymesaeme nood c1080m “PbiHOK”
PbiHOK cmunnepos — Ha nuke nonyaspHocmu. PbiHOK 0apkHema — 8 ynaoke, U moabko 3d cuem

€0UHUY, OH euje NPoooaK’caem Cywecmaogamn.

At this point, this is the most accurate point of view of the infostealers ecosystem. There are too many active
people with too many operations that bring too much attention to a business that has been abused by too many

people in recent years. The market bubble is bleeding bit by bit.
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gOnjxa

Do you have anything to say to the "information security experts" who
are trying to hunt down META?

Meta

There are much more dangerous people in the world than we are. Lone
hackers and APT groups capable of organizing a nuclear catastrophe or
logistical collabs. Moreover, their goals are very pragmatic.

Don't look for us. It is better to devote more time to studying and
suppressing those who, at the push of a button, can paralyze a nuclear
reactor or a medical bay during a patient's operation.

Do you have anything to say to the “information security experts” who are trying to hunt down
META?

B mupe cyujecmgyrom eapazoo 6osee ondacHble A100u, em Mbl. Xakepbl oouHouku u APT epynnupoeku,
CNocobHble opeaHu3oeamn si0epHyro kamacmpodyy uau ao2ucmuyeckull koatabe. Ipuuem, yeau ux
8eCbMa NpazmamuyHbl.

He Haoo uckamb Hac. I[Tycmb ayuwe yoensitom 60/blUe 8peMeHU U3yUeHUIo U NpeceueHuro mex, Kmo
Haxcamuem KHONKU MOXcem napanu3o8ams si0epHbIll peakmop uau MeOuyuUHCKULl omceK 80 8pemsl

onepayuu 60/1bHO20.

The end?

Remember to check the other interviews at: g0njxa — Medium

Expect more content,

Best regards.

@g0Onjxa

Source: https://gOnjxa.medium.com/approaching-stealers-devs-a-brief-interview-with-meta-8ae628dfab8c
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