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Ako, MedusaReborn

Archived: 2026-04-05 16:12:10 UTC

Ako Ransomware
Ako Doxware

Aliases: MedusaReborn

(mmdpoBanbIMK-BbIMOraresib, RaaS, mydsmKarop) (mepBoMCTOYHNK)

Translation into English

OTOT KpPUITO-BBIMOTaTe b MU(GPYeT JaHHbIe KOMITLIOTEPOB B JIOKAJIBHOM CeTH, paboTaroIuX 10/ YIIPaBIeHIeM
Windows (B Tom unciie Windows 10), ¢ momorrsto AES, a 3atem tpebyet Brikym B 0.5-1 BTC, uto651 BepHYTH

(aiiel. OpurnHanbHOE Ha3BaHUe: B 3amMCKe He yKa3aHo. Ha caiiie HammcaHo: HeT JaHHBIX.

Hauunast ¢ masi 2020 roga BeiMoraresu, crosigye 3a Ako Ransomware ctanu

My06/TMKOBATh Ha CIelvabHOM caiiTe YKpa/leHHbIe JaHHbIe C I1e/TbI0 YCUIEeHUS JaB/eHus Ha >KepTBy (0TCroma
TIOTIOSTHUTE/TbHBIe Ha3BaHUsI — IyOmKaTtop 1 Doxware). [171s1 3TOTO OIepaTophI-BBIMOTATe/Td HAUMHAIOT KPaKy
[IAHHBIX elé repe/ mudpoBaHueM (aityioB. B HEKOTOPbIX Cyuasix CTalu Aaxe TpeOOBaTh AOMOTHUTEbHOM

IJ1aThI 3a TO, YTOOBI YAA/IATL YKpaJleHHbIe NaHHbIe.

OO0HapyxeHH:

DrWeb -> Trojan.MulDrop11.33124

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> Win32/Filecoder.MedusalL.ocker.D
Microsoft -> Ransom:Win32/MedusaLocker!MTB
Rising -> Ransom.AKO!1.C19E (CLOUD)

© Ieneanorus: 9¢ Medusal.ocker >> Ako, MedusaReborn = ThunderX > Ranzy Locker

3Hak "=" 37eCh 03HAYAEeT Mepexof Ha APYTyio pa3pabotky. CM. "TeHeanorus".
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M306pa>keHre — JIOTOTHIT CTaThH

K 3ammposanHbM (aiinam gobasnsercs paciipenve: .<random> i .<random{6}> “%" Buumanmue!
Hogple pacivpenus, email ¥ TEKCTBI 0 BBIKYTIE MOXKHO HAWTH B KOHLIE CTaTbH, B 0OHOB/IEHUsIX. TaM MOTyT ObITh

pa3/jnmund C riepBOHa4Ya/IbHbIM BaADMAHTOM.

AKTHBHOCTB 3TOrO KPUMNTO-BBIMOTraTeJisi MpULLIack Ha Hauasio stHBaps 2020 r. OpueHTHPOBaH Ha aHIVIOA3bIYHbIX
T10J/Ib30BaTesiel, UTO He MellaeT paclpoCTPaHATh ero o BceMy Mupy. Ha MOMeHT HamnvcaHusi CTaTbU

pacnpocTpaHsinack Bepcus 0.5.

3armcka c TpeboBaHreM BBIKyTIA Ha3biBaeTcsi: ako-readme.txt

Cojep)xaHue 3aNMCKH 0 BBIKYIIe:

Your network have been locked.

All your files, documents, photos, databases and other important data are encrypted and have the extension:
.27115j

Backups and shadow copies also encrypted or removed. Any third-party software may damage encrypted data but

not recover.
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From this moment, it will be impossible to use files until they are decrypted.

The only method of recovering files is to purchase an unique private key.

Only we can give you this key and only we can recovery your files.

To get info (decrypt your files) follow this steps:

1) Download and install Tor Browser: https://www.torproject.org/download/

2) Open our website in TOR:
xxxx://kwvhrdibgmmpkhkidrby4mccwqpds5za6uo2thcw5gz75qncv7rbhyad.onion/AHXYFYBKTAXNGRZB
3) Paste your ID in form (you can find your ID below)

I ATTENTION !!

!l Any third - party software may damage encrypted data but not recover.

1 DO NOT MODIFY ENCRYPTED FILES

1 DO NOT CHANGE YOUR ID

1 DO NOT REMOVE YOUR ID.KEY FILE

--- BEGIN PERSONAL ID ---
eyJleHQiOiluMIpybDVqliwgImtleSI6InozZNWRzcEZaOFItMEsObW4xQVNrZEOQ
*** [gcero 556 3HAKOB]

--- END PERSONAL ID ---

ITepeBop 3anycKu Ha PyCCKHIl SI3BIK:

Baiiia ceth 3a610KMpoBaHa.

Bce Baum ¢aiinel, JoOKyMeHTHI, (hoTorpaduu, 6a3bl JaHHBIX U JPYTHe BaKHbIe JaHHbIe 3a11r(poBaHbl U UIMEIOT
pacupenue: .27rl5j

Pe3epBHBIe KOITUM M TEHEBBIE KOTIMH TaKKe MUPPYIOTCS WK yaaastoTcs. JIrobast CTOPOHHSS ITporpaMMa MOXKeT
TIOBpeUTD 3allii(pOBaHHBIE JAHHBIE, HO HE BOCCTAaHOBUTD.

C 3toro MomeHTa OyieT HEBO3MOXKHO UCITO/Ib30BaTh (akiibl, MOKa OHU He Oy/yT paciiippoBaHbIL.
EMHCTBeHHBIN criocob BoCCTaHOBIIEHHs (aiiyioB - 3TO MOKYIKA YHAKATBHOTO 3aKPBITOTO KJTHOYa.

TonbKo MBI MOXKeM []aTh BaM 3TOT KJTFOY, ¥ TOJIBKO MbI MOYKEM BOCCTaHOBHTE Balllk (haii/ibl.

Yro6bI TONyurTh HH(GOPMaLKIo (pacipoBaTh Bally (aiiisl), BLITOTHUTE CAeAYIOLHe [elCTBUS:

1) 3arpysure u ycranoeute 6pay3ep Tor: https://www.torproject.org/download/

2) OtkpoiiTe Hari Be6-caiiT B TOR:
xxxX://kwvhrdibgmmpkhkidrby4mccwqgpds5zabuo2thcw5gz75qncv7rbhyad.onion/AHXYFYBKTAXNGRZB
3) Bcrasre cBoii ID B opMy (BBl MOKeTe HaliTu cBoit ID Hibke)

!l BHUMAHIE !!

I JTrobast CTOPOHHSISI IPOrpaMMa MOJKeT TIOBPeAUTE 3allindpoBaHHbIe JaHHbIe, HO He BOCCTAHOBUTE.

!! HE UIBMEHSTE 3AIIIM®POBAHHBIE ®AJIBI

Il HE UISMEHSITE CBOW ID

! HE YIIAJIAUTE CBOM ID.KEY ®AJI

3anmckou ¢ TPEGOBEIHI/IEM BBIKYTIA TAK)Ke BBICTYTIA€T CaWT BhIMOTaTese:
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Co/iep>xaHue CTPaHUIIBI calTa:

Your files have been locked!

Whats happened?

All documents, photos, databases and other important files encrypted

How to decrypt files?

The only way to decrypt your files is to

receive the m9V742-Decryptor

Are you ready?

We guarantee that you can recover all your files.

But you have not so enough time.

Buy m9V742-Decryptor

Price now: 0.4806 BTC (~3800%)

You have: 3 days. 08:34:43

If payment isnt made in this time, the cost will be doubled: 0.9613 BTC (~7600%)
Buy m9V742-Decryptor
Support Chat

1. Create Bitcoin Wallet (we recommend Blockchain.info)

2. Buy necessary amount of Bitcoins - 0.4806 BTC

3. Send 0.4806 BTC to the address: 1DUBrMcH9T130FSa59jxtFDM5eWTP8v2yc

4. After payment paste your transaction id in this form.

5. If payment is done - reload current page.

You can buy BTC here

coinbase.com

bitpanda.com

cex.io

gemini.com

buybitcoinworldwide.com
ITepeBoj cTpaHMIBI caliTa HA PYCCKHH A3BIK:

Baum ¢aiinb1 6;10KMpoBaHbl!

Uro cnyunnocs?

Bce gokymenTsl, hotorpaduu, 6a3el JaHHBIX U APyTrHe BaKHbIe (aisibl 3a1nibpoBaHbl
Kak paciimmdpoBars daiibr?

EuHCTBeHHBIH criocob pacumdpoBaTh Baly Qaiiisl - 310 moayuutb m9V742-Decryptor
BbI roTOBBI?

MEI rapaHTHUpyeM, UTO BbI MOYKETe BOCCTAaHOBHUTD BCe Balli (paiiib.

Ho y Bac He Tak MHOT'O BpeMeHHU.

Kynute m9V742-Decryptor

Ilena ceituac: 0.4806 BTC (~ 3800 $)

Y Bac ectb: 3 fH4. 8:34:43

Ecim oriara He Oyzer rpon3Be/ieHa B 9TO BpeMsi, CTOMMOCTb OyzeT yasoeHa: 0,9613 BTC (~ 7600 $)
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Kynute m9V742-Decryptor
Yar nogepxku
1. Co3patiiTe buTKOMH-KOMIEneK (MbI pekomeHayeM Blockchain.info)
2. Kynte HeobxoquMoe KoruecTBo OUTKOHHOB - 0.4806 BTC
3. Ornpassre 0,4806 BTC o agpecy: 1IDUBrMcH9T130FSa59jxtFDM5eWTP8v2yc
4. ITocne oraThl BCTaBbTe WAeHTU(UKATOP Balllel TpaH3aKLWU B 3Ty (opmy.
5. Eciu ontata cieniaHa - repesarpysure TeKyLIYI0 CTPaHULLYy.
Bre1 moxkeTe kynute BTC 31ech
coinbase.com
bitpanda.com
cex.io
gemini.com

buybitcoinworldwide.com
Texnuueckue geTaau

MosKeT pacripoCTpaHsITLCS MyTEM B3/I0Ma uepe3 He3alluilieHHYI0 KoHpurypauio RDP, ¢ momorisio email-criama
Y BPEJIOHOCHBIX BIOYKeHHH, 0OMaHHBIX 3arpy30K, 60THeToB, KcruiolToB (Rig EK), BpesioHOCHOM pek/aMebl, Be-
VHKEKTOB, (hasIbIIMBLIX 0OHOB/IEHHH, TePeTIakOBaHHBIX U 3apaykEHHBIX MHCTAMIATOpoB. CM. Takxke "OCHOBHbIE

Croco06BI pacrpoCcTpaHeHusT KPUIITOBLIMOTaTesell" Ha BBOJHOM cTpaHumLie Oiiora.

OHy)KHO BCeryja UCI0/1b30BaTh AKTYalIbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aluToi Kinacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOMMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» YnansieT TeHeBble KOMUM (haiiyioB, OTK/IIOUaeT (yHKIMYA BOCCTAHOBJIEHUs M UCTpaB/ieHyst Windows Ha Tare
3arpy3Ku KOMaHJaMu:

vssadmin.exe Delete Shadows /All /Quiet

bededit.exe /set {default} recoveryenabled No

bededit.exe /set {default} bootstatuspolicy ignoreallfailures

wbadmin DELETE SYSTEMSTATEBACKUP

wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest

wmic.exe SHADOWCOPY /nointeractive

» 3agepiuaet paboTy psiJia POLIECCOB U C/TY>KO, OTHOCAIIMXCS K 6a3aM [JaHHBIX, OyXranTepuu, KOPIOPaTUBHBIX

cy>k6aM U TIp., 4ToObI 3aTeM Oe3 MpensaTCTBUH MUdPoBaTh UxX (akiib:
MSSQL, MSSQLServer, SQL, MSExchange, QuickBooks, Firebird, WinDefend, IISADMIN u apyrue.
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Cnucok (aiioBbIX pacliMpeHui, nojsepramomuxca mugpoBaHUIo:
[Toutu Bce TUMBI (PaiisIOB, KpOME MPOIYCKAeMBbIX.
310 gokymenTsl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, dhoTorpaduu, My3bika, BUIEO,

(hatinbl 06pa3oB, apXUBHI U TIP.

IIponyckaeMble THNBI (paiiIoB C pacIIHPeHUsIMHU:

.exe,. dll, .sys, .ini, .Ink, .key, .rdp

ITponyckaemble nanku ¢ aiiiamu:
AppData

Program Files
Program Files (x86)
AppData

boot

PerfLogs
ProgramData
Google

Intel

Microsoft
Application Data
Tor Browser
Windows
ako-readme.txt
id.key

» Bo Bpems umdposanus Ako ucrosnb3yet dyHkipro GetAdaptersInfo s momyuyeHust CrivcKa CeTeBbIX
a/IanITepPOB U CBSI3aHHBIX C HUMU [P-afipecoB. 3aTeM BLIMOJTHSIET IPOBEPKY ping 00BIX JTOKa/IBHBIX CeTel,
ucnonb3ys Gyskiuo IcmpSendEcho, uTo6bI co3/aTh CMHMCOK OTBEUAOIIMX MalliiH. JIFoOble MallIMHBI, KOTOPbIE

OTBETST Ha 3arpoc, OyayT MpoBepeHbl Ha HaMure 00X CeTEBBIX PeCYPCOB sl IU(POBaHUSL.

| ity - Notepad? =8O =%

i File Ect View Settegs

loEsad painsEa o e

| 2 mzzsn xt oPkoaficef 31 roSuabe JAwWTegd ikedfggs ThjlIwsAgyCgnDginyAMonrF pdFgwe B u 3T+ 5 Fondvhioey

I YZU TRz P e b S GmMALDEF RSCCh/ prLpr /WM LS8 1 pr Setak 0ZE fealol Ty Ak tzToAdEdubSaf LITH)

| Gyl 1 aF x, iUk i US et/ Swl. 21 5 IRUaFowk "gRHKT Ge tmacks B2/ K0S Tk SHoL EDzDEX Oy /WOh 0D N5 fbSde 5
Rrelsda i xe ghod i SgCPusCEF L L UXKh TR wwln | wINBG RPN G ] 0T M | Cof adns S x TGl Twl) /KEQ==

Korya BEIMOTaTesib 3akOHUMT paboTy, KJIF0Y IIHM(QPOBaHUS, UCIOIb3YeMbIH [isl IGPOBaHUs (aiiioB )KepTBbI,

ToxXe Oyer 3ammdpoBaH ¥ coXpaHeH B ¢aitsie ¢ umeHeM id.key Ha PaboueM CToJie )KepTBBIL

daiiibl, cBA3aHHBIE ¢ 9TUM Ransomware:

ako-readme.txt - Ha3BaHHe TeKCTOBOTO (hatina

ak0.exe - ucronHsieMslii (aiin BeIMoraress;
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ak0_new.exe - UCTo/HsIeMbIH (aii BEIMOTaTe/Is;

id.key

DIllHost.exe

Agreement.zip ( Agreement.scr) - email-ByiokeHre, KOTOpOe yCTaHAB/MBaeT MG POBabIIUKa (TTapoJib Ha apXUB -
2020).

£ EryE

Agreement 2020 #1775505

agreementscr

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBsi3aHHbIe ¢ 3TUM Ransomware:
HKEY_CURRENT_USER\Software\akocfg

CM. HuKe pesy/bTaThl aHA/IHM30B.

®daitnoBbId MapKep:

CECAEFBE

CeTeBble NMOJK/TIOUEHNS U CBA3U:

Tor-

URL: xxxx://kwvhrdibgmmpkhkidrby4mccwqpds5zabuo2thcw5gz75qncv7rbhyad.onion/AHXYFYBKTAXNGRZB
Email: -

BTC: 1DUBrMcH9T130FSa59jxtFDM5eWTP8v2yc

Cwm. HiKe B OOHOBJIEHUSIX JPyTHe afipeca v KOHTaKThL

CM. HuKe pesy/bTaThl aHA/IM30B.
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Pe3y/bTaThl aHA/TH30B:
@ Hybrid analysis >>

Z VirusTotal analysis >>

® Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

IMoxpobHbIe cBeieHMs1 COOMParOTCs perysisipHo. ITpuckiiaiiTe 06pasLibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJ/IEHIH === BLOCK OF UPDATES ===

OonoBsenue ot 15 siuBapsa 2020:

IToct B TBUTTEPE >>

3ammcka: ako-readme.txt. CozepskaHue U3MeHUI0Ch.

Bepcust o6HoBnena ¢ "0.5" g0 "1.0"

Cnega v0.5, cripaBa v1.0
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» CopepkaHue 3am1cKu:
--- We apologize! ---

Your network have been locked.

| Whats happened?

All your files, documents, photos, databases and other important data are encrypted and have the ext

Backups and shadow copies also encrypted or removed. Any third-party software may damage encrypted c***
From this moment, it will be impossible to use files until they are decrypted.

The only method of recovering files is to purchase an unique private key.

Only we can give you this key and only we can recovery your files.

| Guarantees?

As you read above, files can be decrypted only using our private key and a special program.
The only guarantees we can give are decryption of your any file.
So you can decrypt any file from your system for free on our website.

We guarantee that you can recovery all your files. But you have not so enough time.

| How to recovery my files?

To get info (decrypt your files) you have 1 way:
1) [Recommended] via Tor Browser:
a) Download and install Tor Browser: https://www.torproject.org/download/
b) Open our website in TOR: http://kwvhrdibgmmpkhkidrby4mccwqgpds5zabuo2thcw5gz75gncv7rbhyad.onion/
When you open our website, put the following key in the input form:
{PATTERN_ID}
I ATTENTION !!
!l Any third - party software may damage encrypted data but not recover. !!
1 DO NOT MODIFY ENCRYPTED FILES !!
1 DO NOT CHANGE YOUR ID !!
1 DO NOT REMOVE YOUR ID.KEY FILE !!
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OonoBsenue ot 11 auBaps 2020:
[Mocr Ha opyme >>
Pacumpenue: .btHTIb

3amucka: ako-readme.txt
BTC: 19mXMJ3ZVY8eH]jZpGcug6M7hwGXDNnF64p

» CopeprKaHue txt-3armucKU:

Your network have been locked.

All your files, documents, photos, databases and other important data are encrypted and have the extension:
.btHTTb

Backups and shadow copies also encrypted or removed. Any third-party software may damage encrypted data but
not recover.

From this moment, it will be impossible to use files until they are decrypted.

The only method of recovering files is to purchase an unique private key.

Only we can give you this key and only we can recovery your files.

To get info (decrypt your files) follow this steps:

1) Download and install Tor Browser: https://www.torproject.org/download/

2) Open our website in TOR:
http://kwvhrdibgmmpkhkidrby4mccwqpds5za6uo2thcw5gz75qncv7rbhyad.onion/AHXYFYBKTAXNGRZB
3) Paste your ID in form (you can find your ID below)

I ATTENTION !!

! Any third - party software may damage encrypted data but not recover.

1 DO NOT MODIFY ENCRYPTED FILES

1 DO NOT CHANGE YOUR ID

1 DO NOT REMOVE YOUR ID.KEY FILE

--- BEGIN PERSONAL ID ---

eyJleHQiOiluYnRIVEliliwgImtleSI6Ilh*** [Bcero 556 3HakoB]

--- END PERSONAL ID ---

» CojepkaHue caiiTa BeIMOrareseii:
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Your files have been locked!

Whats happened?

All documents, photos, databases and other important files encrypted

How to decrypt files?

The only way to decrypt your files is to

receive the btHTTb-Decryptor

Are you ready?

We guarantee that you can recover all your files.

But you have not so enough time.

Buy btHTIb-Decryptor

Price now: 0.3058 BTC (~3000%)

You have: 4 days. 01:11:52

If payment isnt made in this time, the cost will be doubled: 0.6117 BTC (~6000%)
Buy btHTIb-Decryptor Support Chat

1. Create Bitcoin Wallet (we recommend Blockchain.info)

2. Buy necessary amount of Bitcoins - 0.3058 BTC

3. Send 0.3058 BTC to the address: 19mXMJ3ZVY 8eHjZpGcug6M7hwGXDNnF64p
4. After payment paste your transaction id in this form.

[1 [Apply]

5. If payment is done - reload current page.

[Download decrypted files]

ket

OonoBsienue ot 16 mapra 2020:
[oct B TBUTTEPE >>
Pacmmpenne: .Xs19FM

CrierjuanbHeii dabin: do_not_remove_ako.Xs19FM_id.key

Pesynbrartel aHami3os: VT + AR
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OonoBaenue ot 12 mas 2020:

CchbUlKa Ha CcTaThio Ha caiite BleepingComputer >>

Ha crieriansHoM Leaks-caiite, coznanHom orneparopamu Ako Ransomware, BeIMOraresii coo0IL[atoT, UTo
HEKOTOpPble KOMIaHWU [JOJDKHBI [JIaTUTh BBIKYTI Kak 3a Zielliu(POBIIYK, TaK U 3a yAaneHue yKpaJeHHbIX ¢aiiios. B
KaueCTBe TIpUMepa, AKO-BBIMOTaTei ONMyO/IMKOBaIN JaHHbIe OZHOU U3 >KePTB U 3asiBIJIH, UTO OHH moayunmu 350
000 nonnapoe 3a /endpoBIIKK, HO BCE PaBHO OMyO/IMKOBaH (haii/ibl MOCIe TOro, KaK He TIOTYyUYU/IN OTAeTbHYI0

TJIaTy 3a y/ajeHue yKpa/ieHHbIX (aiioB.

=== BJIOK CCBIJIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http: 3
k Read to links:

Tweet on Twitter + Tw + Tw + Tw + myTweet
ID Ransomware (ID as Ako / MedusaReborn)

Write-up, Write-up, Topic of Support + Message
*

Tha
g Thanks:
SIRi, Vitali Kremez, Raby, MHT, Michael Gillespie,

Andrew Ivanov (author)

hKs

Lawrence Abrams, Karsten Hahn
to the victims who sent the samples
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© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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