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NOTICE:

e The zip archives on this page have been updated, and they now use the new password scheme. For the new

password, see the "about" page of this website.
ASSOCIATED FILES:

e 2021-09-17-10Cs-for-Squirrelwaffle-loader-with-Cobalt-Strike.txt.zip 3.6 kB (3,563 bytes)

e 2021-09-17-Word-docs-for-Squirrelwaffle-Loader-10-examples.zip 1.3 MB (1,348,874 bytes)
e 2021-09-17-Squirrelwaffle-loader-with-Cobalt-Strike.pcap.zip 7.0 MB (7,008,533 bytes)

e 2021-09-17-Squirrelwaffle-and-Cobalt-Strike-malware-and-artifacts.zip 559 kB (559,022 bytes)

NOTES:

e See 2021-09-17-10Cs-for-Squirrelwaffle-loader-with-Cobalt-Strike.txt.zip for more info on Squirrelwaffle

Loader and this specific infection.
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Shown above: Link for malicious zip archive from an email pushing Squirrelwaffle loader.
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Name Date modified Type
i document.zip 9/17/2021 8:49 PM
E;} diagram-721 .doc 9/17/2021 8:49 PM
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References Mailings
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Review View Help
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I SECURITY WARNING Macros have been disabled.

Docuﬁ'gm,

This document created in previous version of Microsoft Office Word.

Enable Content

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content”
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Shown above: Word doc extracted from downloaded zip archive.
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« v P » This PC » Llocal Disk (C) » ProgramData

Name Date modified Type

@ pin.vbs 9/17/2021 8:49 PM VBScript Script File
- www2.dll 9/17/2021 8:49 PM Application extens...
- www3.dll 9/17/2021 8:49 PM Application extens...
- wwwd.dll 9/17/2021 8:49 PM Application extens...
- wwwS.dll 9/17/2021 8:49 PM Application extens...
items

Shown above: Squirrelwaffle artifacts from an infected Windows host.
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Time Dst port Host Info
2021-09-17 20:49.. 192.185.52.124 80 bussiness-z.ml GET /qui-quia/documents.zip HTTP/1.1
2021-89-17 20:49.. 192.185.52.124 443 bussiness-z.ml Client Hello
2021-89-17 20:49.. 162.222.226.77 443 perfectdemos.com .
2021-09-17 20:49.. 204.11.58.87 443 priyacareers.com m]fﬁn nﬂwulﬂnn m]lﬁ]m
2021-09-17 20:49.. 108.167.172.125 443 cablingpoint.com 1en ello
2021-09-17 20:49.. 162.241.85.65 443 bonus.corporatebusinessmachines.co.in Client Hello
2021-89-17 20:560.. 192.185.115.199 80 bonusvulkanvegas.srdm.in JPOST /U700xmI1m/0QsaDixzHTgtfjMcGypGen
2021-89-17 20:50.. 192.185.115.199 80 bonusvulkanvegas.srdm. il 0ST /U700xmIim/0QsaDixzHTgtfjMcGypGen
2621-09-17 20:50.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/ASKkSKxOSPR81JJESeTg9G
2021-09-17 20:50.. 95.214.132.17 80 test.dirigu Tl T GPL/ASK5Kx@SPR81JjE5eTg9G
2021-09-17 20:51. 95.214.132.17 80 test.dirigugll i1 NAFF @GPL/fKHKNanKZN/DAISOggBI'
2021-09-17 20:51.. 95.214.132.17 80 test.dirigu.T POST CS4GPL/TXMKNg@nKzN/DA15DggBLl
2821-09-17 20:51.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/eDkkAAGDINx9RNp9eWI+f!
2821-69-17 20:51.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/eDkkAAGbINXx9RNp9eWI+f!
2821-69-17 20:52.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/LjI+JS0qJQ41BiwyAhR7TK
2021-09-17 20:52.. 95.214.132.17 80 test.dirigu.ro 0ST /dXf4cS4GPL/LjI+JS0qJQ41BiwyAhRRTK -
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Shown above: Traffic from a Squirrelwaffle loader infection filtered in Wireshark.

v s | C\Users\ \AppData\Local\Temp — O X
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L v P « AppData » local » Temp v D £ Search Temp
Name Date modified Type Size
T DINANE 1T
EXEJFORICOBALTESTRIK
- RVOgDko8fnP.txt 9/17/2021 9:14 PM Text Document 178 KB
items

Shown above: Windows EXE for Cobalt Strike seen as follow-up malware.

Time Dst port Host Info
2021-09-17 21:14.. 95.214.132.17 80 'test.dirigu.ro POST /dXT4cS4GPL/ADOjNh4yPXMUNjMDDTsAGiwzChY
2021-09-17 21:14.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/ADBjNh4yPXMUNjMDDTsAGiwzChY
2021-09-17 21:14.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/MQNBFQJICe3x+YXpBZX1lhenhz HT
2021-09-17 21:14.. 95.214.132.17 80 test.dirigu.ro POST /dXT4cS4GPL/MQN8TQJICe3x+YXp8ZX1henhz HT
2021-09-17 21:14.. 213.227.154.92 8080 Client Hello
2021-89-17 21:14.. 213.227.154.92 8080 systemmentorsec.com Client Hello
2021-09-17 21:14.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/HQUsSCCQkQ3p7fWV7TWI+ZXt5dA=
2021-09-17 21:14.. 95.214.132.17 80 test.dirigu.ro POST /dXT4cS4GPL/JysTKDkzJh4/DQN4cg8iQnt8TmF
2021-09-17 21:15.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/LSQbFSMgOi86NycTOAAHeXMIIXw
2021-09-17 21:15.. 213.227.154.92 8080 Client Hello
2021-09-17 21:15.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/BBgSJyk5IBkWCYyB89TQAsSOxJ4fyp
2021-89-17 21:15.. 213.227.154.92 8080 systemmentorsec.com Client Hello
2021-09-17 21:15.. 213.227.154.92 8080 Systemmentorsec.c m"mm
2021-09-17 21:15.. 213.227.154.92 8080 mm anan
2021-89-17 21:15.. 213.227.154.92 8080 W mm m 8080
2021-09-17 21:15.. 213.227.154.92 8080 systemmentorsec.com
2021-09-17 21:15.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/EQ4v0OZE6TX1lifnlkemJ+eXI= HT
2021-09-17 21:15.. 95.214.132.17 80 test.dirigu.ro POST /dXT4cS4GPL/PisKOBUdCH41JnIjIR80IQgalkZ
2921-09-17 21:15. 213.227.154.92 8088 Client Hello
2021-89-17 21:15.. 213.227.154.92 8080 systemmentorsec.com Client Hello
2021-89-17 21:15.. 213.227.154.92 8080 systemmentorsec.com Client Hello
2021-09-17 21:16.. 213.227.154.92 8080 Client Hello
2021-09-17 21:16.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/BONGe311e31ifmvV7eXQ= HTTP/1
2021-89-17 21:16.. 213.227.154.92 8080 systemmentorsec.com Client Hello
2021-09-17 21:16.. 95.214.132.17 80 test.dirigu.ro POST /dXf4cS4GPL/JRAYDypzJBsdByUBOxXY+P35+eja
2021-89-17 21:16.. 213.227.154.92 8088 systemmentorsec.com Client Hello
2821-09-17 16.. 213.227.154.92 86080 Client Hello
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Shown above: Trdffic filtered in Wireshark showing when Cobalt Strike activity started.
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Click here to return to the main page.
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