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Now, this is the interesting part. Recall from part 1, I had showed you 4 hooking methods using in Windows user-

mode and today we will analyze each of them for answering one question: how to detect it? Let’s see!

Windows test machine:

Windows 7 x86: version 6.1.7601.17514 Service Pack 1 Build 7601)

ntoskrnl.exe: 6.1.7601.17514 (win7sp1_rtm.101119-1850), md5:
2088D9994332583EDB3C561DE31EASAD

win32k.sys: 6.1.7601.17514 (win7sp1_rtm.101119-1850), md5:
687464342342B933D6B7FAA4A907AF4C

*All offset values and structures I used in this part are from test machine.

Windows Hooking: SetWindowsHookEx

When we register hook using SetWindowsHookEXx, the system saves our hook procedure in a hook chain which is
a list of pointers. Because we can register many type of message WH_* so there will be a hook chain for each type

of message. Therefore our targets are:

e The location of hook chains in system’s memory (for WH_KEYBOARD, WH_KEYBOARD_LL message

type)
e How to find the process name of the found hook

For the location of hook chain, I have a magic string:

nt!_ETHREAD + 0x@ => nt!_KTHREAD + 0x@88 => nt!_TEB + 0x40 => win32k!tagTHREADINFO + @xCC =>
win32k!tagDESKTOPINFO + @x10 => win32k!tagHOOK

Every structure is clear (thanks for windows symbols :d). Offset values are of my test machine and can be vary on

each Windows version and build number (ntoskrnl and win32k.sys)

From nt!_ETHREAD, it must be a GUID thread. We can get GUI thread from “explorer.exe” or create a thread

for your own.
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At the end of magic string, we get a final location of all global hook chains in the system. This is a array pointers
of tagHOOK with 16 entries, the index of array is the value of WH_* message type (actually index = WH_* + 1).
If entry is not NULL then we found a global hook chain.

1
kd> dt win32k!tagHO0K
2
+0x000 head : _THRDESKHEAD
3
+0x014 phkNext ! Ptr32 tagHOOK
4
+0x0@18 iHook : Int4B
5
+0x0@1c offPfn : Uint4B
6
+0x020 flags : Uint4B
7
+0x024 ihmod : Int4B
8
+0x028 ptiHooked : Ptr32 tagTHREADINFO
9
+0x02c rpdesk : Ptr32 tagDESKTOP
10
+0x030 nTimeout : Pos @, 7 Bits
11
+0x030 flastHookHung : Pos 7, 1 Bit
12
dt win32k!_THRDESKHEAD
13
+0x000 h : Ptr32 Void
14
+0x004 cLockObj : Uint4B
15
+0x008 pti : Ptr32 tagTHREADINFO
16
+0x00c rpdesk : Ptr32 tagDESKTOP
17
+0x010 pSelf : Ptr32 UChar
18

From _THRDESKHEAD in tagHook we get tagTHREADINFO of the process that set the hook. So we can get

process id then process name. Here is another magic string

1 processId0fHooker = PsGetProcessId(IoThreadToProcess((PETHREAD) (*pCurHook->head.pti)));

The scan result:
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Running 6 tests from 1 test case.
Global test environment set-up.

1 6 tests from CKeylogTest

Load Driver
Start Driver
Q

RUNH
RUN
RUNH

0K
0K

CHEeylogTest
0Kt

1 CKevylogTest

CHeylogTest
CHEeylogTest
CHEeylogTest
CHeylogTest
CHeylogTest

LoadDriver
.LoadFunction
.LoadFunction
.CreateKeylog
.CreateKeylog
.DoFunction

.LoadDriver

(45 ms2>

@ ms>
@ ms>

0K
0K

.DoFunction (30844 msz)
.UnloadFunction
.UnloadFunction {15 ms>
Stoplriver

CHEeylogTest
CHEeylogTest
CHeylogTest
CHevylogTest

RUN

RUN
Stop Driver
Stop Driver OK?
[ 0K 1

CEeylogTest . StopDriver (30 mz>

b tests from CHeylogTest (38147 ms totald>

Global test environment tear—doun
b tests from 1 test case ran. (30147 ns
b tests.

File Edit Format View Help
Found WH_KEYBOARD hook from process: uniTest.exe

total>

Okay, that’s all we need for hunting the global hook of Windows message. Oh, what about local hook? :d

Here is the magic string for local hook:

nt!_ETHREAD + 0x@ => nt!_KTHREAD + 0x@88 => nt!_TEB + @x40 => win32k!tagTHREADINFO + 0x198
=> win32k!tagHO0K

Quite similar to global hook but you can see the location of local hook chains is in tagTHREADINFO structure of
process and it will be local at that process. The hook chains in tagDESKTOPINFO is global for all process in the

same desktop.

Windows Polling

Well, I actually don’t have any idea for scanning this type of hooking. Why? Because it reads directly keys state

from the internal structure and seems there is no way to check who is reading that.

Page 3 of 12



https://eyeofrablog.wordpress.com /2017 /06 /27 /windows-keylogger-part-2-defense-against-user-land/

DA View-A [ Pseudocode-A  [] | maviews [ | @  Hexvew1 [ | stuctres [ | [E] Enums
1lsigned _ int16 _ stdcall _GetaAsyncKeyState{unsigned int key)
2K
3| signed _ int16 result; jf ax@2
4| unsigned int v2; // eax@3
5| char =u3; // edx@3
6| unsigned _ int8 wh; f/ al@3
7| signed __int16 v5; /7 [sp+Bh] [bp-4h]E@3
8
9| if { key < 82180 )
18| {

11 ut = B3

12 u2 = {unsigned int)(unsigned _ int8)key >> 3;

13 ui = {char =)&kgafAsyncKeyStateRecentDown + vZ;

14 uly = =({ BYTE =)&gafAasyncKeyStateRecentDown + uZ};
15 if { {unsigned _ int8){1 << (key & 7)) & vi )

16 {

17 s = 1;

18 =3 = uh & ~(1 << (key & 7));

19 ¥

20 if { (unsigned _ int8){1 << 2 = {key & 3)) & =({_BYTE =*)&gafAsyncKeyState + ({unsigned int){unsigned _ int8)key >> 2)) )
21 U5 |= Bx80880u;

22 result = u5;

23] 3

24| else

25| {

26 UserSetLastError{87);

27 result = 8;

28|

29| return result;

ET:1 1S

How about API hooking for GetAsyncKeyState(), GetKeyboardState()? Yes, we can detect with API hooking but I

don’t like it because a global API hooking for all processes in the system is not a good idea. Using API hooking,

we can check the frequency and range of checked keys for keylogging detection.

Raw Input

We start analyzing with RegisterRawInputDevices() function in user32.dll. From this API, it will call
NtUserRegisterRawInputDevices() in win32k.sys
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DA Vien-a || PseudocodeA [0 | mAviews [ | @ HexvView1 [ ] Stuctures |

1[{int _ stdcall HtUserRegisterRawInputDevices{size_ t pRawInputDevices, int uiNumbevices, int cbhSize)
2K
3| size_t v3; /f ebx@E1
4| dint ul; /f esi@2
5| int w5; f/ eax@6
G| PUOID vh; /7 ediElh
7| char w8; /7 [sp+18h] [bp-ZCh]@15
8| PUOID v9; // [sp+1Ch] [bp-28h]@1
9| int v1@; /7 [sp+26h] [bp-1Ch]@13
18| CPPEH_RECORD ms_exc; // [sp+2uh] [bp-18h]@4
ik
12| vd = B;
12| UserEnterUserCritSec();
14| wv3 = pRawInputDevices;
15| if { pRawInputDevices && {vh = uiNumDevices) *= B && chSize == BxC )
16| 4§
17 ms_exc.registration.TryLevel = B;
18 if { {unsigned int)uiHumDevices > Bx15555555 )
19 ExRaisefAccessViolation{);
28 uh = 12 = ulh;
21 if ( 12 = vy )
22 {
23 if (w3 &3 )
2n ExRaiseDatatypeMisalignment()};
25 if { u5 + uv3 > W32UserProbeAddress || u5 + v3 < vd )
26 *{ BYTE =)W32UserProbefddress = 8;
27 ¥
28 if { UIntHult{vhs, BxCu, {int)&pRawlinputDevices) >= @ )
29 {
38 v = Win32allocPoolWithQuota{pRawinputDevices, Bx79737355u);
31 ul = yh;
32 if { tus )
33 ExRaiseStatus(BxCO000017);
34 PushW32ThreadLock(v6, &S, ExFresPool);
35 memcpy{vé, {const void =)u3d, pRawInputDevices);
36 ms_exc.registration.TryLevel = -2;
37 uid = RegisterRawInputDevices{{int)us, vi);
38 if { v9 )
39 PopAndFreefAlwaysW32Threadlock (&ui);
48 ¥
1 else
42 {
43 vid = @;
I UserSetLastError{87);
45 ms_exc.registration.TryLevel = -2;
b6 H
47 ¥
L8| else
491 {4
ca vid = B8;
21 UserSetLastError{87);
g2 H

After some checks and synchronizes, we go to _RegisterRawInputDevices()
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DA View-A || pseudocode-s [ | IDA View-B | @  Hexviewr [ | Structures

signed int _ stdcall RegisterRawInputDevices{int pRawInputDevices, unsigned int uiHumDevices)

i

int processinfo; // ebx@Ei

unsigned int v3; // edi@?

char =HidTable; // eax(@8

signed int v5; /7 esi@18

int RAWINPUTDEUICE; // esi@i2

void *u7; // eax@13

int usUsageAndPage; // [sp+8h] [bp-14h]E5
int dwFlags; // [sp+Ch] [bp-18h]E5

int hwndTarget; // [sp+18h] [bp-Ch]E5
unsigned int v12; // [sp+14h] [bp-8h]E3
int w13; // [sp+18h] [bp-%h]E%

processInfo = PsGetCurrentProcessWin3d2Process({);
EnterDeviceInfolListCrit_();
if { ={ DWORD =){processInfo + @x1A4) }
ClearProcessTableCache{*{_ DYWORD *){processinfo + B21A4));
iz = B3
if { uiNumDevices )
{
v13 = pRawInputDevices;
do
{
uslisageAndPage = ={ DWORD #*)u13;
dwFlags = *({_DWORD »*}{u13 + 4);
hundTarget = ={ DWORD =*}){ui13 + 8);
if ( tHidRequestValidityCheck{{int)&usUsageAndPage) )
goto LABEL_18;
++ul2;
i3 += 12;
b
while { v12 < uiNumDevices };
b
u3d = B;
if ( *={ DWORD =)({processinfo + B21A4) }
{
HidTable = AllocateProcessHidTabhle();
#{ DWORD =){processInfo + @x1A4) = HidTable;
if { *HidTable )}

UserSetLastError{8);

LABEL_10:

v = @;
goto LABEL_28A;
H

if {( uiNumDevices > 8 )

RAWINPUTDEVICE = pRawInputDevices;
do
1
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53 u7 = {void =)SearchProcessHidRequest(

oL processinfo,

1 *{_ WORD =)RAWIMPUTDEVICE,
1} #{_ WORD =){RAWINPUTDEVICE + 2},
L7 &pRawInputbDevices});

1] if { ={_BYTE =)(RAWIHPUTDEUICE + 4) & 1 )
59 {

68 if ( v7 )

61 FreeHidProcessRequest{v?, pRawlnputDevices, *{ DWORD =){processInfo + Bx1AL4}};
62 3

63 else if { *SetProcDeviceRequest{processIinfo, RAWINPUTDEVICE, v7, pRawInputDevices} )}
oL {

65 goto LABEL_18;

66 3

67 ++u3;

68 RAWIMNPUTDEUICE += 12;

69 3

78 while { v3 < uiHumDevices };

71| 3

F2l vs = 1;

F3|LABEL_28:

7| if ( =(_DWORD =)}{processInfo + BGx1A4) )}

75l £

76 AdjustlLegacybeviceFlags(processinfo);

77 FixupOrphanedExclusiveRequests{processinfo);
78 CleanupFreedTLCInfo()};

79 HidDeviceStartStop();

gal 3

81| LeaveDevicelInfolListCrit_();

g2 return vus;

83

That’s quite clear at here. PsGetCurrentProcessWin32Process() return win32k!tagPROCESSINFO structure. It

check something at offset 0x1A4, using windbg we have:

1 kd> dt win32k!tagPROCESSINFO

2 +@x000 Process : Ptr32 _EPROCESS

3

4 +0x1a4 pHidTable : Ptr32 tagPROCESS_HID_TABLE
5 +0x1a8 dwRegisteredClasses : Uint4B

6 +0x71ac pvwplWndGCList  : Ptr32 VWPL

A pointer to win32k!tagPROCESS_HID_TABLE. Interesting!!!
The lines in range 20-34 validate the registration data (that will be called HID Request)

The lines in range 36-47 allocate HID Table if it not exist. That means if tagPROCESSINFO->pHidTable is null,

no raw input was be registered in this process.
The lines in range 48-71 set HID request into HID table

The remaining of function is update the flags and restart HID device
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Let’s see the function SetProcDeviceRequest()

IDA View-A B Pseudocode-A (&) | IDA View-B 3¢ | 2] Hex View-1 X I Structures x| |

int _ stdcall SetProcDeviceRequest{int processInfo, int RAWINPUTDEVICE, void +*a3, int ad)
i
int wh; /7 esi@i
int v5; /7 eax@il
unsigned int v6; /4 ecx@1
int isLegacyDev; /f/ ebx@1
int result; /7 eax@2
void *hidRequest; // edi@s
int operationHode; // [sp+8h] [bp-4h]@5
int RAWINPUTDEUICEa; // [sp+18h] [bp+Ch]@2

1
2
3
n
5
6
7
8
9
10
11
12 ubh = RAWINPUTDEUICE;

13 u5 = IsLegacyDevice(=(_WORD *)RAWINPUTDEUICE, #{_WORD *}{RAWINPUTDEUICE + 2)};
14

15

16

17

18

19

20

ut = #{ DUYORD *){RAWINPUTDEVICE + 8);
isLegacyDev = u5;

if ( vé )

{

result = WalidateHwnd{ud};
RAWINPUTDEVICEa = result;

if ( tresult )

21 return result;

221 3

23| else

2n

25 RAWIHFUTDEVICEa = 8;
26| )

27| hidRequest = a3;
28| operationHode = GetOperationMode(vi, islegacybev);
291 if ( a3 )

28| {

31 RemoveProcRequest({processinfo, a3, a4, islegacyDev);
az|

33 else

an| ¢

35 nidRequest = AllocateHidProcessRequest(*( WORD #)ul, ={ WORD =)(ul + 2));
36 if ( thidRequest )

37 {

38 UserSetLastError(8):

39 return 08;

) 3

1

42| if { tInsertProcRequest{processInfo, vk, {int)hidRequest, operationMode, islLegacyDeu, RAWINPUTDEVICEa) )

{
Ly if { hidRequest )}

45 ExFreePoolWithTag{hidRequest, 8);

hé return 8;

L

48| if { isLegacyDev )

49 SetLegacyDeviceFlags{={ DWORD #=)}{processinfo + Bx1A4), vi);
gl return 1;

B[}

The system allocates a HID Request and insert it to HID Table

1 kd> dt win32k!tagPROCESS_HID_TABLE

2 +0x000 link : _LIST_ENTRY

3 +0x008 InclusionlList : _LIST_ENTRY

4 +0x010 UsagePagelist : _LIST_ENTRY

5 +0x018 ExclusionlList : _LIST_ENTRY

6 +0x020 spwndTargetMouse : Ptr32 tagWND
7 +0x024 spwndTargetKbd : Ptr32 tagWiND
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There are 3 lists of HID Request that were used for raw input: InclusionList, UsagePageList and ExclusionList. To
which list will be inserted, it depends on dwFlags value of tagRAWINPUTDEVICE structure when we call

RegisterRawInputDevices();

IDA View-A % | Pseudocode-a (2] IDA View-B % | = H
1|signed int  stdcall GetOperationMode{int dwFlags, int a2)
2K
3] int bitHask; // ecz@E@i
4| signed int result; // eaxi@i
5
6] bitMask = ={_DWORD =){dwFlags + 4) & @8zF8;
Fi result = @;
8| if ({ bitHask == Bx28 ) /f UsagePagelist
9 return 2;
18| if ( bitHMask == B8x18 ) /f ExclusionlList
11 return 3;
12| if { *bitHask || bitMask == Bx38 ) // Inclusionlist
13 result = 1;
14] return result;
151}

With keylogger, we using RIDEV_NOLEGACY | RIDEV_INPUTSINK flags therefore the list will be

InclusionList.

The last structure we concerned is win32k!tagPROCESS_HID_REQUEST

1 kd> dt win32k!tagPROCESS_HID_REQUEST

2 +0x000 link : _LIST_ENTRY

3 +0x008 usUsagePage : Uint2B

4 +0x00a usUsage : Uint2B

5 +0x00c fSinkable : Pos @, 1 Bit

6 +0x00c fExSinkable : Pos 1, 1 Bit

7 +0x00c fDevNotify : Pos 2, 1 Bit

8 +0x00c fExclusiveOrphaned : Pos 3, 1 Bit
9 +0x010 pTLCInfo : Ptr32 tagHID_TLC_INFO
10 +0x010 pPORequest : Ptr32 tagHID_PAGEONLY_REQUEST
11 +0x010 ptr : Ptr32 Void

12 +0x014 spwndTarget : Ptr32 tagWiND
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We can see usUsagePage, usUsage and spwndTarget are the params in tagRAWINPUTDEVICE.
Bingo!!! For raw input detection we will:

1. Enumerate all process in the system

2. With each process, we will traverse pID -> PEPROCESS -> tagPROCESSINFO ->
tagPROCESS_HID_TABLE -> tagPROCESS_HID_REQUEST

3. If we found an entry with usUsagePage = 1 (generic desktop controls) and usUsage = 6 (keyboard) then

this process is using raw input keylog.

The scan result:

Running & tests from 1 test case.
Global test environment set—up.
6 tests from CKeylogTest
CHeylogTest .LoadDriver
Load Driver
Start Driver OK?
0K CHeylogTest .LoadDriver <30 msl>
RUN CHeylogTest .LoadFunction
0K CHeylogTest .LoadFunction <8 ms)>
RUN CHeylogTest .CreateKeylog
0K CHeylogTest .CreateKeylog <8 ms?>
RUN CHeylogTest .DoFunction
0K CHeylogTest . DoFunction <20942 m=)
RUN CHeylogTest .UnloadFunction
0K CHeylogTest.UnloadFunction <28 ms)
RUN CHeylogTest.StopDriver
Stop Driver
Stop Driver OK?
[ 0K 1 CHeylogTest.StopDriver <19 ms2
- 16 tests from CKeylogTest (21811 ms totald

1 Globhal test environment tear—down
16 tests from 1 test case ran. (21811 ms totall>
PASSED 1 6 tests.

File Edit Format Wiew Help
Found raw input keylogger from process: UniTest.exe =]

Direct Input

When checking direct input, I found some interesting signatures in the process registering the hook.
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"% MSIAfterburner.exe:1720 Prop P ] 7 pr——— x|
Image I Performance I Performance Graph I Disk and Network I fr
GPUGraph  Threads | TCP/P | Security | Envirenment | Strings " s set+61a
Courts 7 L 1 ntoskml exe!KeWaitForMultipleObjects+(ad52
: L 2 ntoskml.exe!KeWaitForSingleObject +015F
1D s s Detta | Start Address 3 ntoskml.exe!_misaligned_sccess+hdbd0
1768 008 10612161 MS|Afterbumer.exe+d 5765 4 rtoskmlexel_misaligned_sccess+x186d
6038 <00 212,660  WINMM dlitime EndPeriod+a35 5 ntoskm exelKeWaitForMuttipleObjects+(x5d
L5 LR Lo T 6 ntoskml exelKeWaitForMutipleObjscts+0:26a
e el Al 7 rloskml exs!NtWait ForSingleObject+Bx40F
6076 gdiplus i\ GdipCreate SolidFill+(bc7eb = 8  ntoskml.exe!loReport TargetDeviceChange+x 1241
080 MS\u’CI?Bﬂ.dII!_endthreadexiﬁ(&' 5  ntoskml exe!Ke SynchronizeExecution+k3a23
4500 i i TpCabacidndependernts (22 s | 10 wowBscpu di TuthoDispatchJump AddressEnd=Bec0
11 wowB4dcpu dli! Turbo DispatchJump AddressEnd + 5
12 wowb4 dlil'Wowb4 System Service B+l 1ce
SE 13 wowbd dl'Wowb4Ldplnitialize+x42a
d 14 ntdll dll'TpAlpcRegisterCompletion List+x 750c
“ | 15 ntdll.dil!Ldrinitialize Thunk+(e
L 16 ntdll. dll'MtWait ForMultipleObjects+x 15
g‘ 17 kemel32 dil'Wait ForMutltipleObjects Ex-+{x8
Thread ID: 6084 Stack Module 18 DINFUTE dl+(5236
Start Time: 7:05:08PM  6/27/2017 = 15  kemel32 dil'Base Threadinit Thunk+12
h s N | 20 ntdll.dll'RilInitialize ExceptionChain+63
o WaitilJserRequest  Base Priority: : 21 ntdll diiRtlinitislize ExceptionChain+ (36
Kernel Time: 0:00:00,202 Dynamic Priority: 11
User Time: 0:00:00, 156 10 Priority: Low
Context Switches: 36,327 Memory Priority: 3
Cydes: 1,398,083,162 Ideal Processor: 3 Refresh Copy Copy Al IE
Permissions Kill | Suspend | e
1C
| | | febcb7ebb7 24
3 S e 2f9adadc 02C
_ _ _ e idehchTeb57 30

&% Process Explorer Search E

Handle or DLL substring: I DirectInput

Process | PID =~ | Type | Name |
M5 Mfterbumer exe 1720 Mutant “Sessions' 1"BaseNamedObjects'\Directinput. {29521361-A48A-11CF-BFCT-444553540000}

M5 Afterbumer exe 1720 Section “Sessions’ 1“BaseNamedObjects"Directinput {594 4E681-C92E-11CF-BFC 7444553540000}

M5 Afterbumer exe 1720 Mutant “Sessions' 1" BaseNamedObjects"\Directinput. {5944E682-C92E-11CF-BFCT-444553540000}

MS1Afterbumer.exe 1720 Key HKC UM System \CumentControl Set\Control \MediaProperties'\Private Properties \Direct Input \WI1D_1AZC&PID_2124\Calibration™0
M5 Afterbumer exe 1720 Key HKCUMSystem \CumentControl Set\Control\MediaProperties'\Private Properties \Direct Input \WID_1AZCAPID_2124\Calibration™1

With MSIAfterburner.exe, we found some handles related to direct input (Mutant, Section, Key). From running
threads, we also found a thread of DINPUTS.dII (a library of Microsoft DirectInput).

Done! For direct input detection we will:

1. Enumerate all processes in the system
2. With each process, enumerate all mutant, section, key that match the handle signatures.
3. If all handle signatures matched, we get start address of all threads in that process. If start address is in the

address range of DINPUT8.DLL then we found the direct input keylog.

The scan result:
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Running 6 tests from 1 test case.
Glohal test environment set—up.
b tests from CKeylogTest
CHEeylogTest .LoadDriver
Load Driver
L 0K 1 CHEKeylogTest._LoadDriver (33186 msl
[ RUH 1 CEeylogTest.LoadFunction
0K 1 CHeylogTest.LoadFunction ¢28 ns>
1 CHeylogTest.CreateKeylog
0K 1 CHKeylogTest.Createlevlog (B ms)
1 CEeylogTest.DoFunction
Mo handle information
[ 0K 1 CHeylogTest.DoFunction ¢22186 ms>
[ RUN 1 CHeylogTest.UnloadFunction
L 0K 1 CEeylogTest_UnloadFunction <@ ms>

[ RUH ] CEeylogTest.Stoplriver
Stop Driver

CKEeylogTest.StopDriver <8 msl
6 tests from CHKeylogTest <5538% ms totald

Glohal test environment tear—down
[ 16 tests from 1 test case ran. <55371 ms totall
[ PASSED b tests.

l'kmpman-ﬂmfpad
File Edit Format View Help

Found process: MsIAfterburner.exe
Found process: UniTest.exe

Conclusion

We have a summary table for scanning user-mode keylogger:

Scan method Scan from
Windows Hooking (SetWindowsHookEx) Structure scanning Kernel-mode
Windows Polling API hooking
Raw Input Structure scanning Kernel-mode
Direct Input Signature scanning User-mode (Admin required)
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