https://www.trendmicro.com/en_us/research/23/d/vipersoftx-updates-encryption-steals-data.html

ViperSoftX Updates Encryption, Steals Data

By By: Don Ovid Ladores Apr 24, 2023 Read time: 8 min (2106 words)

Published: 2023-04-24 - Archived: 2026-04-05 15:48:28 UTC

ViperSoftX, a type of information-stealing software, has been primarily reported as focusing on cryptocurrencies,
making headlines in 2022 for its execution technique of hiding malicious code inside log files. Since it was first
documented in November, we observed this malware campaign differentiating itself from its previous iteration
with the use of DLL sideloading for its arrival and execution technique. We also noted that this update includes a
more sophisticated encryption method of byte remapping and a monthly change in command-and-control (C&C)
server. Without the correct byte map, the encrypted shellcode, including all components and relevant data, cannot

be correctly decrypted, making decryption and analysis of the shellcode more time-consuming for analysts.

We’ve noted a significant number of victims in the consumer and enterprise sectors, with Australia, Japan, and the
United States as the top three countries affected by ViperSoftX in the consumer category. Meanwhile, victim

organizations from Southeast Asian countries comprised the enterprise sector.

® Australia 12.3%
® Japan 12.3%
® United States 8.9%

India 8.0%
® Taiwan 5.6%

Malaysia 5.3%

France 4.8%
@ ltaly 4.0%
® Pakistan 3.5%
® Philippines 3.3%
® Others 32.1%

Figure 1. Top 10 countries affected by ViperSoftX in both the consumer and enterprise sectors

Source: Trend Micro™ Smart Protection Network™ (SPN)
Arrival routine

For majority of cases, ViperSoftX typically arrives as a software crack, an activator or a patcher, or a key

generator (keygen). In blocking and detecting these illicit software solutions, we have come to believe that the
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people behind these kinds of software try to convince users looking for bootleg software versions that these are
not malicious and are simply flagged as “false positives.” It is also a common gimmick for cybercriminals to pose
malware as a keygen or an activator. Actors behind ViperSoftX take this narrative a step further by using actual
non-malicious software to hide and pose as typical illegal software versions. ViperSoftX uses these files as

“carriers” of the main malware encrypted within the overlay.

While the malicious actors abuse neither definitive software nor target any definitive applications, they commonly
use multimedia editors or video format converters, cryptocurrency coinminer apps, phone-related desktop apps,
and system cleaner apps. Through all the samples we analyzed, we consistently observed the following binary

carriers:

1. gup.exe from Notepad++
2. firefox.exe from Tor

3. ErrorReportClient.exe from Magix, a type of multimedia-editing software

Bundled Files (3) ©

Scanned Detections File type Name
v 2023-03-24 0/69 Nin32 EXE BGTCFGXDBSDWWYV exe
w 2022-12-23 0/61 Text Readme.txt
v 2023-01-28 0/65 Win32 DLL pthreadvC2.dll

Figure 2. Typical arrival package of the malware

The malware arrives as a package of the carrier executable and the decryptor/loader DLL, typically downloaded
from the websites or torrents of (illegal) software solutions. For the most part, the malware is posed as a software
activator, patcher, or keygen, among other similar software executables. The malicious routine starts after the

software executables have been included and run in the system.

We also noticed that ViperSoftX’s primary C&C servers for the second stage download would change on a

monthly basis:

o February: chatgigi2[.]Jcom
e March: arrowlchat|.]com
o April: static-cdn-349[. net

Infection routine
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Figure 3. Execution flow of ViperSoftX

ViperSoftX first checks for a few virtualization strings and monitoring tools to check if the system is running a
virtual machine (VM). Using WQL command SELECT Manufacturer, Model FROM Win32_ComputerSystem to
query ROOT\CIMV?2, it checks for the following strings:

o VMWare
o Virtual

The malware checks if there are monitoring tools, specifically Process Monitor, running in the current machine

with the following strings:

e procmon
e procmon64

e procmon64a
Lastly, ViperSoftX checks for a few installed and active antivirus products, namely:

e Windows Defender
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e ESET

If all checks pass, the malware proceeds to decrypt the PowerShell code and starts downloading the main

ViperSoftX routine. From there, the routine is its standard multistage download and execution routine.

B5C0 TSt cax,cax

4 57 ¢ isooriese "ll Hide FPU

€745 04 321A0000 mov rd ptr ss: 2

€745 24 0ODOODOO mov dword ptr se: ﬁ 0000000000001A32

~ EB DB 1800FBESS 0000000000000000

8845 24 1:3 eax  dword pre ssiffrbp-24) RCX 00000001802 95300

FFCO inc eax RDX 0000000000141

5945 24 mov dword ptr ssifrbpezall,eax REE 0000007 38AF4DEED

BB45 04 mov eax,dword ptr ss:frop+s] RSP 0000007 BBAF4DECO

3945 24 €mp dword ptr bn:[rﬂu-?dﬁ,ea:\ RSI 0000007 3BAF4ECTE
P v ge 1B00FBEBA RDI 0000007 3BAF4EFLS

4816345 24 movsxd rax,dword pt :

48: BBSD 20010000 mov rox,qword ptr s RS 00000001803 18170

E——

r ss:[rbp+120]=[ 0000007 IBAF JE000] =00000001 80318170
BOOFBESA

80328172 |24 |

RS 0000000180318132

4 22 GOO00000000001A31L BOO0OBOBO000LATL
: F8 0000000180315170 0000000180318170

L"powershell. exe™

00000001 80000000
:g 3332 §;oxnouo ::i:g,mrm;g ?; 20} R1l  OO00001787F13CAS0 L"powershell. exe™
OFB6E0401 movzx eax,byte ptr ds:[rcx-rax] R12 0000000000000:000
41: 884410 02 mov byte ptr ds:[r8+rdx+2],al R13  ODOO0000D0D0000
~ EB €3 jmp 1 BE4D | R14  00O00OOOO0000G00
=» 48:8885 20010000 |mov rax,qword ptr ssifrbpii20] | R1S  0000000000000000
CE00 00 mov byte ptr ds:[rax],0
48:8885 20010000 mov rax,qword ptr cs:lirbp+120) RIP  0OOOGDOOLBOOFBESA
48:83C0 02 add rax,?
48:80A5 06010000 lea rsp,quord per ss:lic RFLAGS  0000000000000244
= o ZEL PF1 AF O
e B OF 0 SF 0 DF O
cC ints <
cc int3
cc int3 v | Default (64 fasteal)

i
CCCCCCCococccoc
[eaddd il
Ceoccocococcococ
OO00017 863449040

80318132 L"pow

T ry 80318132
t TPl COCCOCOCEECOOOOE COCECrOeEceceros

80315151 |33 00 74 09|72 00 65 09 %5 00 3a 00 0900
50318192 4
50318142 | 3A 00 GE 00|65 00 77 00 38 00 0O 00 7FFB1144A658 | system. windows. forms. ni
80318182 |0A 00 0D 00|0A 00 66 00 63 00 T4 00
503181C2 |69 00 6F 00|6E 00 20 00 74 00 20 00 oot e
60318102 |55 00 7O 0D 64 00 61 00 73 00 20 OO

0000017 §7F 120000
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B0ILBIFZ |61 0D 72 00|61 0O & 00 00 00 DA 00 et e
£0318202 |20 00 20 00|20 00 20 00 20 00 20 00 -
ROTIRIID 24 N ER NOLKRE N0 7T N L3

Figure 4. Execution of the first-stage PowerShell downloader after passing through blacklisting
Unique encryption

Byte mapping is a considerably simple technique. It does not require any complex computations, and the only
operation it requires is to put the correct byte in the correct location. For their part, cybercriminals benefit from

this malware as it reduces the presence and actions made by a large graph of objects.

Unlike the typical bitwise operations from typical decryption routines, ViperSoftX uses byte remapping to ensure
that the shellcode cannot be easily decrypted without the correct byte map, weaving a cross-stitch template to the
palette of 256 (0x100h) bytes. Though this is a very rigid method of hiding its codes, it provides some level of

protection against forced decryption.
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BGTCFGXDBSDWWVY . exa

B Hiew: 4b16898e16d4f4e01 ddde31130adcBbac626c48c52Theet107eTelbIdal1 526
4b16898e16d4f4ed1ddas : 8

Figure 5. Comparison of two ViperSoftX carrier executables with byte remapping.
Note: The bytes of the encrypted section is a specific index on the byte map found in the sideloaded DLL.
Comparing the mapping of the first four bytes on two samples shows that their offsets within the encrypted region

remain the same since they result in a similar shellcode even if they are composed of different bytes per binary.

When the screenshots of the two carrier executables are compared, the number (or code) changed but the
location/offset remains the same. The same is true for all the other bytes. While analysts will see the pattern of the
arrangement, it is unlikely that they would be able to decrypt this without the correct sequence of bytes used in the
mapping. If this pattern is a text or a string, it would not be difficult to apply brute force. However, considering
this is a byte character (with 256 different bytes) and an assembly code instruction at that, brute-forcing it would

unlikely yield correctly decrypted results.

We have also found that each sideloader DLL has its own pair of executable and byte map, and a decryption
attempt returns an incorrectly rearranged shellcode if used with another ViperSoftX-related executable. This
ensures that the shellcode will not be decrypted without the correct DLL since the latter contains the correct byte
map. Moreover, all the strings, binaries, and other relevant data within the ViperSoftX DLL also gets decrypted
the same way. Afterward, the shellcode will then decrypt and load the main ViperSoftX DLL embedded within the

carrier.
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D000D7FFB47FBL17A9
Q0007 Fr34 Fal AF

- mrd ptr ds: [ra.x+F:J._1.0]
88020000 q

FF90 107 10F00

v
¥

’ 6342 - < - e

» || OO007 FFB-LFBJ.- BC C64424 51 01 mov ptr sSs:grsp+518,1

»| 0D0OTFFB47FB17C1 CE4424 52 74 mov byte ptr ss:frsp+sz2§,74 74:'t"
|| OO0OFFFE47FBL7CE C64424 53 AB mov byte ptr ss:fQrsp+53fl,AB

M| ODOOD7FFB47FB17CEB CE64424 54 5A mov byte ptr ss:f@rsp+548,5A SA:'Z’
»| 00007 FFB47FB17D0 C654424 55 87 mov byte ptr ss:Qrsp+558,87

¥ | 0DOO7FFB47F817D5 C64424 56 8B mov byte ptr ss:Q@rsp+564,88
»|00DDOTFFB47F817DA C654424 57 1C mov byte ptr ss:frsp+57§,1C
»|0o007FFE47FB17DF C64424 58 OE mov byte ptr ss:frsp+5&],E

| ODOODFFFB47FBLTES CE64424 59 CA mov byte ptr ss:frsp+59,CA
v||000OO7FFB47FB17ES C64424 54 7D mov byte ptr ss:frsp+5al,7D '3}
»| 00007 FFB47FBLTEE C64424 5B 14 mov byte ptr ss:Qrsp+56§,14
¥||0OOO7FFB47FB17F3 C64424 5C mov byte ptr ss:f@rsp+5Cll,90
v|oo007FFB47FB17FE C64424 5D FE mov byte ptr ss:frsp+5D§,FE

|| 0D0DO7FFE47FB17FD C64424 SE 31 mov byte ptr ss:frsp+5e§,31 31:'1"
|| 00007 FFB47F81802 CE64424 5F 98 mov byte ptr ss:Q@rsp+5FJl,98

v |0DOOTFFFE47FB1807 CG64424 60 FA mov byte ptr ss:f@rsp+60ojl,FA

|| ODOO7FFFB47F8180C C64424 61 90 mov byte ptr ss:Qrsp+6ifl,90
y||00007FFB47FB1811 C64424 62 06 mov byte ptr ss:frsp+62§,6
y||0D0DO7FFB47FB1816 C64424 63 A2 mov byte ptr ss:frsp+63§,A2

»| 00007 FFEB47FB1581E C54424 64 DS mov byte ptr ss:Qrsp+644,D5
»|00007FFB47FB1820 C64424 65 33 mov byte ptr ss:frsp+&sj, 33 33:'3"
| OOODTFFB47FBL1B25 C64424 66 D8 mov byte ptr ss:Qrsp+6cll,D8

| ODOODTFFB4TFELE2A CE64424 &7 89 mov byte ptr ss:@rsp+e7{l,89
»||000O7FFB47FB182F C64424 68 3C mov byte ptr ss:Qrsp+6&f,3C 3C: ‘<’
»|000O7FFB47F81834 C64424 69 D3 mov byte ptr ss:frsp+69§,D3
»||00D00O7FFB47FB1839 C64424 6A 16 mov byte ptr ss:frsp+6al,16

¥ | ODOOTFFE47FB183E C64424 6B 3D mov byte ptr ss:Q@rsp+&8Y,3D 30:'="
| OOODTFFB47FE1B843 C64424 &C 30 mov byte ptr ss:frsp+eCy, 30 30:'0°
" -

Figure 6. ViperSoftX DLL containing the hard-coded byte map (256 bytes long denoting specific
bytes from “0x00” to “Oxff”)

4C:894424 18 qword ptr

Q00002 2EC BRC 0005 MoV v rg
0000022EC8BC000A 48: 895424 10 mov mrd ptr ss: s rax
0000022 EC B8C000F 894C24 08 mov rd ptr ss »BCX
0000022ECBBC0013 48:83EC 38 sub rsp,38
0000022ECB8C0017 BB4424 40 mov eax,dword ptr ss:[frsp+4o]
0000022EC8BC001E 894424 20 mov dword ptr ss:IrSp-Zgi,eax
0000022ECBBCO01LF 837C24 20 00 cmp dword ptr ss:lfrsps20§,0
0000022ECBBC0024 « 74 10 je 22ECBBCO036
0000022EC88C0026 837C24 20 01 cmp dword ptr ss:lfrsps20f,1
| 000002 2ECB8BCO02E ~ T4 34 je 22ECBBCO067
0000022 EC88C002D 837C24 20 02 cmp dword ptr ss:Q@rsp+20j,2
0000022ECBBC0032 ~ 74 3F e 22EC8BCO073
0000022ECBBC0034 ~ EB 4E mp 22ECS88C0084
! # |0000022ECBBC0036 48:837C24 50 00 cmp gword ptr ss:Qrsp+sof,0
! 0000022 EC88C003C ~ T4 DA je 22ECSBC0048
i 0000022EC 88C0D03E C74424 24 01000000 mov dword prr ss:lIrspr24),1
' 0000022ECBBC0046 ~ EB 08 jmp 22ECEBCO050
i 0000022EC88C0048 C74424 24 00000000 mov dword ptr ss:fIrsp+24),0
i 0000022ECE8C0050 4C:8B4424 58 mov r&,qword ptr ss:frsp+s8]
! O000022ECBBLC0055 8B5424 24 mov edx,dword ptr ss:lrsp+2;l
! 0000022ECBBC0059 48:8B4C24 48 mov rcx,gword ptr ss:frsp+4
' 0000022EC8BC005E ES 6D010000 2
i 0000022ECB8C0063 ~ EB 21 mp 22EC88C0086
1 0000022EC8BC0065 « EB 1D mp 22ECB8C0084
I 0000022EC88C0067 48:8B4C24 48 mov rcx,gword ptr ss:frsp+as)
H 0000022EC88C006C ES DFO20000 22EC88C0350
I D000022ECBSCO071 ~ EB 11 mp 22ECS8L0084
L Rt R »# |0000022ECB8C0073 45:8B5424 50 mov rdx,gword ptr ss:frsp+s
» | 000002 2ECBBCO07 8 48:8B4C24 48 mov rcx,qword ptr ss:frspt+4
# |0000022EC88C007D ES 7E030000 Ean 22ecssco400
[ K
qword ptr s5:[rsp+20]=[000000382875E970]=0
r9=000000382B7SEABC
0000022EC 88C0000
$eDump1  @4YDump2 UHDump3 P Dumps  EHDumps @ watch1  [r=lLocals ?Sn'uct

$ L.DS.H.TS..

0000022EC 88C0000 5
L$.H.18.0%@.D% .

0000022ECS8C0O0LD
0000022ECS8C0020
0000022ECE8C0030
0000022ECEEC0O040
0000022ECEBC0O050
0000022ECE8CO060
0000022ECEBCO0T0
0000022ECSSCO0B0
0000022ECEEC0090
0000022ECSECO0AD 7 «H.

0000022ECESC0O0B0D HoX..T.H. |$8.1u.3

Figure 7. The actual bytes of the decrypted shellcode

This technique for encryption-decryption is not new but is mostly popular with script malware. As of this writing,

the most recent piece of malware that uses this technique is the JavaScript- or Windows Scripting File-packed

Magnibernews article ransomware. Considering the former is a type of script malware, however, this technique for

encryption-decryption is easily more discernable during analysis because both the encrypted data and the mapping
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are in the same file. In contrast to our ViperSoftX sample, which is a full binary file, the table becomes harder to
find. Furthermore, since the data to be decrypted is in another file, the routine becomes even more difficult to

investigate, as analysts would need the correct pair for decryption.
Password theft

Since it was first documented, ViperSoftX has been known as a cryptocurrency stealer. However, we found from
our investigations that ViperSoftX can check not only for cryptocurrencies but also for a few password managers.

It also uses some basic anti-C&C analyses by disallowing communications using web browsers.

@ arrowichat.com/api/v1/22BC10628CD7844A1ACS7179CEBCE4D39354 7FBEGEB3TCTATDO180B1B1CFFCE2

Web server is returning an unknown
error

Error code 520

Visit cloudflare.com for more information.

2023-03-15 07:15:55 UTC

You Tokyo arrowlchat.com
Cloudflare Host
Working Error

(=]
GET ~  hup:/farrowlchat.com/apifvl/E
Params @ Authorization Headers (7) Body Pre-request Script Tests Settings
Headers @ 6 hidden
KEY VALUE DESCRIPTION .

User-Agent R S P

Body Cookies Headers (13) Test Results ® s Time: 734 ms Sizo: 1
Pretty Raw Preview Visualize Text =
MAtz¥ndJZHNAYINLY {YEN] Luv yEFNgY £FBITYRHIVISRYZPQLE
+T2xDIVECISNPIEMI TyRDIkxSKyNDDEMmWCRM F@xCTHRP £F s1T2xy £1gkR2FBQNFhT3xQf1 tBWHTMe1h6N39UeX JeRGF abFNjWOcXXdRL 2xyUn1xT85c03QlemVPIHE
+c1U§£HQKI1hVelhzeHs ak81RGZOICT ZHIFLakxOV2 ¢ UHXPIEBhe] THGEMUXpJ TGxEcUnl ZnZ1Vy Z2de1Une 30 1XCVPTL xS TEFHYKx7L 292 £14viB IXY 1 CESRa£FN SIS T14XI11PIEG 6XEQT11 /
VyVPQnF SW1IHYVEs! e1pBI29yVy Ine3QIXCVPTIXOTEFH YUSAEXLF+In)eVihvelh7WkSMZnUke iZ0IVEg X151 £3UkIH. £: VWY UkdmISUK VBATEEjILL/

VGIBIWZmdFFu£lpsQ2NoVVdEe IREYAXRLYVLICMmWWIUINIBI318IXIsX1E§I19SUFaEFchX1FAY1p0QGXdRVQ1dBE 1 £XQLemx1USE1 TESCOHIRQGVEVSINNNXTYLECEWFYULN NS xbIFhXIL1PQVhETESUILL /
V2dab31YVXhUYHUIRGIPQS ) ic1EVZEXBIiB£UnIvT3xXIFhSen1aQVBEWUI1Y1 hSR25YVSd

4WE JU£1pCOHXDUKNUK3XDY UxBESNYVYZATyYRPY kB kL ZNBe888c 1F6YBxyI2Z1Un1 xN3xTYVSUYNY £y Jun2x £Y11SV1hVelh7WkF6YUSKLycBeERVcEI5cXdaVihVelhddHENZXQKL 2F Z£1RBAFEVIBXRTGVP T X6 UKSHFVXH
X9560YxNiQuIyYgIi8nIi0bHDIT¢2I3SKF JE3T2K2YkLy M LRS cMnt2YndJe2N16242K2 YxTHI2ISdy ICUTISF3T251cCB8KO3ene3ITLy4nTHRIIIVine 1QMSBLHDIT¢2I3SX9mNL152MSchIDZEL Jgn Iy 84y UgMSBOHDI T2l
6dXBE3Y{hleXsxLRscGXwINTULNTUINTUINTULNTUINTULNTULNTUINTULGxwbHDI 1 ZHNS YNy WHNhN 52MnB3emVzLRS cMnt TYnNUNis 2TUVVZWIze zhC EmRzd 30 /eHEAW2Nic 25LLEx4C2E

#MnIkY3MENFIT 235X YnNUO] ZNZHNWSZ I ZHNS Y nNyWHNhPy BbHHS N 4ydWRzd2zc1hzYTY7c2c2MnBIenVzPzZ tGxw2N] Y2RWI SZ617RXpzc 2V200VzdX1 4cmU2 ISYmLRS CN Y2NmRzYmi ke COOHGSbHBs MK

+c30yc2RINS2TUIZomIAUShLeXD/eHFLLC: IFYR/eHE+P Pkike3Fzbkssl U+MHIke284e VX0 ICeVpzcGIxPzZaN185ZFNIAX425TII0GBIerNzaz8203x653g2H
P2B4UXNINENI £nlyZT4/ TSUNIESAXShgeX12P§ D4Y3060 2P 4y e 31001 ke 20 c2V 1P 28/ P2 YT ZNZ6£ 21 2NHE KdngBGxwy End1Zk ] ke26 I c2VANL 2Vl TLTYBHDD+ YnInSX52d3)226U2K2ZnbKs T6xuy Fmd 2kl ke2d el
+¢30yc2RITSZLN t1Zna/YS VxNE/TSALL RS cOxrweliQ2P I/ Nis 23y8 iN{2) ZThac3hx¥ndthil/PTO/NaBbHDY 2N ZNZWIkEShx TULLMN4 2Kz Yy SXB 23T 2ZGVNNILN £ 1Znp/

¥3¥xLDYxLRscNY2NnaNjayf jhac3hx¥na203piNiQ/NmdbHDY2NI V2N Y2d6R2d30tGXW2N Y2axscN V2N I+ YmInSX520332ZGVNMNENT kt LN s2Mn5NIBStEXxrGxwbHDILc2v]1 £314Ni s 2Vml xLRS CMmV2ZIV /
eXg4E312K2 Y7 Iy0bHDILc2V1E3140GNmendiczYIN JiZON2LRscOxxXenI7QnPmezY7V2V1c3toemdYdItaNkVVInI zezhY e 214Xn i Zhs cMAVEEINAY S VINKIFb2Vic 3 4WHNLOF 51YmY4Xn ] iZ1VEEINAY ks sLHhZYT4/
LRScMNVEE3NY IhCEStzeWNiNIS2TUD/ e3NFZnd4SywsUGR5e1t/ eGNic2U+IDBGxwydXp/ c3hiOFRIZXNXCcnI ke 2VINI s2TUNKEBSSLHhZYT48fm)iZ in50TT
+Mntz¥ndJIEnllY{88PvAbHBSCGXxWY3h1Yn95eDZCc2ViDBNAE3VECNM2DRSCNYZNNZIZHATN 14bHDY2N TY2NTY2MmViZBs cNiY2N18bHDYZNT Zwe02P 13 /Nis20i02MnB2030iN 1 I1YmOSnNICWI

Figure 8. Response when accessing the C&C via web browsers (top), and modifying the user-agent

to access the C&C and return encoded data (bottom)

It still downloads a PowerShell code (the main ViperSoftX script) to crawl through different paths in the system

for cryptocurrency wallets. ViperSoftX scans for these cryptocurrency wallets in local directories:
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e Armory

e Atomic Wallet
e Binance

e Bitcoin

e Blockstream Green
e Coinomi

e Delta

e Electrum

e Exodus

e Guarda

e Jaxx Liberty
e Ledger Live
e Trezor Bridge

The malware also checks for the following wallets via browser extensions:

e Binance

e Coin98

e Coinbase

e Jaxx Liberty

e MetaMask

e Mew CX (now Enkrypt)

Install browser components:

e Brave Browser
e Chrome

o Firefox

e Microsoft Edge
e Opera

The updated version of ViperSoftX includes a check mechanism for two password managers, namely KeePass 2
and 1Password. Noting the malware’s capability to scann KeePass, we looked into the possible abuse of the

KeePass security gap CVE-2023-24055, which forces the application to dump stored passwords in plain text (a

feature already disabled in recent patches and versions). According to our investigation, although there are low

numbers of victims related to the exploit, the said detections do not appear related to ViperSoftX victims.
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$searchPaths = @(
"$env:USERPROFILE\Desktop",
"$env:USERPROFILE\OneDrive\Desktop”,
([Environment]::GetFolderPath("Desktop™)),
"$env:PUBLIC\Desktop”,
"$env:ALLUSERSPROFILE\Microsoft\Windows\Start Menu\Programs",
"$env: APPDATA\Microsoft\Windows\Start Menu\Programs™,
“$env:APPDATA\Microsoft\Internet Explorer\Quick Launch\User Pinned\TaskBar"

)s
$searchEntries = @(
[pscustomobject J@{
root = "X¥appdataX%’
targets =
[pscustomobject]@{

name = 'Exodus-A"
path = '"Exodus’

b

[pscustomobject J@{
name = ‘Atomic-A"
path = "Atomic Wallet'

1)

[pscustomobject]@{
name = ‘Electrum-A'
path = "Electrum’

3

[pscustomobject]@{
name = 'Ledger-A"
el . V) mAdmmem | Eaea

Figure 9. PowerShell code searching for the browser link files to inject a command line and load
malicious extensions
[pscustomobject]@{

name = 'Coinbase-B'
path = 'hnfanknocfeofbddgcijnmhnfnkdnaad’

}
}s
[pscustomobject]@{
root = "%SystemDriveX’
targets =
[pscustomobject]@{
name = 'KeePass-A’
path = 'Program Files (x86)\KeePass Password Safe 2\KeePass.exe.config'
¥
[pscustomobject]@{
name = ‘KeePass-B*
path = 'Program Files\KeePass Password Safe 2\KeePass.exe.config'
¥
}s
[pscustomobject]@{
root = '¥localappdata®’
targets =
[pscustomobject]@{
name = ‘1Password’
path = '1Password’
¥
}

Figure 10. ViperSoftX scanning browser extensions and directories for wallets and password

managers

Victims affected: Consumers and businesses alike
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Due to the nature of its arrival technique, we primarily assumed that the targets and victims would be regular
users. However, we were surprised to see that the enterprise sector made up over 40% of the total number of
victims. It is also notable that the leading countries and regions affected by the malware campaign are Australia
and Japan with almost the same numbers, while US came at a close third with almost half as much victims at the

consumer level. On the other hand, the majority of the affected enterprise sector can be found in Asia.

® India 20.4%

@ Pakistan 13.6%

® Philippines 11.6%

Malaysia 6.8%

® France 4.8%

ENTERPRISE Italy 41%
Myanmar 41%

® Brazil 3.4%

@ Taiwan 3.4%

® Thailand 2.7%

@ Others 251%

@ Australia 16.0%

® Japan 15.8%

® United States 11.2%

Taiwan 6.2%

® France 4.8%

CONSUMER Malaysia 4.8%
India 4.2%

o ltaly 4.0%

® Turkey 4.0%

. @ UnitedKingdom  3.5%
® Others 25.6%

© 2023 TREND MICRO

Figure 11. Top 10 countries affected by ViperSoftX malware in the enterprise (top) and consumer (bottom) sectors

Source: Trend Micro Smart Protection Network (SPN)

Conclusion and insights
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While other cybercriminals use sideloading to load another non-binary component (usually the encrypted payload,
which comes together as a package with the normal executable and the sideloaded DLL), the chosen techniques of
the actors behind ViperSoftX (which involve using WMI Query Language (WQL), DLL sideloading/DLL load

order hijacking, PowerShell reflective loading, browser hijacking, and C&C protection) are sophisticated.

The cybercriminals behind ViperSoftX are also skilled enough to execute a seamless chain for malware execution
while staying under the radar of authorities by selecting one of the most effective methods for delivering malware
to consumers. Although we have observed some changes throughout their campaigns, the pace of ViperSoftX’s

development can be considered slow compared to other types of stealer malware.

The group behind this malware has been doing this for a number of years, and it knows its target systems based on
the simultaneous use of techniques to steal cryptocurrencies and passwords. In this respect, we believe there are
actually at least two groups responsible for this ViperSoftX campaign based on the malware’s C&C
communication. As the first set of players, the main group is responsible for the deployments. On the other hand,
considering the monthly change of C&C servers and communication exchange, we believe in the possibility of
another group involved based on the different coding or C&C scheme. ViperSoftX uses a domain-generating
algorithm (DGA) to hide its C&C server and generate useless traffic. From the DGA technique, we observed that
majority of the activities are dominated by the main group, which utilizes a simple DGA. However, there are a
number of activities that appear to use a different DGA. We do not discount the possibility that these can either be

older samples or different operators entirely.

While ViperSoftX appears to be targeting consumers considering its chosen means for entry, we found it
interesting that it also affects the business sector. One possible theory behind why businesses are affected by this
campaign has to do with recent layoffs and possible budget cuts. While some users might be looking to freelance
and upend their incomes while in between jobs, others might have been prompted to download tools from
unofficial platforms to “save costs” and circumvent tools not found in office-issued devices. Nonetheless, we
strongly recommend that users download the software and applications they need from official platforms. Cracks
and other illegally owned software will only work for certain periods since majority of license verification
methods are now done in the cloud. If features such as updates to circumvent the replacement of cracks or patches

are disabled, users would then be putting their respective systems at greater risk of attacks or infections.
Here are some additional recommendations to prevent the risks of infection from malware types like ViperSoftX:

e Download software and applications from official platforms and sources.

 Instead of downloading illegal software, choose alternative freeware solutions from reputable sources and
platforms.

e Download security solutions that can detect and block malicious components in seemingly legitimate and

non-malicious software and applications.
Trend Micro solutions

Trend Micro customers are protected from threats like ViperSoftX with Trend Micro Vision One™products, which

provides multilayered protection and behavior detection, thereby blocking questionable behavior and tools before
a piece of malware can do any damage. Implementing a multifaceted approach can aid organizations in securing

potential entry points into their systems such as endpoint, email, web, and network. With the help of security
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solutions that can identify malevolent elements and questionable activities, enterprises can be safeguarded via

automated protection while also ensuring that no significant incidents go unnoticed.
Indicators of Compromise (IOCs)
The list of IOCs can be downloaded here.

Tags

Source: https://www.trendmicro.com/en_us/research/23/d/vipersoftx-updates-encryption-steals-data.html

Page 12 of 12


https://www.trendmicro.com/content/dam/trendmicro/global/en/research/23/d/vipersoftx-updates-encryption-steals-data/IOCs_ViperSoftX-updates-encryption-steals-data.txt

