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Cuba Ransomware

(mudpoBanbIIMK-BbIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KpPUITO-BBIMOTAaTe b MU(GPYeT aHHbIe KOPITOPAaTUBHOM ceTu ¢ roMolipio AES, a 3ateM TpeOyeT BLIKYT B #
BTC, utobb1 BepHYTE (haiiiel. OpurnHaabHOE Ha3BaHWE: B 3al¥ICKe He yKa3zaHo. Ha daiine HamucaHo: Het

JlaHHBIX.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.30823, Trojan.Encoder.30979, Trojan.Encoder.31964, Trojan.Encoder.33101
BitDefender -> Trojan.GenericKD.32976553, Gen: Variant.Johnnie.215261

Avira (no cloud) -> TR/FileCoder.xacls, HEUR/AGEN.1041333

ESET-NOD32 -> Win32/Filecoder.OAE

McAfee -> RDN/Generic.dx

Rising -> Ransom.Gen!8.DE83 (CLOUD), Trojan.Filecoder!8.68 (CLOUD)

Tencent -> Win32.Trojan.Gen.Hryu, Win32.Trojan.Gen.Pdlp

VBA32 -> BScope.TrojanDownloader.Deyma

Symantec -> Downloader

© I'emeanorus: Buran ? >> Cuba

I/1306pa>KeH1/1e — TOJIBKO JIOI'OTHUIT CTAaThbU

K 3ammdpoBanHbM (aiinam nobaemsieTcs pacimvpenue: .cuba
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Tak>xe ucronb3yetcs (aiioBbIA MapKep FIDEL.CAOBHﬂMaHne! Hogble pacmvipenysi, email ¥ TeKCTbI 0
BBLIKYTIE MO)KHO HAMTH B KOHIIe CTaThbH, B 0OHOB/IEHUSIX. TaM MOTYT ObITh Pa3/UUUs C TIePBOHAYATBbHBIM

BAPHUAHTOM.

PaHHsAs aKTUBHOCTh 3TOT0 KPUIITO-BBIMOTIaTe/Isl MPUIILIAach Ha KoHel Aekabpst 2019 - Hauaio 2020 1.

OpI/IEHTI/IpOBaH Ha aHIJIOA3BIYHBIX HO]]])3OBaTeHEI‘;I, UTO HE MellIaeT PACIIPOCTPAHATD €r0 10 BCEMY MUDY.

3amuicka c TpeboBanueM Beikyma HasbiBaetcs: !!! ALL YOUR FILES ARE ENCRYPTED !!.TXT

- S
71 91 ALL YOUR TILIS 21 [MCEYPTID it — Racasiar e X

@uar (s dopuar  Beg  Dopees

[t YOUR FILES ARE ENCRYPTED 11

nmay Cuse pormanent data oSS,

Cojiep>xaHue 3aMMCKH 0 BbIKYIIe:

11 YOUR FILES ARE ENCRYPTED !!!

All your files, documents, photos, databases and other important
files are encrypted.

You are not able to decrypt it by yourself! There is only one method
of recovering files it is purchase an unique private key.

Write to happy_sysadmin@protonmail.ch

Your personal ID: 2

Attention!

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

ITepeBop 3anicKu Ha PYCCKHI SI3BIK:
!N Barmwm catinbl 3amvdpoBanbl !
Bce Baru daiisbl, JOKyMeHTHI, hoTorpaduu, 6a3bl JaHHBIX U IPyTHe BaXKHbIE (aiiyibl 3aIi(POBaHBI.
Br1 He MoxkeTe pacimpoBaTs 310 camu! ECTh TOMBKO OfjfH Cr1oco6 BOCCTaHOBIeHUs (aiiyioB - 3TO TTOKYTIKa
YHHUKAJIBHOTO 3aKPBITOTO K/TIOYa.
[Mummre Ha agpec happy_sysadmin@protonmail.ch
Bam ymuneii ID: 2
Baumanue!
* He neperiMeHOBBIBaiiTe 3aliu(poBaHHble (ailibl.

* He nbITaiiTech paciim@poBaTh BallM JJaHHbIE C TIOMOLLBI0 CTOPOHHUX MPOrpaMM,
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9TO MOXXET BbI3BATh ITOCTOAHHYIO ITOTEPHO dHHBIX.

Texnnueckue AeTa/ik

Mo>KeT pacripoCTpaHAThCS MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHburypaiuio RDP, ¢ momMoiipio email-criama
Y BPEJIOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIJIOUTOB, BPEIOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,
(hanbIMBBLIX 0OHOB/IEHUH, TIePENaKOBAaHHBIX U 3aPa)KEHHBIX MHCTAIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacIpoCTpaHeHus KPUITTOBLIMOTaTe el Ha BBOAHOU CTpaHulle biiora.

OHy}KHO BCeryja UCT0/1b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecu BbI nipeHe6GperaeTe KOMILJIEKCHOM aHTUBUPYCHOM 3arruTol Kiacca Internet Security viu Total Security, To

x0Ts1 OBl ZiefaliTe pe3epBHOe KOMMPOBaHKUe Ba)XXHBIX (aiiyioB 1o MeTosy 3-2-1.

» CKpUHILOTHI leMOHCTpUpYoT 3arosioBok FIDEL.CA B kofie 3aiin¢poBaHHbIX (aiinoB. bes comHeHus

BbIMOI'aTe/Iu MCII0/1b30Ba/IU 3TO U3BeCTHOEe UM HeCquaﬁHO. 3TO MOILJIO OBITH CAeJ/IaHO paJu 3riaTaxkd.

mme Thumba dt2uba ol =

i indicators (1

FIDELCH
¥ 8
FLS) strangs (0/487) o1£]

H=¥XnPRe

Crucok (aii/IoBbIX paclIMpeHHi, MOABePralIuXcs MuppoBaHHIO:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

daiiibl, cBA3aHHBIE ¢ 3TUM Ransomware:
1" ALL YOUR FILES ARE ENCRYPTED !!l. TXT

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (haiina
Pacnionoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

3anucu peecTpa, CBA3aHHbIe ¢ 3TUM Ransomware:
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CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOJK/TIOUEHNUS U CBA3U:

Email: happy_sysadmin@protonmail.ch

BTC: -

Cwm. HiKe B OOHOBJIEHUSIX JPyTHe ajipeca v KOHTaKThL.

CM. HuKe pesy/bTaThl aHA/IHM30B.

Pe3ysibTaThl aHA/IM30B (13 [1€PBOr0 0OHOBJIEHUSI HIKE):

@ Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

«# AlienVault analysis >>

7] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: CPeHSIsI.

[TozmpobHbIe cBesieHNs COOMpParOTCs perynsipHo. ITpuckinaiiTe 06pasibl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===

BapuanT ot 22 ssuBaps 2020:
Pacummpenue: .cuba

3anmcka: !'FAQ for Decryption!!.txt
Email: iracomp4@protonmail.ch

Pesynwrartel aHanusos: VI + VMR
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b VFAQ for Decryption!! license tat.cuba
Text Document CUBA File
371 bytes TA5EKB
readme.docuibd.cuba inctrib.rar.cuba
CUBA File CUBA File
4.75 KB 560 KB

» CopeprkaHue 3aricKu:

Good day. All your files are encrypted. Fop decryption contact us.

Write here iracomp4@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our servers.
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

Bapuanr ot 10 deBpans 2020:
Coo0irenue >>

Pacumpenue: .cuba

3ammcka: !'FAQ for Decryption!!.txt

Email: iracomp2@protonmail.ch
Pesynerartsl aHamu3os: VI + VMR

» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.30979
BitDefender -> Gen:Variant.Johnnie.215261
Avira (no cloud) -> HEUR/AGEN.1041333
Rising -> Trojan.Filecoder!8.68 (CLOUD)
Tencent -> Win32.Trojan.Gen.Pdlp
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» CopepkaHue 3am1cKu:

Good day. All your files are encrypted. For decryption contact us.

Write here iracomp2@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our servers.
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

Bapmuant ot 14 mapra 2020:

Pacumpenue: .cuba

3arnmcka: !'FAQ for Decryption!!.txt

» CopepkaHue 3am1cKu:

Good day. All your files are encrypted. For decryption contact us.

Write here iracomp2@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our servers.
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

Bapwuanrt ot 4 utons 2020:

Paciummpenue: .cuba

3ammmcka: !'FAQ for Decryption!!.txt

Email: mrddnet_support@protonmail.ch

®aiin: CC.exe

» CopepyKaHue 3aruCKU:

Good day. All your files are encrypted. For decryption contact us.
Write here mrddnet_support@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our servers.
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

» OGHapy>KeHHUs:

DrWeb -> Trojan.Encoder.31964
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Avast/AVG -> Win32:Malware-gen

Avira (no cloud) -> TR/AD.ZDIder.wtwnt
BitDefender -> Trojan.GenericKD.43285712
ESET-NOD32 -> A Variant Of Generik. CGSYLIU
Kaspersky -> Trojan-Ransom.Win32.Encoder.jcd
Malwarebytes -> Ransom.Fidel

McAfee -> RDN/Akbot

Microsoft -> Trojan: Win32/CryptInject! MSR
Rising -> Trojan.Kryptik!1.C427 (CLOUD)
Symantec -> ML.Attribute.HighConfidence
Tencent -> Win32.Trojan.Encoder.Eek

TrendMicro -> Possible_ SMHPQAKBOTTH

Bapwuanr ot 10 urona 2020:

Coobirjenue >>

Pacumpenue: .cuba

3amnmcka: !'FAQ for Decryption!!.txt

Email: achtung_admin@protonmail.com

®aiin EXE: kalt.exe

Mirotekc: Global\SvcctrlStartEvent_A3752DX

» Copep)KaHue 3aruCKu:

Good day. All your files are encrypted. For decryption contact us.
Write here achtung_admin@protonmail.com

We also inform that your databases, ftp server and file server were downloaded by us to our servers.
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,
it may cause permanent data loss.

Pesynbratel anammsos: VT + IA + HA + TG

» OOHapy>KeHHUs:

DrWeb -> Trojan.MulDrop4.25343

BitDefender -> Gen:Heur.Mint.Titirez.1.23

ESET-NOD32 -> A Variant Of Win32/Kryptik. HEPB
Kaspersky -> Trojan-Ransom.Win32.Gen.xpi
Malwarebytes -> Trojan.MalPack.GS

Microsoft -> Trojan:Win32/Ymacco.AAE9
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https://www.virustotal.com/gui/file/e942a8bcb3d4a6f6df6a6522e4d5c58d25cdbe369ecda1356a66dacbd3945d30/detection
https://analyze.intezer.com/#/analyses/e350d2e1-92d8-4511-b332-5c6e1e649503
https://www.hybrid-analysis.com/sample/e942a8bcb3d4a6f6df6a6522e4d5c58d25cdbe369ecda1356a66dacbd3945d30/5f08a601dde4f65e9a142daa
https://tria.ge/reports/200710-t6cqb3fw8e/behavioral1

https://id-ransomware.blogspot.com /2019 /12 /cuba-ransomware.html|

Rising -> Ransom.Gen!8.DE83 (CLOUD)
Symantec -> ML.Attribute. HighConfidence
TrendMicro -> Ransom_Gen.R011C0GG820

Bapwuanrt ot 3 aBrycra 2020:
Coobirjenue >>

Pacumpenue: .cuba

Email: aam_sysadmin@protonmail.com

Pesynwrartel aHanmu3os: VT + IA + TG

» CopiepkaHue 3am1cKu:

Good day. All your files are encrypted. For decryption contact us.

Write here aam_sysadmin@protonmail.com

We also inform that your databases, ftp server and file server were downloaded by us to our servers.
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

Bapuanr ot 13 Hosiopst 2020:

Pacmvipenue: .cuba

3ammcka: !'FAQ for Decryption!!.txt

Email: helpadmin2@protonmail.com, helpadmin2@cock.li

Pesynwrartel aHanusos: VT + IA + VMR

" SFAD fer Decryption® 1n - Bl netes | (i
Faher Edfion Fomal  Sfekhage !

wood oay. A wour T1les are erdrypied. For decryptlon CONTact us.

write hore helpadwini@protonmad 1, com

reserve Bl padni nogsack. 1

we also inform that your databases, Ttp server and 7118 server wore downloaded By us to our

- Hl ot rename @
= Do rat Ly

T QY Cause per
* 00 NOT STOp Pro

r data using third party softwars

ata loss
encryprion, because partial emoryption carmot be decrypred

Email-agpeca agpyrux BapuaHTOB:
under_amur@protonmail.ch
fedelsupportagent@cock.li
admin@cuba-supp.com

cuba_support@exploit.im
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https://twitter.com/JAMESWT_MHT/status/1290245155987980289
https://www.virustotal.com/gui/file/271ef3c1d022829f0b15f2471d05a28d4786abafd0a9e1e742bde3f6b36872ad/detection
https://analyze.intezer.com/analyses/54b53065-390a-41d3-aa14-2d725cc122ab
https://tria.ge/200804-d3e1b2phf6/behavioral1
https://www.virustotal.com/gui/file/33352a38454cfc247bc7465bf177f5f97d7fd0bd220103d4422c8ec45b4d3d0e/detection
https://analyze.intezer.com/analyses/a8728ee4-a923-48b4-bf0f-524ff67bed4f
https://www.vmray.com/analyses/33352a38454c/report/overview.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiGsMyx2JmS1B1ScP2nugSptuJJbEclstxv1Ur208xoUhSP4m1B5UdP9_NDjwCDPEX_a9qWtHynbWL8h_4t11F3bxWhmnsi7dtkM7m1c7UhsBO5qFvehJ_AoFkq61jkn78z0GO6k0EC3kTCUsgyTNOen26svcnbih6OVCcG9LC_btT7z-nZmJZmRyCu/s768/note-13-11-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiGsMyx2JmS1B1ScP2nugSptuJJbEclstxv1Ur208xoUhSP4m1B5UdP9_NDjwCDPEX_a9qWtHynbWL8h_4t11F3bxWhmnsi7dtkM7m1c7UhsBO5qFvehJ_AoFkq61jkn78z0GO6k0EC3kTCUsgyTNOen26svcnbih6OVCcG9LC_btT7z-nZmJZmRyCu/s768/note-13-11-20.png

https://id-ransomware.blogspot.com /2019 /12 /cuba-ransomware.html|

=== 2021 ===

Bapmuanr ot 20 siuBaps 2021:

Pacumpenue: .cuba

3ammumcka: !'FAQ for Decryption!!.txt

Email: LR_FWS_H2M_ET@protonmail.ch

Tor-URL: http://cubadmp6ximo2zlo.onion/

» CopiepkaHue 3arm1cKu:

Good day. All your files are encrypted. For decryption contact us.
Write here LR_FWS_H2M_ET@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our servers.
Check our platform: http://cubadmp6ximo2zlo.onion/

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

BbiMorareny co3fjany cait, ucnonb3yromumii hororpadun Ougens Kacrpo.
Oo6HoBenue ot 18 deBpans 2021:

Araka Cuba Ransomware Ha HIMPOKO HcIob3yemyto B CIITA ciy»x0y aBTOMaThyecKoro rnepeso/a

cpencts (ATFS) crana npuunHOM 0(ULIMaTBHBIX YBeIOMIEHHH 00 yTeuke JaHHBIX U3 MHOTHUX TOPO/JIOB U areHTCTB
B Kanudoprauu u Bammartone (CIIIA). Ot ropoja, ucnosb3ytomue AFTS s 06paboTku miareskeit win
TIPOBEPKU a/IpeCOB, BEIHY>K/IEHBI ObUTH PaCcKPBITh MOTeHIHa/IbHbIe yTeuky AaHHbX. AFTS HaxopuTcs B Custre,

wtat BamumHrrod. VX cailT o cux mop B JjayHe.

Huke MbI TIepeurc/IIM HEKOTOPBIE TOPO/iA U areHTCTBA, KOTOPbIE BBIMTYCTU/IH YBeAOM/IEHHE 00 yTeuKe JaHHbIX.

BeposiTHOCTB TOTO, UTO UX OyZeT Oosibllle, OUeHb BeJIMKa. BOT 3TOT CITUCOK:

[enapramMeHT aBTOTPaHCIOPTHBIX cpeficTB KamidopHun
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEd4zRRkNbekXBSf5WSjqo7pJzi6riBkad5iXcEXk3LimD-R2LAtGqpd3JhIfPytM410GX3jELaltBSRK-HRHPJIuqovZpK-teLkBIrVx08_jTkBGT-OnvLRQUyeNQqkotAtkEia8Kcdht8PcoeHnT-je8JCB02XDD1A8mqLndfKuiDmQJvBq2e7vJ/s754/afts.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEd4zRRkNbekXBSf5WSjqo7pJzi6riBkad5iXcEXk3LimD-R2LAtGqpd3JhIfPytM410GX3jELaltBSRK-HRHPJIuqovZpK-teLkBIrVx08_jTkBGT-OnvLRQUyeNQqkotAtkEia8Kcdht8PcoeHnT-je8JCB02XDD1A8mqLndfKuiDmQJvBq2e7vJ/s754/afts.png

https://id-ransomware.blogspot.com /2019 /12 /cuba-ransomware.html|

T'opon Kupkieng, BaivHrron

Topopn JIvHByz, BamHrron

T'opox Monpo, BatumHrron

lopog, CusTn, BammHrToHn

Kommanust BogocHabkeHust B JIelikByzie, BalliHI TOH
IIpucrans B OBepeTTe, BallvHITOH

U IpyTHe.

=== 2022 ===

Bapuasr ot 7 deBpasns 2022:

Pacummpenue: .cuba

3ammumcka: !! READ ME !l.txt

Email: belingmor@cock.li, admin@cuba-supp.com
Jabber: cuba_support@exploit.im

Tor-URL: hxxx://cubadikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqd.onion/

Pesynbrarel ananmusos: VT + AR
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https://www.virustotal.com/gui/file/0c0769a5018a37076a7511714d42ae035826e7708c92e23abb5d2aaeb9919dfa
https://app.any.run/tasks/4a61f5f5-3ed4-4c72-bfd7-d5b97252bc86/
https://blogger.googleusercontent.com/img/a/AVvXsEiO7Pvruc08J-CtcUNK3K5OpGF5pMciKaS-C8k8c4ZjuSRP0eMgBIbOhUW0Ct1-nE5Lw6MivByaft-qdlXE62nx9Z0gd_4OOkLIQtCuMUexBuqDENTWbWjDpR_tpf6niKRDb6hbH5MuPuhDrzcExuzbPhI1rgP-3pdx2vpvP3nCKqQEpqOg-hQGZtJH=s853
https://blogger.googleusercontent.com/img/a/AVvXsEiO7Pvruc08J-CtcUNK3K5OpGF5pMciKaS-C8k8c4ZjuSRP0eMgBIbOhUW0Ct1-nE5Lw6MivByaft-qdlXE62nx9Z0gd_4OOkLIQtCuMUexBuqDENTWbWjDpR_tpf6niKRDb6hbH5MuPuhDrzcExuzbPhI1rgP-3pdx2vpvP3nCKqQEpqOg-hQGZtJH=s853
https://blogger.googleusercontent.com/img/a/AVvXsEiP_VEcQPFzuPDp62eo8QvUAym_lCDUf9baO0RAC_Rc9vKTn_E-w1UHe3TC18EW6Q9GlkjhOV_DkVzugfyuM6lwko57GCVKI8OFNoxYkLTbc6_nVMKmVIH4QAcOx5tsVxa58u6M6ubVPuEwFVdmJ_vIhBA57yrCTLlurwBb-XbWsEdsBxDtDOkw8SFt=s797
https://blogger.googleusercontent.com/img/a/AVvXsEiP_VEcQPFzuPDp62eo8QvUAym_lCDUf9baO0RAC_Rc9vKTn_E-w1UHe3TC18EW6Q9GlkjhOV_DkVzugfyuM6lwko57GCVKI8OFNoxYkLTbc6_nVMKmVIH4QAcOx5tsVxa58u6M6ubVPuEwFVdmJ_vIhBA57yrCTLlurwBb-XbWsEdsBxDtDOkw8SFt=s797

https://id-ransomware.blogspot.com /2019 /12 /cuba-ransomware.html|

Oo0HoB/IeHNsA Masa-uIoHsAa 2022:
Oo6noByenne 1 gekadbps 2022:

@®FBP: cuba Ransomware mosyurnia 60 MUIIMOHOB [0/171apoB OT 6osiee uem 100 OCTpa/iaBIIKX.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 4

k Read to links:

myMessage + Message

ID Ransomware (ID as Cuba)

Write-up, Topic of Support

*

Thanks:

Andrew Ivanov (author), Michael Gillespie
quietman7, sayso, Dmitry Bestuzhev

Marc Rivero Lépez, xiaopao

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/12/cuba-ransomware.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/Amigo_A_/status/1212145883615256576
https://twitter.com/Seifreed/status/1245311701827891201
https://www.bleepingcomputer.com/forums/t/710572/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png

