https://any.run/cybersecurity-blog/orcus-rat-malware-analysis/

Orcus RAT Technical Malware Analysis and Configuration

Extraction

By hardee

Published: 2023-02-13 - Archived: 2026-04-05 18:40:12 UTC
Our malware analysts are always on the lookout for and researching various malicious samples. This time we
came across Orcus RAT in ANY.RUN online malware sandbox and decided to perform a technical malware

analysis. In this article, you will learn how this RAT stores and protects its configuration and how to write the

memory dump extractor in Python.

What is Orcus RAT?

Orcus is a Remote Access Trojan with some distinctive processes. The RAT allows attackers to create plugins and

offers a robust core feature set that makes it quite a dangerous malicious program in its class.

=%

L

The sample for the malware analysis has been obtained from the ANY.RUN database. You can find it and follow

along:

SHA-256 258a75a4dee6287ea6d15ad7b50b35ac478c156f0d8ebfc978c6bbbbc4d441el

We downloaded the Orcus RAT sample and opened it in DiE to get basic information:
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ﬂ Detect It Easy v3.05 [Windows 10 Version 2009](x86_64) — O X

File name
D:f258a75a4dee6287ea6d15ad7b50b35ac478¢c156f0d8ebfco78c6bbbbedda41e1.bin

File type Entry point Base address
PE32

Sections Time date stamp

0003 2022-08-27 09:07:19
Scan i Mode Architecture
Automatic 32-hit 1386
v PE32
Library: NET{v4.0.30319)[-]

Compiler: VB.NET(-)[-]
Linker: Microsoft Linker(8.0)[GUI32,admin]

|:| Deep scan |:| Recursive scan |:| All types

154 msec

The DiE results show that we are dealing with a .NET sample. And it’s high time to start malware analysis of

Orcus. For this matter, DnSpy comes in handy.

¥ X Orcus (1.0.0.0) X

Orcus RAT classes overview

Our primary research goal is to find the RAT configuration. The first destination point is malware classes. While

going through them, we bump into a namespace called Orcus.Config, and it contains the following classes:

e Consts include information about the different files and directories that Orcus RAT uses. For example, the
path to the file where user keystrokes are saved or to the directory where the plugins used by a sample

reside.
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v X SettingsData X

Orcus malware resources

Inside the Settings class, we see the GetDecryptedSettings method. Later, it calls out the AES.Decrypt. After

noticing it, we can suppose that the AES algorithm encrypts the malware configuration:

GetDecryptedSettings() : string X

The AES class is imported from the Orcus.Shared.Encryption. The only problem is that the assembly doesn’t

contain such a namespace. To find it, we can go to the Orcus RAT resources:
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P =B Type Referen
P =B Reference
4 @l Resourc

We seem to have found an assembly orcus.shared. But what is this costura prefix? And why is the assembly
stored with a .zip extension? We extracted this resource and tried to unpack it. Unfortunately, it was a miss —

despite the .zip extension, this resource is not an archive.

Realizing that, at some point, this assembly must be loaded into the application, we make a decision to look for
another place where this happens. Of course, keeping that strange costura prefix in mind. And it didn’t take us
long — we have found the Costura namespace that contains the AssemblyLoader class. It is supposed to load the

assemblies packed in Orcus resources.

¥ X Assemblyloader

M Derived

9]

ppDomain currentDomain = AppDoma
currentDomain

Inside the AssemblyLoader class, we have caught how assemblies are loaded from resources:
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fullname)

tream(fullname))

sourceStream, Compr ionMode.

am memoryStream = emorySt
(deflateStream, memo
memoryStream.

memoryStream;

m(fullname) ;

After repeating this operation with_CyberChef, we got an unpacked assembly.

Recipe By Input legth: w007+ [ 5] W =
Raw Inflate
Start index nitial output buff. Buffer expansi...
@ e Adanptive
) X
Plesoe (i A D - . Name: costura.orcus.shared.dll.zip
erify resul
decompression y Size: 160 967 bytes
#<File icon
Type: application/zip
Loaded: 100%
x x time:  1sms
Output A« Length: 364696 B |_D M| Qg
ines: 72
I!,.LIIThis program
v
STEP v
f— Auto Bake

To avoid any second thoughts, we upload the unpacked assembly to DnSpy. Hopefully, it can confirm or deny our

assumption about the encryption algorithm used by the Orcus RAT.
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This class contains methods for encrypting and decrypting data, as well as an initialization vector field for the

AES algorithm and a field with the key length. We are not really interested in the encryption process, but the data

decryption is exactly what we need:

( cipherText, passPhrase)

(cipherText))

(cipherText), passPhrase);

[1 cipherText, passPhrase)

sform = rijndaelManaged.Creat

~eam(cipherText))

1 cryptoStream = 9 £ m{memory am, cryptoTransform, Crypt

[cipherText.

/ptoStream );

8, count);

Orcus RAT data decryption
We have found out the following information concerning data decryption:

1. Base64 is applied to the encrypted data besides the AES algorithm.
2. The exact encryption type is AES256-CBC.
3. We identified how the encryption key is derived.

StreamMode.

Let’s discuss this stage, this one is definitely interesting. To generate the key for a given string, Orcus uses the

PasswordDeriveBytes class, which is based on the PBKDF1 algorithm from Microsoft. The malware uses the

default settings: it means that the number of iterations for key generation will be 100, and the hashing algorithm

will be SHAL.
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rtes( strPassword, [1? rgbSalt, C

d, rgbSalt, "SHA1", 180, cspParams) { }

Are you wondering how it’s done? Here is a scenario:

The first 20 bytes proceed as usual, then a byte counter is added to each hashed byte of the inherited string from
the 20th to the last byte. Taking it into account, we implemented this in Python:

__pbkdfl(self, password, salt, count=32, iterations=188) -> b
do_hash(data) -> byte
_shal = hashlib.shal(
_shal.update(data)
data = shal.digest()

)
return data

if len{salt) » @:
password password + salt

for i in ra ‘iterations - 1):
password = do _hash(password)

ret = do_hash{password)

i=1

while len{ret) < count:
ret += do_hash(by str(i), encoding="ascii") + password)
i+=1

~eturn ret[:count]

Knowing the correct key, you can decrypt the data using CyberChef.
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q = length: 15384 =
Recipe Gl Input e . tO3E®=
o n 30E5516w+eted/Thoo3gIWw2A7VpLWX1n9@FwscxxcmBeWLaZznsdlm/LvTgk2jqfemT371+CaI071mASWSITHT Jy6AquwVL7cE

A ESYOpMyVZIK+68gV25 C6]gvHX9e17ZowF 184N paligbEOVEg+6TuydUdyW3Pef 2GVFX0+8s 1KCtKoadderHuwbwHPCK9 dHO
Alphabet 97MytVF87WD/TujczjINcAwplisMI03kosQ/F8rIHt6mK1aEE7MTESFKEChIpx+MmZ TPIdetwvigkDzsrfCClogbkIwzuesbhsy
A-Za-28-9+/= h zBCvnBNiAtric/5513ftSd1e5]oNGTIOFYhAZE1SgqIAQ14nDX30a2 b 7AMy+Rq651Xjh2GtFJRFRBUMEETTVP19GR+HE X00

KXZWglgdgqYru6j6UzZyWfDzjtGoqurigudz+eFFvhjgb3RREzohXsKiGnac/H+HIja7if1SwkThqCWe611Zp/e6yaFF+/qulq
@ZGEmMNXIUbwobPAj Tr0e9T1YBmpUH1p84+dEp60eY sSk94D1Cqfeb3GoPVS1MABhOpDF cRh16XDSOkBgMIXVIwQeR7He/ruso
Remove non-alphabet chars \:\ Strict mode Ey31EbIBphByuCrquIsTtXqAtzK]puYO6I pborHzZaAT 11Xv5C8TFy5IYR7TshdhYwkuRq+awF pgYU/PebDoks IqmiH/f4+bbQ
fCzSx++z2fKfoXn5Nc+ech/b8GAIMALXHKeXB+EpR6mkz thZOE6MWKTVYHIbGXUILbwoevfdXT73em9Cc8yK3LjMrvO/X3C7R
70XM/SYsFxKs/Gp74aIksTRx8D3dw+fTOMPehMOS7L8e5CHE5 TFe6YZ TIEWSZvapjgX438D1skpnyYIDsQZYqusI6PrPftmnrs
AES Decrypt o n UzsG2eEiluvihky2Uz0aCasRoy TwSLDzWHV3nfggrhaCX74CCI0Ke219eNIZ3FzYqy st@obs+LyveC76pAR7X3VEW+DSXhGOg
XLVRxBS InmsV/4eryCrhr6SdhHeaC07sH8BACMVT26TOfwY 7BfyTj066qT/vZ1E066GKICTI1ZyiZ/G5SygibtMHeMML+3hDy

561.\/5434738C1FFA7635528C8D77E97A8544F78 HEX ~ VBR5GrgmOiwFIQRIFyH2pYpDo3ndpE6PQzXquwQyRBsC3T140go1nPRYkDCY S5t JHI7YF5dkVpS8EMDE24vIR7IIVZ Idkml jhitk

UtsnT3Rq1EG51McGNXAZIUCILAHY G Al+ymCfiMcBvQ8B jGwOLD85q3Uh3xNisaXRIafB/ox3pghzBuwpfQVCkE6UbBGNrz11]

v f04Gz+YjufB4jYIyIGF2x9iQhPogWF okSr40ZbePil+ml GgxanHIREEIBUXquUbBWxVvhRY6IHHIk131YaYqI7jadahzK1MIYzZ

esjufcbsoyzubes SRR i S O SN
time: lams

Mode Input Output Output length: 11523 [ F|:| M| 29
CBC Raw Raw Hness 222

<?xml version="1.8" encoding="utf-16"?>
<ClientConfig xmlns:xsi="http://www.w3.org/2001/XML.Schema-instance”
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"™>
<PluginResources>
<PluginResourceInfo>
<ResourceName>6c64e1b73f5ba176beb77cc8d2c7f27F< /ResourceName>
<ResourceType>ClientPlugin</ResourceType>
<Guid>dccbcldb-f7d1-413d-bbad-72611d485d3a</Guid>
<PluginName>BSoD Protection</PluginName>
<Pluginversion»2.0</Pluginversion>
</PluginResourceInfo>
<PluginResourceInfo>
<ResourceName>8f6046c131alaleab3d1164eb796c116< /ResourceName>
STEP m <ResourceType>ClientPlugin</ResourceType>
Auto Bake <Guidrebee5674-bbo4-46c7-8bbc-5729af6e2c28</Guids

As aresult of decoding, we get the malware configuration in the XML format.

XML Tree

TTRY

... ject » ClientConfig » Settings » ClientSetting » 5 » Properties » PropertyNameValue » Name
v ClientsSetting [22] a
P o {2}
1 {2}
2 {2}
3 {2}
4 {2}
5 {2}

¥ Properties {1}

4 v v v v

¥ PropertyhNameValue {2}
Name * IpAddresses
v value {2}
¥ IpAddressInfo [2]
v o {2}
Ip : fire-possib
Port : 52932
v 1 {2}
Ip ‘ joe.katana.lol
Port : 55535
_xsi:type * Array0fIpAddressInfo

ity.at.playit.gg

_SettingsType : Orcus.Shared.Settings.ConnectionBuilderPro
perty, Orcus.Shared
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Automating the configuration extraction process of Orcus RAT

Now, we will write a Python script with the necessary data to decrypt and automate the configuration extraction.
After studying some samples, we have seen that the strings with the encrypted data are located one after another in
the UserString stream between two other specific UserString objects (the strings “case

FromAdministrationPackage.GetScreen” and “klg_”).

Next, using the dnfile library, we implement a simple algorithm that iterates through the UserStrings looking for
the strings mentioned above. And it’s important to note that the number of received strings between them must be

three:

1. The main encrypted configuration of malware
2. The encrypted configuration of the plugins that Orcus uses

3. The key from which the AES key will be generated

cfg _data = []

= dn.net.metadata.streams.get (b #U5",

String{buf})

: br

F s.value == "ca .
should collect data =

You can also always use ANY.RUN service to automatically retrieve the Orcus RAT configuration. It’s a much
easier way to analyze a malicious object in a short period of time. For example, the sandbox has already retrieved

all data from this Orcus sample, so you can enjoy smooth research.
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Malware configuration
Here are the details of the configuration PID 640 X

Orcus (1) Hide all L SON

Orcus is a modular Remote Access Trojan with some unusual functions. This RAT enables attackers to create plugins using a custom development library and offers a
robust core feature set that makes it one of the most dangerous malicious programs in its class.

Never show
PID: 640 javaUpdate.exe

=l
“fire-possibility.at playit gg:52932",
“Joe.katana.lol:55535

1

-1
{

" "415434738c1fa7635528c8d77e07a8544f7808912652f07e2c
2c88a8bb4b596",

}
].

~:{
" "TaskScheduler”,
" "JavaUpate”,
" "true’,
©true’,
" "JavaUpate®,
" "true”

" “true’,
": "Discord.exe”,

Conclusion

In this article, we briefly analyzed the Orcus RAT and automated its configuration extraction. The_full version of

the extractor is available at the link, so don’t forget to check it out!

Orcus has become another chapter in our malware analysis series. Read our previous posts about STRRAT and

Raccoon Stealer. What should we cover next?

The post blitz survey
e What is Orcus RAT?
Orcus is a Remote Access Trojan that allows attackers to create plugins and offers a robust core feature.
e Where and how does Orcus store additional assemblies?
Orcus RAT stores additional assemblies inside the the malware resources using a ‘deflate’ algorithm.
e How does Orcus encrypt data?
Orcus RAT encrypts data using the AES algorithm and then encodes encrypted data using Base64.
e How can we decrypt Orcus RAT?

First, you need to generate the key from a given string using Microsoft’s PBKDF1 implementation. Second,
decode the data from Base64. Finally, apply the generated key to decrypt the data via the AES256 algorithm in

CBC mode. As a result of decoding, we get the malware configuration in the XML format.

ls-Reverse Engineer. Malware Analyst at ANY.RUN
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