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&2 Tool: Milan

Milan
Names
James
Category Malware
Type Backdoor
(ClearSky) The Milan backdoor malware infects the computer or server after one or
Description more lure files are downloaded. As a result, a connection is established between the
infected machine and the C&C server using DNS and HTTPS.
Information <https://www.clearskysec.com/wp-content/uploads/2021/08/Siamesekitten.pdf>

MITRE ATT&CK  <https://attack.mitre.org/software/S1015/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.milan>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Milan

Changed Name Country Observed
APT groups
—
Hexane —— 2017-Jun 2022

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=87d100d3-32a9-4cf7-a4d3-2c0769b0e6b2
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