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 Tool: 888 RAT

Names 888 RAT

Category Tools

Type Backdoor

Description

888 RAT Pro Features :

• Native Server

• Work Win ( 7–8–8.1–10 -xp -Vista — 2000–98–95) 64 and 32 Bit
• Persistence startUp (even if it deleted)

• sleep
• hide process (32bit)
• USB spread shortCut New method

• Upx
• spoof any Extention (SCR)

• Disable teskmgr & Msconfig
• Av Obfuscator Usg server Fud
• Uac Exploit 0 day disable & enable

• Bypass AV scanne & Runtime with Unique Stub Generator (USG)
• Startup Scheduled

• Hide installation
• 2 Costom Builder
• Icone changer

• Bind any kind of file

Information
<https://medium.com/@majidashfaq53/888-rat-pro-versionwindows-android-free-download-
13586fa1c9c6>

<https://www.welivesecurity.com/2021/09/07/bladehawk-android-espionage-kurdish/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.888_rat>

Last change to this tool card: 28 December 2021
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https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8b2de120-e49b-480a-bbbc-9b81b2c470c9

Page 1 of 2

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8b2de120-e49b-480a-bbbc-9b81b2c470c9
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=8b2de120-e49b-480a-bbbc-9b81b2c470c9
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Tools
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://medium.com/@majidashfaq53/888-rat-pro-versionwindows-android-free-download-13586fa1c9c6
https://medium.com/@majidashfaq53/888-rat-pro-versionwindows-android-free-download-13586fa1c9c6
https://www.welivesecurity.com/2021/09/07/bladehawk-android-espionage-kurdish/
https://malpedia.caad.fkie.fraunhofer.de/details/apk.888_rat
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=888%20RAT&o=j


All groups using tool 888 RAT

Changed Name Country Observed

APT groups

  RevengeHotels [Unknown] 2015  

1 group listed (1 APT, 0 other, 0 unknown)
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