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LokiLocker, a Ransomware Similar to BlackBit Being Distributed
in Korea - ASEC
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AhnLab Security Emergency response Center(ASEC) has confirmed the distribution of the LokiLocker
ransomware in Korea. This ransomware is almost identical to the BlackBit ransomware and their common traits

have been mentioned before in a previous blog post. A summary of these similarities is as follows.
Similarities Between LokiL.ocker and BlackBit

e Disguised as svchost.exe
» Same obfuscation tool used (.NET Reactor)
o Registered to the task scheduler and registry (persistence of malware)

e Ransom note and the new file icon image set after encryption
Disguised as svchost.exe

The BlackBit ransomware, which was covered in a previous post, disguised itself as a svchost.exe file. Similarly,

the recently discovered LokiL.ocker ransomware was also found disguised as a svchost.exe file.
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Same packer used (.NET Reactor)

A .NET Reactor was used to obfuscate the code and deter analysis. By looking at the unpacked BlackBit

ransomware, it becomes clear that the malware was derived from the LokiLocker ransomware.

Page 2 of 6




https://asec.ahnlab.com/en/52570/

’a r~ r

7
¢l He
W FIE

L
o
s
~
N
~
N
F
L

Algorithms.Zip.Decompt

Algorithms.

ls Settinas

s.Implementatiol
Monitors.WinApi
Printers.Enums
).Printers.Filters
Printers.Implementations

-

).Printers.Interfaces

O 0O

(T T R Vo R T

L
w O
—

Loki.Properties
Loki.Utilities.Implementation

Loki.Utilities.Interfaces

Page 3 of 6



https://asec.ahnlab.com/en/52570/

Type References
References
Resources

Registered to the task scheduler and registry (persistence of malware)

Similarities have also been found in their behavioral aspects. The following figure shows that the LokiLocker
ransomware registers itself to the task scheduler and registry under the name”Loki” before it starts its encryption
process. The ransomware also generates its ransom note before it begins encrypting. Afterward, it carries out
actions such as deleting volume shadows to prevent recovery, as well as behaviors aimed at obstructing detection

and leaking information.
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Ransom note and the new file icon image set after encryption
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After successfully infecting a system, LokiL.ocker creates a ransom note named Restore-My-Files.txt in each
infected folder path, containing the message below. The ransom note and the icon of the infected files that have

been confirmed were also found to be very similar to those of the BlackBit ransomware.

Lok locker

All your files have been encrypted due to a security problem with your PC.
If you want to restore them, please send an email |emeraldcrypt@onionmail.org

You have to pay for decryption in Bitcoin. The price depends on how fast you contact us.
After payment we will send you the decryption tool.

You have to 48 hours(2 Days) To contact or paying us After that, you have to Pay Double.

In case of no answer in 24 hours (1 Day) write to this email \emeraldcrypt@protonmail.com
Your unique ID is :

You only have LIMITED time to get back your files!
« If timer runs out and you dont pay us , all of files will be DELETED and you hard disk will be seriously DAMAGED.
* You will lose some of your data on day 2 in the timer.
« You can buy more time for pay. Just email us.
+ THIS IS NOT A JOKE! you can wait for the timer to run out ,and watch deletion of your files :)

What is our decryption guarantee?

« Before paying you can send us up to 3 test files for free decryption. The total size of files must be less than 2Mb (non archived), and files should not contain valuable information. (databases,backups, large excel
sheets, etc.)

Attention!
+ DO NOT pay any money before decrypting the test files.
« DO NOT trust any intermediary. they wont help you and you may be victim of scam. just email us , we help you in any steps.
+ DO NOT reply to other emails. ONLY this two emails can help you.
« Do not rename encrypted files.
ot trv to decrvpt vour data
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AhnLab’s anti-malware software, V3, detects and responds to LokiL.ocker ransomware with a variety of detection
points, including file detection and behavior-based detection. To prevent ransomware infection, users must be
cautious of running files from unknown sources and make sure to scan suspicious files with an anti-malware

program while also keeping the program updated to the latest version. AhnLab’s anti-malware software, V3,

detects and blocks the malware using the following aliases:

[File Detection]
Ransomware/Win.Loki.C5421356 (2023.05.03.00)

[Behavior Detection]
Ransom/MDP.Delete. M2117

MD5
d03823a205919b6927f3fa3164be5ac5

Additional IOCs are available on AhnlL.ab TIP.
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Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/52570
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