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POS malware targets systems that run physical point-of-sale device and operates by inspecting the process
memory for data that matches the structure of credit card data (Track1 and Track2 data), such as the account
number, expiration date, and other information stored on a card’s magnetic stripe. After the cards are first scanned,

the personal account number (PAN) and accompanying data sit in the point-of-sale system’s memory unencrypted
while the system determines where to send it for authorization.

Masked as the LogMein software, the GratefulPOS malware appears to have emerged during the fall 2017
shopping season with low detection ratio according to some of the earliest detections displayed on VirusTotal. The
first sample was upload in November 2017. Additionally, this malware appears to be related to the Framework

POS malware, which was linked to some of the high-profile merchant breaches in the past.

[TLP:WHITE] win_grateful_pos_auto (20251219 | Detects win.grateful_pos.)

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.grateful_pos
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