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What happened between the BigBadWolf and the Tiger?

By asuna amawaka

Published: 2020-05-20 - Archived: 2026-04-05 17:48:42 UTC

While I was doing research for my previous posts, I came across mentions of a trending Chinese-language-based
C2-side controller called KX7kJR (pronounced as Da Hui Lang, which translates literally to Big Gray Wolf). I’'m
just going to call it BigBadWolf here :) Simply because the name is cute, I picked it up and took a closer look.
Turns out, it is modelled after (or should I say, it’s an edit of) the infamous GhOstRAT, and samples that are built

from the BigBadWolf matches GhOstRAT signatures, as well as this YARA rule [1]:

rule IronTiger_GhOstRAT_variant

{

meta:

author="Cyber Safety Solutions, Trend Micro”

comment="This is a detection for a s.exe variant seen in Op. Iron Tiger”

strings:

$mz="MZ"

$str1="Game Over Good Luck By Wind” nocase wide ascii
$str2="ReleiceName” nocase wide ascii
$str3="jingtisanmenxiachuanxiao.vbs” nocase wide ascii

$str4="Winds Update” nocase wide ascii

condition:
$mz at 0 and (any of ($str*))
}

There are plenty of articles and analysis walkthroughs out there on GhOstRATS, given its very long history.
However, I decided to go ahead to further this exploration because I’ve seen this YARA rule hit often enough to
wonder about whether the samples are really related to Iron Tiger, or could it be the case that the strings are no

longer unique enough to identify any particular variant.

I’'m sure that in your lifetime browsing VirusTotal, you would have come across community comments like this:
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Detected by THOR APT Scanner

Detection

Rule: IronTiger_Gh0stRAT _variant

Ruleset: Iron Tiger

Description: This is a detection for a s.exe variant seen in Op. Iron Tiger
Reference: hitp:/igoo.gl/T5fSJC

Author: Cyber Safety Solutions, Trend Micro

Score: -

I was not able to get my hands on the exact sample that this rule was based on but I did find a few other samples
that contains those strings, and I picked 3 to do comparisons with binaries generated from the BigBadWolf
builder:

e BBE7D708310EC7ESF981CE4BA9928A19C4D2169B5520FFA573085F9698F90C25
e C02A360C6F64609403B4E4D4FC130014C40EBB77F71DF816C6408851C7C9ED5S4
« 9DCDDC7FFCE78526057888B43B57E76BA7F3FEDOC13FB4FA4214DCB08412C447

While I was preparing this post, I came across a tweet[2] from malwaremustdle that mentioned a “KuGou”
backdoor along with screenshots that looked somewhat like what I observed while exploring BigBadWolf. I added

these files as part of my comparison attempts, later in this post.

e 852FA14860260023289EE6577DBD5E0193DF31DAESF3C078142D3CAC030C7462 (EXE dropper)
e 7BAEE22C9834BEF64F0C1B7F5988D9717855942D87C82F019606D07589BC51A9 (DLL RAT)

Let’s get started!
The Misunderstood Wolf?

Maybe it all started as a tool for education. Really. It even came with a warning against doing evil with this
toolkit. Although ticking that checkbox at the bottom of the disclaimer does felt a little like “I solemnly swear I

am up to no good”.
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The builder component comes with the standard set of features e.g. specify the C2 IP address, mutex, name of the
service to create for persistency, location to store the malicious binary on disk, options to delete the binary upon
single run. There seems to be another binary (“1.dll” shown in the screen capture) that needs to be downloaded by
the generated binary. Leaving this field blank causes the build to fail. This is quite typical of a GhOstRAT
deployment — a simple dropper/loader and a DLL that contains the main logic of the RAT.
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I found a copy of the required DLL file that came within the bundle of C2-side binaries, and it looks to be
encoded/encrypted. The last 32 bytes of the file looks like a marker of sorts. Make a mental note of this, we’ll see

how this is used later.
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b MetSystfl.dil 182418 22:1 hpplston exden

The output of the builder is a rather lightweight (9.5KB) EXE file, with almost no strings to analyze. Thankfully,

there is still something to hint of “evilness” within this executable — two sets of base64 encoded strings.

Fird Find Al Save Az Min Size |4 HBMIEQEW [ Offeets & raw

000015812 ‘WriteFile -
0000151F CreateFileh

0000152E 7?ReadFile

00001938 GetFileSize

00001546 SetFilePointer

00001958 Sleep

00001560 GetModuleHandlehX

00001572 ?GetStartupInfoR

00001583 ERERNEL32.d11l

00001591 7_stricmp

00001B22 +t70zr+nB/0Tx9P3v/e/97vzu/cOTudE=

00001BAZ BO3gAeBBTwWHW39/47/§v3/jv+0/ 80306
+zpévervR6r3463803vTu/e346axrTyti63Cirytgbyt346sriytje3Ccjrytgbyt 33N/ bT11ITHMS JQ
4 PHQStczEoR3B3bX0RCZmCdzMPHShHeHocaNGmCgHT £/ T64rquBxI3Cwgvikd
+LvE3ErgGeclSwBvLeB35TAwuTp798bgyciagkR8N/£75/t3

+/£79/v3Bergt/ lAgRrwaLDARTHYMHERL QG+ waQUqRBCBgiPOPyvuldSbwl P/ 3/ TOBfHfx6urr /UCAr
vErgHAYLXHWMEEvSLEATEwWSPyul/ 0D/ 4/ 9A9/ HgbuvIQICrREE rQGwE cLBVAGWSAGHwaQC/ETE

The use of these strings are very quickly found within the binary.
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Besa191e

1918

Ba481518 ; encoded_string = “t?0zrenB/07x9P3Iv/e, 97vIu/cOTusB="

LR L]

Be481910 i int _ cdecl decode wor_sdd £21919(vodd ®encoded strimg)

Ba481918 decode xor add 481918 proc near

Ltk ]

B8481318 war_ds dword ptr -4

eaaalale enceded_string= dword ptr 4

1918

@848l 9la 51 push [ 1=

@o4a1911 B8 4 24 @B -y eex, [espidsencoded string]

@048191% BD 44 24 28 lea ean; [espedsvar_4]

BB4a1915 58 push L 3 int

apiela 51 pash (=1 § Memory

@B481918 C7 44 24 A8 0 90 92 B2 mov [esp#achevar 4], @

00401933 E8 F8 FC FF FF call base6d_decode 481620

@a4al928 BY C4 a8 add esp, &

Ba4B81928 33 09 wor BN, BCH

1920 85 Od et ohx, 08X

@848192F TE IT7 jle short loc 481958

L
¥ ¥
BR400931 53 push

loc_a@1958:
mow eax, [espriivar_4]
(o] L1+
retn

decode_wor_add_ 381918 endp)

L M ]
log_a@1932:

BB 54 24 o4 L edx; [esprEtvar_4]
BB3@1936 BA 1C 11 o bl, [ecxeeds]
SR1030 BO C3 TA add bl, Tah
Ba4R193C BE 1C 11 o [ecu+edx], bl

24 B4 o edx, [esprBevar_4]

oy bl, [ecxteds
Bp4R1040 B8 1C 11 L [eexsedx], bl
BRAR1GAL 41 inc L=
BE4A15%40 3B (B L -] ECH, EAX
A104F 70 EL i1 short loc_ 401932
£,

B3421551 BE 44 24 84 o eax, [esprSivar_4]
BRIR1FE5 5B ] b
SRAA1I5E 59 pop ecx
BD4A1FET £3 retn

The first set of string can be decoded with base64, ADD 0x7a and finally a XOR 0x59. This gives us the address
to fetch the DLL that we specified in the builder. ADD and XOR operations are typical encoding seen in
GhOstRAT variants.
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length: 32
Recipe Input = x i

Erom Base6d @ [] t70zr4n8/07x9P3v/ e/ 07 vzu/ cOTU9E=

Alphabet  A-Za-z@-9+/=

Remove non-alphabet chars |«

ADD &
Key Hex~ 7a
XOR & [

Key Hex~ | 59

Scheme Standard ¥
Mull preserving L Output le;étmh u;;
lines: i

http://f127.0.90.1/1.d]11.

The binary then proceeds to download this DLL and store it in C:\Program Files\AppPatch. This path is not
configurable within the builder. As said earlier, the DLL is the meat of the RAT — all the EXE does is to
download it, decrypt it, execute it and load the configuration data into its memory. Speaking of configuration data,
that happens to be the second set of encoded strings we saw. The decoding of that set of string is the responsibility

of the DLL. We’ll look at that in awhile.
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Let’s talk about the DLL. After receiving the DLL, the loader checks for the magic footer before proceeding to

decrypt it.
" P .
BB4R1EDE 53 push abx 3 hTemplateFile
BOLBLEDT 53 push ebx ; dwFlagsandAttributes
BR4R1EDE 6A B3 push E | 3 dwCreationDisposition
BO4BLEDA 53 push ebx ; lpSecurityattributes
SR4R1EDE 64 21 push 1 ; dwSharetode
@4Q1EDD 68 9O B0 00 B0 push Beopeassh ; dwhesiredAccess
BR4Q1EE2 6B (0 44 48 20 push offset FileName ; lpFileName
BB4BLEET FF 15 8@ 38 48 88 call da:CreateFiled
SR4R1EED 5B F@ oy esi, eax
BOABLEEF &3 FE FF cmp esi, @FFFFFFFFh
SB4B1EFT BF B4 A2 @1 90 00 jz loc_482e9a
J 1
TP ;
BO4B1EFS BD 4C 24 18 lea ecx, [espriddhévar_3@]
BE4B1EFC C6 44 24 1B 53 maw byte ptr [esp+dBhivar_3@], °5° ; 555555
Bo4alFal 51 push (=4 ; int
Be4a1Fe2 56 push asd ; hFile
De4R1F3 C6 44 24 211 53 mav byte ptr [espsS@h+var_3e+1], '5°
Be481Fe8 C6 44 24 22 53 mav byte ptr [esp#5@8h+var_3e+2], 'S’
20401FRD C6 44 24 23 53 maw byte ptr [esp+S@h+var_3g+3], 'S’
Be481F12 C6 44 24 24 53 man [esp+S@hevar_2C], 'S'
BO4B1FLT C6 44 24 25 53 mov [esp+S@hevar_28], 'S’
Be481F1C B8 5C 24 26 maw [esp+S@hsvar_2a], bl
BO481F20 C6 44 24 3@ 56 maw [esp+Sehevar_28], V' ; VID:2014-5VE
BO4B1F25 C6 44 24 31 49 mowv [esp+S@h4var_1F], "I'
Be481F2A C6 44 24 32 44 maw [esp+S@havar_1E], ‘D’
BO4B1F2F C6 44 24 33 34 mov [esp+S@h4var_10], ":°
0B401F34 C6 44 24 34 32 mav [esp+sehevar_1C], '2°
Be481F39 C6 44 24 35 39 mow [esp+Sehdvar_ 18], '@’
Be4B1F3E C6 44 24 36 31 maw [esp+s@hsvar_1a], '1°
Be41F43 C6 44 24 37 34 mav [espeSehevar_13], ‘4'
@e481F48 C6 44 24 38 2D mav [esp+5@hevar_18], '-'
Be41F4D C6 44 24 39 53 mav [esp+S@hivar_17], 'S’
@B8481F52 C6 44 24 34 56 maw [esp+S@hévar_16], 'V’
BO4B1FST C6 44 24 38 38 mov [esp+S@hevar_15], '8’
Be4B1FSC B8 5C 24 3C mav [esp+S@hsvar_14], bl
B0401FE0 ES CB FB FF FF call check_for_presence_of magic 401830
Be481F65 83 C4 B8 add esp, 8
Be481FGE BB FB maw edi, eax
BO4B1FEA 56 push esi ; hObject
B8481FEE FF 15 88 3@ 49 9 call ds:CloseHandle
B8481F71 38 FB cmp edi, ebx
Be481F73 @F B4 21 @1 89 88 jz loc_sazaga

B |

The decryption algorithm is nothing fanciful, just RC4, where the key is “Kother599”. One more thing that we

have to do before we can analyze this DLL with a disassembler: unpack it with ‘upx -d’.
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BRalELS

BaLB1EAD ; unsigned dnt _ cdecl rcadecryptfile 421E48(int encrypted dats, unsigned imt lemgth)
DRl EaD roddecryptfile S81E48 proc near
sa] Ead

Siia] Eagy rcd_keys byte ptr -18Ch
BO4HLESD var_10B= byte ptr -10Bh

] B4 var_laA= byte ptr -1@ah

g ] var_lad= byte ptr -109h
BR4A1EL var_l9g= byte ptr -103h
BaLA1EAD var_léTe byte ptr -187h
Basa1Ean var_l@és byte ptr -18&h
Basaliag var_lo%s byte ptr -18%h
BOSa1E4D var_léds byte ptr -184h

D1 EAD var_1d3s byte ptr -183h

el B4 rod_shoow byte ptre -188h

PRl E4D encrypled_data= dword ptr 4
BRLp1ER length= dword ptr &

BaplEl

BRER1E4D Bl EC o0 81 B2 8a sub esp, 1BCh

BdsalE4s BO 39 oV al, '9°

BOSA1E4E £A DA push aah

ea1Eds BE 44 24 BB L [esp+ildh+var_185], al
DOSO1EAE BE 44 24 B0 moy [esp+ildbtvar_184], al
BRSOL1ES2 BD 44 24 B4 lea enx, [esprllehered_key]
BR4A1ESE BD 4C 24 18 lea ecx, [espellebercdshox)
BB4RLESA 58 push  eax

PB4R1E58 51 push  ecx

BRSR1ESC C6 43 24 BC 48 mOV [esp+liBhercd_key], "K' ; Kother599
DOSOIEEL CE 44 24 8D &F mow [esp+ilfhivar_108], ‘o
BSB1EEE C6 44 24 BE T4 oV [esp+iiBh+var_lad], 't°
BSB1EGE (6 44 24 OF &8 mov [esp+ilBh+var_185], 'h*
DO4ELETO (6 84 24 18 &5 Bov [esp+1lBhevar_108], ‘e’
DO4BLETS 6 24 24 11 T2 By [esps11Bhuvar_187], ‘¢’
PRSR1ETA C6 44 24 12 35 L [esp+llBhivar_lBE], '5'
BRSRLETF C6 44 24 15 B By [esp+llBhevar_la3]), @
PEsBlEB4 ES 87 FE FF FF call rcd_keysched 481018
BASR1ERT BA 94 24 20 A1 83 89 OV edw, [esp+lliBh+length]
BOSA1Ed B B4 24 1C A1 &0 2 movV ean, [esp+lifh+encrypted data)
BSR1EST 52 push edx

DO4E1EDE BD S0 24 1C lea ecx, [esprliChircd shox]
GRSB1ERL 5@ push L

GRSR1E90 51 push L4

@RSR1ERE E8 @D FF FF FF call rod_decrypt_ 421088
OR4P1EAT B1 €4 24 01 B0 0O add e5p, 124h

BRSR1EAS C3 retn

Basa1EAD rcddecryptfile 481E48 endp
Basaliag

Your big ears are showing, grandma...

The first thing that the DLL is tasked to do is to decode the configuration data. Most of this configuration data is

set in the builder, while some appears to be hardcoded.

The decoding of the configuration is the same sequence (but using different hex values) seen above: base64, ADD
0x77, XOR 0x56.

length: B4

Recipe Input ez Fa B Clew D | Reset layout

S030AREE TuHWIR/ 4T/ Jw i/ vl FE0ZuS+ 2 phvervitEr 3465803v Tu/ s 2085 r Tyt JA3C frytgby t 3465
Tyt 83 rytgbyt 330/ BT 11 IHM/ JQaP0S 1 c 2 EaR 1B ABM0AKE 2w d 2MPHE hHC HE alGeC gHT F/ Tédrquix
Alphabel  A-7a-rO-G94/= v MwquBkG+LVKIErghe ] Swllv L eBI5TAmuTpTSBbEy e LaghkKSN/F 19/ e 34/ F 19 v IRerg 6/ LAgKrws LDARL T
HyMHATOG-+u 500 gKBCEQ 1 PEPY LI SbR 1PN 3/ TOEFHE wBurs/ UCArVEr gHAYLXHWHEB VS LEAVEWIPy W3/ 0D
[ PR QUL rREBrQGW T CLBVAGW S G+ QL KT

From Baseid

[

Remove non-alphabet chars =

ADD L]
ftime: fa
- B LY

Key Hex= 77 Output s 2 B D % »

127.0.0.1. . 2090 5950, 12345678 est . 5128305 SuperProServer, SuperProServer IO
XOR @ SR EH B REEE. (SSystesRoot, Terss  EXE . exe. Caoded Bl

if..9.2.0.8.0,http://tool. chinaz., com/Tps P TPXs. [1]): .=ex>, http://dns, alzhan, cons}
Key Hex= 56 g=%5.",%.%, http:/fuser.qzone. gq. com X _
Scheme  Standamd .
MNull presenving LI
Decode text <]

Encodng  Simplified Chiness GEK [936)
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The structure is as such:

[C2 Address][QQ User ID][C2 Port 1][C2 Port 2][RC4 Password][ Version][Service Name][Service Display
Name][Service Description][Installation Path][Filename][Mutex][Group Option][Additional Download]
[Installation Type, Logging Options][IP address tool][placeholder string][reverse DNS tool][placeholder strings]
[QQ profile URL]

Now we come to the interesting part — the callbacks. As we know, GhOstRATs have their signature 5-byte magic
headers (the length varies in some cases, I know), followed by some size information, and finally the Zlib
compressed data. However, I don’t see this structure in the traffic. What I do see is a Zlib header magic 0x78 9C.

Let’s see what happened to the first few bytes prior to this Zlib header.

e Time Larcr Bevtraton rowsedl  Legth Infs
15444 PUrSa05 . TTEMD 19716832128 192.168.32.128 5 58 Standerd guery BwlbBd & s, Test.oom
15445 PUr5an5.TEIO0D 197.168.37.128 192.168.32.128 L T4 Standerd guery resposse bl A wes. test.oos A 192.8.2.113
15445 PRSE05.PETNGD 19T L6E. 32128 A93.8.2.823 TER 43 50382 - S [5YM] Seq=d Wln=8151 Len=d FoS-laed Rri=l
15450 THES05 Thbiad 193 168 .33 12E 192.8.2.92% A SB303 - G [ACK] Legel Ackel WEA=EA34E Léwwd

o 15451 PESSUS TRINed 10I.168.32.128 192.188.52.038 TR 40 S0 - REIME [ALK] Seqel Acke]l WlAed4R4@ Lensd
15452 Poriavd S0000 192 16833128 192.9.2.02% TR 214 SAM2 = DI [P, ALK] Seqel Adkel Win=S4340 Len=174

P DA PEL4S_ BEA008 193.168.33_138 193.0488.52.138 e 314 S0M2 - BERCE [PIH, ACK] Seqel Acke=] Wise£4358 Lea=i1R4

© 1%4%4 TOLA0L. BTI0N0 103.188.32.138 193.188.52.128 TR A0 3ER0E - 2002 [ALK] Seq=1 AckelTH Win=BRLE Len=@

| 15455 POLE0L.ATIO0N 102.0.2.123 193.268.32.128 40 00 = HAMQ [ACK] Segel Acks1T) Win=B018 Lans=d

EALE JSCAGE WERMMMS LI 0 S L 137 &8N T AD_LEIOE o 1307 FACK] Emmmd b

r =l s e —
Frase 15436: 48 bytes on wire (384 birs), 48 by T o © packts, 0508163513 pea
haw packet data . BHTCR e
Internet Protocsl Werslon 4, Sre: 103.188.32.128,
TS5 48 % Mo 4 19 26 81 52 48 Bl 56 3¢ TE S b2
13 £ b BT 15 456 20 X1 &7 BF oF BB 1B <4 S IE
b ol ob B4 ad B3 53 Eb s 32 B3 53 15 42 1T 83
BY BS e 1% of e I8 o8 B4 50 T4 00 31 de ac B
68 60 18 of of 58 fd Td & 53 al B0 22 B8 48 &
b8 a7 ¥ se Bb bl 25 €5 &8 &% BS 9T 89 49 M B ...
il €2 B3 48 Te 26 36 e2 Qe 05 Bo 06 67 4= I 1 ...
G¢ da 68 68 b1 fd 1a B3 44 58 BS Se b9 &l & W)
O B XL OBE M O1B 19 18 1% &3 1s 9B €8 1a 8 I¥ B
18 59 5% 15 1b 33 §c 9 T el fc f6 b a7 57 12 ..
9¢ db B3 74 d1 79 5b da @ B T} 41 2a TR ana
ppbiid 15 48 S o dd 15 Jb 4l a2 49 Bl 56 3c 7E S B3
ODRLD 1Y &4 B B2 15 46 29 3 07 & 45 BB 1B 4 g 3B
R0 cb o o B4 pd B3 53 b a3 93 53 15 @2 42 93
3 RIS bY BS B 19 &B e 1B ol B4 5 T4 BB 31 e L B
35 00 00 30 20 09 4@ 02 u““,“;qm‘n pObBAR 6B 60 18 cf BF 64 fd T4 #F 53 51 BB 22 b8 4 44
SO 80 02 Th cd Te I3 BT oS b er 39 00 00 02 BMODISE b8 o7 57 be Bb bl a5 €5 o8 a5 ES 97 89 49 10 £3
08I 30 00 03 TS 00 O3 O 04 0% b4 21 o1 04 G BEDDIER  d1 €2 B3 46 Ta €6 26 ee  le 55 Bc BE 67 de 13 ls
M7 Ge ds 68 B8 b1 fd 1s E) Ad 33 BS S b5 sl M 4T
pREREE D b T BF M LE IF 08 U9 3 la BE eo Lo %8 IF
OIS 18 19 58 19 1b 33 Ic 59 72 e fc 16 6b 47 31 X2
MSOMMA 9c db b2 T4 d1 9 Eb B B B 11 41 28 TR

It’s not hard to identify the part that performs the encryption (RC4 again) of the communicated data. However, the
author made a choice not to encrypt the entire data, but only the header portion, consisting of the 5byte magic, size
of entire data, size of uncompressed payload, a total of 0xD bytes. This is done perhaps in a (futile) attempt to
evade standard network signatures used to identify GhOstRAT communications. However, since the length of the
header remains the same after encryption, a slight tweak to such network signatures should suffice to work. The
key used in the encryption is found within the configuration data earlier read by the binary. This key is made up of

<user defined password within builder> appended with <username used to login to the C2>.

Page 9 of 18



https://medium.com/insomniacs/what-happened-between-the-bigbadwolf-and-the-tiger-925549a105b2

L >k Pop €357
. 117 pop ebx
. 83 C4 OC add esip,
L] B €I 08 OO0 R &
L] 90
L B0
L 81 EC 00 01 00 00 sub esp,l
L] 1 8 44 24 00 Tea eax,dword prr ss:lfesp]
. 1G0A 53 push ek
L J 56 push esi
. 1 8B D9 mov ehx, ECx
L i 57 Push edl
L i B9 40 00 00 00 .t
L] B 2 BE 90 AS OB 10 mov & AL
# B TC Is of Teh #di,dword pTe 54 pCl
L] B 161 64 OO push ©
L] 161 F3 AL rep movsd dword ptr 1] dword ptr ds:[y
LB 4611 BE B4 I3 14 Q1 00 00 |mOv e51,dword pIF S9 4
L i BE CEB mov edx, ebx
|1 1624 56 push esi
. 3§ 50 PUSh #ax
[T | ES DF 00 00 00 | ETY 10004710 |
L E 1631 BE BC 24 14 01 00 OO0 |mov edi,dword ptr s sprilal]
# 4 BE BB AR OO 00 0O mov eCK, dword pre ig]
L 0 i [ ] push
L] B 164 57 push edi
sfz 641 17 push esi
. 51 push ecx
] FF 15 EC BE 08 iD S8 dword ptr ds:[<dsends]
. Bk C7 mOV eax, edi
L] 164 5F pog ed
|1 SE pop &5
L] i PO ehbx
L i 81 C4 00 01 00 00 &g edp,
& F3 e o -
i m
|
1DODAE2C
| | O1E45CE
&t Dump 1 Sbwps | wSoumps | S wetchy | eeliocas | 3 st e
= LB+ RRICIO00
DZ3E0000 [ e 00 gg:;fg;g
02330010 31|07 88 D3 B0 : le“a‘:
D2IF00ID €A 33 93 53 DOZEBOEE
023B0030 . 45CC | BESCEE33
02380040 E2 E L5006 FLRRAE of
02380050 Fo 3 V504 | SE5 EIDED
D23E0060 €1 DHIUAYE. AAI,CAS,  B4TDE | 42TENTS
D2IB0OTD oo se= L. "DIT S, .7 1AL Ellﬂll\:]:;'?
0d F§0050 0§ 4200020205005 * \SED| COAZOITL
0ZIE00%0 POMPZZCE AL xS & 4iE4| FBFDLZCF
023 B00AD O|dB-eledn...¥]) - T I EBITOE
02 EE0009 . ' 2172EEC2
e 45F | GEAABSO0
23 eoe0n |2 +| BagFeIED
2ER0O0EGI 00 00 60 0|00 00 00 00|00 &0 00 6|06 066 08 06| . .. ... ..o A neiea Armaanra

And I huff and I puff, to clear the mysterious fog surrounding these samples!

Get asuna amawaka’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

So what made these samples get flagged with that YARA rule I mentioned in the beginning of this post?

Press enter or click to view image in full size

The presence of this strange VBS name:

Press enter or click to view image in full size
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What does this VBS do? I gave the function some mock data as arguments, and the contents of the VBS is formed

as follows. Looks like it is just for creating or manipulating a user account with “net user”. The name of the VBS

is not related to its contents. Just for fun, I’m guessing “jingtisanmenxiachuanxiao” is written as 245 = | JU&{&44

in Chinese, which literally translate to “Be wary of Sanmenxia MLM?”. Strange name to give to a script in any

case.

Press enter or click to view image in full size

o] 10018513

24
01

oo
00

€4 BL

80

93 09

FO B4

1001 BEEE

0 00 00
L)

L]

E4 Bl 0B 10

i

G0 00 00

10
a8

2]

1%

aa

lea ecx,dword prr
push 160
ecx

esi
call dword ptr ds:
asy
il dword ptr ds:

o

(/]
lea edx,dword prre
push o

push edx
push 10099384
push ©

€Al dword pre ds:

pop edi

add esp,18C
FET
nop

nop
R0

ss:fesps0o

[<awriteriles]
[<aCloseHandlex]

s5:fesp:aof

[<&shellExecutats]

°|

]

n

| Gword pUr [100BB184 <&HTITEF1]e>]=<kernelz.nriteriles

The exact same function is found in all 4 files I cross-examined.

Now, let’s find out if they are all BigBadWolf related.

10018521

| eoump1 | tpmpz | tlowes | Ghowmps | $owes | B weichy | elioos || sinuet |
Adress | nex ASCIT =
00157CE0 |64 B9 ED 20 20 77 73 68| dim wsh. zet weh

0018FC50(30 63 72 65 74 28 22 57| mcreateabject( W

O018FCAD |53 €3 72 69 22 29 DA 00| Script.sheil’)..

0018FCED |77 73 68 2E 30 75 73 65| Wsh.run “net use

QUISFCCO|72 20 74 65|73 74 20 74|65 73 74 20|74 €5 73 74|r Test test test

0D157CDD |20 74 65 73|74 20 74 65|73 74 20 74|65 73 74 20| | test Test test

OU1SFCED |74 65 73 74|20 20 46 75|74 73 33 36|31 22 2C 30| Test Futs361~,0

00187CF0 |04 00 €3 72|85 61 74 65 |GF €2 GA 65|83 74 28 22| ..createobject{”

59187000\ 73 §3 72 63|70 74 €3 G 67 2E g6 63|6C &5 73 75 siripring.Tiledy

0018FDI0|73 74 65 €0|6F 62 GA 65|63 74 22 23|2E 64 65 6C|STemobject™).de

0D18FD2D |65 74 65 66|69 6C 65 2077 73 63 72|69 70 74 2| etefile wscript.

5618¢030|73 &3 72 69 6 6C BE 61|80 65 00 06| scriptfuliname. .

0015£040|00 0O 00 00 00 00 00 00(00 B0 00 00 1o usaureunesrnan

9028FD50| 00 DO 00 00|00 00 00 00|00 00 0O 00|00 B0 B0 00| 1 siasressrisass

QD1SFOEG | 00 0O 00 00|00 03 00 00|0¢ 0O 00 00|06 GO 00 9| -.

QUASFDT0 | 0000 00 00|00 0000 00|00 60 00 00|00 B0 0. 00| 1

DOL1EFBAE
OOL18FBAC

2
3| 206E7ST2
TAESEEZ2
GETITEIO
00002072
| 20746573
3| 3DE8TIVT
BLEST2ES
RIAFRTTA

AN REREN

| "dim wshin\rset wsheer

oadbeint. T4656E22

The laziest way to start is to do BinDiff on the 3 files in relation to the DLL related to BigBadWolf. Results from

BinDiff, pretty high scores. Not surprising, since they all stemmed from GhOst code.
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e Similarity with C02A360C6F64609403B4E4D4FC130014C40EBB77F71DF816C6408851C7C9ED54
Confidence 0.988735 | Similarity 0.886978

e Similarity with BBE7D708310EC7E5F981CE4BA9928A19C4D2169B5520FFA573085F9698F90C25
Confidence 0.984084 | Similarity 0.767249

e Similarity with 9DCDDC7FFCE78526057888B43B57E76BA7F3FEDOC13FB4FA4214DCB08412C447
Confidence 0.988665 | Similarity 0.879644

What are the differences then? Looks like all of the 3 has a different magic header — “KuGou”, while the binary
from BigBadWolf has “DHLAQ” as the magic (if you didn’t notice, DHL is the acronym of its Chinese name Da
Hui Lang). The size of the RC4 encrypted header also differs.

Press enter or click to view image in full size
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Left: from BigBadWolf; Right: from
BBE7D708310EC7E5F981CE4BA9928A19C4D2169B5520FFA573085F9698F90C25

Another obvious difference is that the configuration data is not given as an encoded input, but instead found as

plaintext strings handled directly within the functions.
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10BRAECE Bl EC 34 07 00 0@ suby esp, 734h
1eBRABCE 53 push ebx
138ABCT 56 push 134
18BRABCE BB B4 24 48 87 80 8@ mow esl, [espe73Chsarg_@)
18BBABCF 57 push edi
10002EDA BS BC 91 00 00 moy ecx, 1BCh
16028ABDS BF 38 84 8D 10 moy edi, offset String ; "127.0.0.17
1S38AEDA F3 AS rep mowsd
18BBABDC 33 DB HOr ebx, ebx
1B00AEDE B9 FF 90 00 00 mo ecx, @FFh
1B00ABED 33 Ca wor eax, eax
1800ABES BD BC 24 41 83 89 89 les edi, [esps74@hsvar 3FF]
1BBOABEC BE OC 24 40 03 00 88  mov [espeTemhestring], bl
18BBABF3 68 AR BA B0 1@ push offset aZaxisoxue : “Iaxiacooue”
1B00ABFE F3 AB rep stosd
1o80ABFA BE @D D3 F7 @E 10 mowv ecx, dword_18aEF708
1284088 68 34 12 8F 18 push affiet redkey 18071234
10BBAS85 66 AR STOSW
1BB2458T A4 stosh
10004008 EE FA 69 FF FF call sub_leaalilar
1832409060 B9 48 B8 28 88 mov ecx, 48h
1eB2A912 33 C8 Hor Eax, Eax
18804914 B0 BC 24 30 02 09 0@ lea edi, [espsTabhevar_503]
18004510 BB 9C 24 3C 02 0@ 8@ moy [esps7eaheDat], bl
18324922 F3 AB rép stosd
1ep3a0924 66 AB STOSW
1DBRASIE AR stosh
1080A527 BD 84 24 3C 02 00 00 lea cax, [esp+Taph+lst])
16B8A02E GE 84 21 28 20 push 184k i nSize
18884933 50 push AR ; lpDst
18d2A934 68 BE 5D @0 10 push of fset Src 3 "¥ProgramFilesX\\Rusno Qrstuv®
18004939 FF 15 50 00 16 1@ call  ds:ExpandEnvironmentStringsa
1992A93F BD BC 24 3C 02 09 o9 lea ecx, [Esp-l-?-ﬂhi-[lst]
12384045 51 push =
1epRASaT BB B0 D8 F7 BE 1@ mov ecx, dword_lROEF7D8
1e02AS4D 68 B6 8D @D 10 push  offset Src ; "¥Programfiles¥\\Rusno Qrstuv”
1000A552 EB BB 69 FF FF call sub_laaaida?
1e@8a957 BB 80 D8 FT BE 18 moy ecx, dword 188EF7DE
18#BA950 68 BE6 S0 @0 18 push affset Sre i “¥ProgramFiles¥\\Rusmo Qrstuv®
18BRA962 EE CB 7@ FF FF call sub_leea1a32
1900A%6T B0 BE B5 8D o0 18 5C cmp byte_10808D85[eax], SCh
1BBBAGEE 75 16 jnz short 1u-:_1mga-5
]} L

BB 8D D8 F7 BE 1@ mov ecx, dword_18@EFTDE

68 B6 8D 8D 18 push affset Sre i "¥Programfilesi\Rusno OQrstuv™

E8 B2 70 FF FF call sub_leea1a3z

88 58 B5 8D @D 1@ moy byte_10008085[cox], bl

1

So, there is another GhOst variant out there similar to BigBadWolf but yet implemented differently in some ways,
let’s call this set “KuGou”.

Remember at the start of this post, I mentioned some KuGou malware tweeted by malwaremustdle? Let’s see if

they are the same as the 3 KuGou binaries we saw above.

The dropper EXE (SHA256:
852FA14860260023289EE6577DBD5E0193DF31DAESF3C078142D3CAC030C7462) contains encoded string
that points the binary to download its DLL payload. Familiar yes?

Press enter or click to view image in full size
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The downloaded DLL (SHA256:
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7BAEE22C9834BEF64F0C1B7F5988D9717855942D87C82F019606D07589BC51A9) is RC4-decrypted with
key “Kother599”. Again, familiar! There’s a slight difference here, the EXE did not verify that the file has a footer
signature e.g. “SSSSSSVID:2014-SV8”, and the DLL does not contain such a footer.

Press enter or click to view image in full size

Recipe Input length: 244788 & Clear O || Resetlayout
RC4 @ i
Passphrase Hex~ 4B 6F 74 68 6.
Input format ~ Latin1 v
—_— Name: NetSyst96.bin
QOutput format | Latini '. Size: 244,784 bytes
Type: application/octet-stream
Loaded: 100%
time: 198ms
length: 243784 3 s =
2l flRes et & | - hd ' N
T P i Sl o s e bk i S e i
..... e.. il .LI!This program cannot be run in DOS mode.
SR P R - R TR TR T T RN - TS TR~ TR TR, . WA - T
8. .8.1%:...0.1"4...8..¢>...08...1.>~0.8pm. | .0.k": . £.0.K";. .0.0y6.
S T - N R - S PE..L...O
LN i ! PR
B R e B it s i e s Sl B e e s T
..................... wd.h...(}4.1 4
st mgnim rie i iem i BB o ot s i, A W w0 Eieidie)
.......................................... UPXe. . -

The next difference lies in the configuration data passed to be decrypted by the DLL. In this binary, the

configuration is encrypted with RC4, and not just Base64/ADD/XOR encoded as seen from the BigBadWolf’s

DLL. RC4 key used here is “Strong798”. Notice how the structure of the configuration after decryption is
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identical to what we saw in BigBadWolf. And even that string of Chinese (¥ iMF0 ¥ HTHE AR & FFEhEINKX
#-9K&f) used as Service Description is identical.

Press enter or click to view image in full size
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Sememe | St

M
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output & % Y -t
RE4 .2
SITITIE. A DIE et TRAITINNL . 2RI, IIT, FITT IR UL 0m s T IO EAT Wb agry ez
Passphrase  Hex= 53 T4 71 G6F BE vES e e Rpaeha Je ot fedt bt P R :
Pput formal | Latn1 " | 52
® 3 ikl
i ey R e L L L T ]
Ouptormat Latng - . res_drorypt_TRLIM (e St dbii, wE, vIL
837 retwen s
.}
Decode tnxt

Encoong | Sempied Chiness GBW (536)

Since the configuration data is encrypted in a different manner, there must be another server-side binary
responsible for building this sample. To my surprise, the 5-byte magic used in the communications is “DHLAR”.
Perhaps this explains the similarities shared with our BigBadWolf sample. Another thing is for sure, this file does
not belong to the same set as the 3 “KuGou” binaries we just looked at. If I had to pin a family name to this file, it
would be BigBadWolf.
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I X I
e =
18084481 8B 44 24 1C o eax, [espriBhearg @] 18884578
10094485 57 push edi 10024578 loc_14
10994486 B0 40 24 BC lea ecx, [esprlChevar_1@] 10024578 SF pop
12082482 58 push eax 10094579 33 Ca xor
18892488 51 push ecx 18884578 SE pop
18084480 56 push esi 1809457C 83 C4 18 add
10094480 EB BE DC 01 00 call compressdate_1082215@ 1002457F C2 06 0@ retn
120824452 83 C4 1@ add esp, 18h 18@8457F sub_1i
18992495 85 Co test eax, eax 100a457F
10094437 T4 14 jz short loc_10@a44AD
k| k4
"™E
push esi : woid "] 10084480
call operator delete(vold =) § 10084240 loc_18864440:
add esp, 4 10024440 BB 54 24 88 mov edx, [espslBhevar_18]
or eax, @FFFFFFFFh lo9aaaa] 53 push ebx
pop edi 10084482 55 push ebp
pop esi 18084483 BD 6A 11 lea ebp, [edx+llh]
odd esp, lih lodasaps 55 push ebp 3 unsigned int
retn B 10094487 EB ER 35 @2 20 call sperator new(uint)
18904480 88 (D mov ecx, ebp
1099448E 88 D8 moV ebx, eax
leda44(d 88 D1 nov edx, ecx
109442 33 Co xor cax, cax
16004404 88 FB oV edi, ebx
16084406 68 00 01 08 90 push 1k i unsigned int
1eda44CB C1 E9 02 shr ecx, 2
100244CE F3 AB rep stosd
16084400 B8 CA mov ecx, edx
16084402 B3 E1L 83 nnd ecx, 3
18984405 FI AL rep stosb
10004407 B8 @D 5C A3 90 10 L ecx, DHLAR_1008A3SC
18804400 88 (3 L enx, ebx
1008440F BD 7B 11 lea edi, [ebx#11h]
180944E2 89 B8 mov [eax], ecx
10094454 BA 15 6@ A2 28 10 L dl, byte ptr word_l098A368
189844EA BE 58 B4 moV [eax+a], dl
180844ED B8 44 24 38 nov eax, [espéZBhearg 4]
1eB244Fl C7 43 05 80 00 o0 00 nov dword ptr [ebx+5], @
1e0244F8 89 68 89 mov [ebx+3], ebp
180844FE 89 43 08D BOV [ebx+8Dh], eax
1dB4AFE B8 4C 24 18 mov ecx, [esps2Bhivar_1@]
1034502 28 D1 mov edx, ecx
18084584 C1 E9 82 shr ecx;, 2
18884587 F3 AS rep movsd
18884589 B8 CA OV ecx, edx
leda45aB 83 E1 03 and ecx, 3
1808458E F3 A4 rep movsh
18084518 EE BF 35 @2 B0 call operator new{uint)
le084515 88 D@ mOV edx, eax
18024517 B9 40 o0 D2 00 oV ecx, 48h
la9a451C 33 Ca XOr EAX, SAx
1e0d8451E 88 Fa mov edi, edx
12024520 F3 AB rep stosd
18024522 B9 40 o0 00 00 o ecx, 4h
18024527 BE 5C A2 08 10 maow esi, offset unk_1B@8A2SC
1e08452C 88 FA mov edi, edx
1002452E BA 11 push 11h
1eaa4538 53 push ebx
18984531 52 push edx
18884532 F3 AS rep movsd
leoa4534 89 54 24 3C nov [esp+3ah+arg 4], edx
10024538 EB F3 AC @1 20 call red_encrypt_decrypt_l2@lF23e
18994530 88 40 24 28 mov ecx; [esptidh+var C]

A search on Google pointed me to a Operation PZCHAO report by BitDefender[3], in which a
jingtisanmenxiachuanxiao.vbs of a different content is documented. The samples that were described in this report

somewhat bear resemblance to what we are seeing in BigBadWolf’s DLL, yet there are differences.
For example,

“the malware then searches inside its own binary for a string delimiter SSSSSSS, returning a string

pointer to the beginning of the encrypted configuration string”
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This is similar to how our sample looks for the marker SSSSSS (note the length here is only 6) to verify that the

DLL downloaded is correct before proceeding to decrypt.
As another example,

“Until it checks in with its C2 controller, the RAT server searches for the encrypted configuration buffer
containing the C&Cs that will get decrypted using an AES key derived from a hardcoded string
“Mother360™”

The configuration is encoded with base64/ADD/XOR in BigBadWolf sample instead. Even when encryption is
used, the algorithm in place is RC4.

Yet, this sample documented by Bitdefender will also match the Yara rule on “s.exe variant”, based on the
presence of the strings within the file. And we now know that it is a different variant from BigBadWolf, and even
KuGou.

What a dreadful night!
I think you’re lost. Let’s try to summarise all of these information:

Press enter or click to view image in full size

File M::ﬂ:::::;:n? Configuration Data? Related to BigBadWalf? .hmﬂ':‘r':t:::;:;;'i':_ -

Generated from Builder.

Decode address to fetch DLL
(Generated binary from BigBadWaolf) - - with No

base6d fADD Ox7A [/ XOR

]

Bundled with Builder.
ACIB2CERBIFTASOFAZITRESTEO7AFAGFGRE | DHLALD . ;
E712E932F57074444E0COZE4DE342 (DLL {0%00 of header Decoded wilhibiozebd /| Decrvpled with Rod-decryat |
RAT) encrypted by RCA} ADD 077 { XOR 0x56 with key "Kother3997,

Ups-packed.
bbe?d7a8318ec 7e5T081ceabatazsalge | KuGou
Ad2169b552a8F fa573085F0608F00c 25 {0x11 of header Not encoded HNo Yes
{DLL RAT) encrypted by RC4}
cO2a3ecofoa000403bseddafel30014c | KuGou
A8ebb77f71dfB16c5408851 CT D ed 54 {011 of header Not encoded HNo Yes
(DLL RAT) encrypted by RC4}
adeddc 7 fee78526057888ba3b57eTaba | KuGou
Fafedac13fpafad214dcbosdl2eda? {0x11 of header Kot encoded No Yos
(DLL RATH encrypted by RC4)

Variant.

Decode address to fetch DLL
852fal4860260023289ee6577dbdSenl wiith
Adfz1dassfacarelda2d3cac8ancra62 = = basadd fADD Ox7A  NOR No
(EXE dropper] — from Tweeet x5, followed by RC4

decryption with key

“Getong533”

Decoded with basesd [/ Variont
JEAEEZZCO834BEFGAFAC1BTFSO8E09717 | DHLAR ADD w77 [/ %OR 0856, E .

Decrypted with RCA-deorypt
855042087 CE2F 1960607 SBIBC51AD {0x11 of header followed by RC4 with key "Kothersag” No
(DLL RAT) - from Twest encrypted by RC4) decryplion with key ved ’

“Strong 798" Upic-packed.
ﬁ?;?a:ie:::;:ﬂ\m in Bitdefender report | o Decrypted with AES. No Yes

At the end of the day, I think I’ve established (further) that GhOstRATs has too many variants. The builder that
was behind that particular s.exe seen in Operation Iron Tiger has perhaps been referenced/ modified/ improved,
causing other binaries to contain similar keywords but belong to different subvariants of GhOstRAT that probably

has nothing to do with the s.exe and its user (adversary group).
Phew, glad I’ve got all of that information sorted out :)

That’s it for today!
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[1]: Operation Iron Tiger Appendix, TrendLabs Security Intelligence Blog, 2015
[2]: https://twitter.com/malwaremustd1e/status/1262274362872229888
[3]: Operation PZCHAO, Bitdefender, 2017

Drop me a DM if you would like to share findings or samples ;)

Source: https://medium.com/insomniacs/what-happened-between-the-bigbadwolf-and-the-tiger-925549a105b2
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