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FuxSocy Encryptor
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FuxSocy Ransomware

FuxSocy Encryptor Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe/ b MM pyeT JaHHbIe T0/Ib30BaTe el ¢ rmomoiipio AES, a 3atem TpebyeT Boikyn B # BTC,

yT0OBI BepHYThH (hatinel. OpuruHaabHoe HaszBaHue: FuxSocy ENCRYPTOR. Ha datine HarmucaHo: HET AaHHbIX.

OO0HapyxeHHs:

DrWeb -> Trojan.Encoder.29846

BitDefender -> Generic.Ransom.Magniber.8486CADO
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Ransom_Encoder.R002C0WJJ19
Kaspersky -> Trojan-Ransom.Win32.Encoder.fsc
ESET-NOD32 -> A Variant Of Win32/Filecoder.NYE

© T'eneanorus: BbIACHAETCHA, ABHOE POACTBO C KEM-TO HE JOKA3dHO.

M306pa>keHre — JIOTOTHIT CTaThH

3aH.[I/ICbp0BaHHI>Ie (1)61171]'[1:1 He T0/Iy4alOoT Kdkoe-TO OripeZie/ieHHO€e pacCllrvpeHre, HO Le/TMKOM IeperMeHOBBIBAIOTCA

B ctusie Cerber Ransomware:
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XXXXXXXXXX.XXXX
T.e. %10 ciyualiHbIx 3HaK0B%.%4 ciyvaliHbIX 3HaKa%.
Hanpumep: KCuJB7qPLZ.9DC1 unu 74rOiDMZwM.9DC1

[Mocnennuve 4 3HaKa, BUAMMO, 001He 1151 BcexX (aitioB Ha ogHoM [TK.

OBHnMaﬂue! Hogble pacmvipenwst, email ¥ TEKCTBI 0 BBIKYTIe MOXKHO HAMTH B KOHIIe CTaThbH, B 0OHOBJIEHHUSX.

Tam MoryT OBITb Pa3MuMs C TePBOHAYATLHBIM BAPHAHTOM.

AKTMBHOCTb 3TOTO KPHUIITO-BbIMOT'aTeJId MPUILIaCh HA HAYaJIO OKTHGPH 2019 . OpI/IeHTI/IPOBaH Ha daHIJIOA3BIYHBIX

HOJIB?:OBaTeJ'Ief/'I, UTO He MelllaeT paCripoCTpaHATh ero 1o BCemy MHUpy.

3amnucka Tp660BaHI/IEM BBIKYIIa Ha3bIBaeTCA I10 U_Ia6J'IOHy, KOTOpI:II\/’I MO>XHO 3aITMCaTh TaK:

XXXXX_R_E_ A D__T H_ I S_XXXXX.txt

JTO 3HAUUT, B Hauajle Ha3BaHWs 3allMCKU CTOST HECKOJBKO (Harpumep, 4-8) ciiyuaiiHbIX 3ar/iaBHbIX CUMBOJIOB,

ACT T Tomn!

AT your #1les documerts, photos, databases and other dmportant #1les are ercrypted

Tha only seThed of recowdring Tiles 15 To purchase a private key IT 15 on our Serer and only s
can recover your f1les.

GTOE o yomr PO,
ot e reate prof le.
4, € ® Brtton roh our contact
ADCE O 5034 1 507 T AL AT DA F LI L IR AR S DEE SR DAL JRIr BADl o2 RES 104 F1 J61 3E1F0C

Cojep)XaHue 3aNMCKH 0 BBIKYIIe:

Attention!

All your files documents, photos, databases and other important files are encrypted.

The only method of recovering files is to purchase a private key. It is on our server and only we can recover your
files.

1. Visit https://tox.chat/download.html

2. Download and install gTOX on your PC.

3. Open it, click "New Profile" and create profile.

4. Click "Add friends" button and search our contact -

ADO049F5654B5C774D2A7D0A96FC2CC2E4AB5D6B860AEBS2F2B1F6A01BB2682104F1361981FDE
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ITepeBop 3anycKu Ha PyCCKMil SI3BIK:

Baumanue!

Bce Baum daiine! oKymeHTOB, (otorpadun, 6a3sl JaHHBIX U APYTHe BakKHbIE (haiiibl 3amppoBaHbI.
EMHCTBEeHHBIH €r1ocob BoccTaHOB/IeHUs (aiiioB - 3TO TIOKYIIKa PUBATHOTO Kmoua. OH Ha HallleM cepBepe U
TOJIBKO Mbl MOYKEM BOCCTaHOBHUTb Ballll (hai/ibl.

1. TTocetwurte https://tox.chat/download.html

2. 3arpysute u ycraHoBute qTOX Ha cBoii [1K.

3. OtkpoliTe ero, HaxxmuTe "HoBbIN Npoub" U co3faliTe NPOQUIb.

4. Haxxmure KHOTIKY "[TobaBuTh Apy3ei" U HalijuTe HAlll KOHTAKT -

ADO049F5654B5C774D2A7D0AS6FC2CC2E4AB5D6B860AEBS2F2B1F6A01BB2682104F1361981FDE

[pyrum uH(OPMaTopOM >KepTBBI BEICTYIIAeT N300pakeHHe, 3aMeHstolee obon Pabouero crosa. Ha3Banue y
3TOro U300paykeHHsT TaK)Ke BK/TFOUAeT B cebs CiTydaliHble 3HaKU, CreHepHUPOBAHHbBIE TaKKe, KaK y TeKCTOBOM
3aIMCKU.

Hanpumep: RZROZP_R_E_A_ D___T H_I_S_RZROZP.jpg

Conep)KaHne TeKCTa:

FuxSocy ENCRYPTOR

(=0.A=)

YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN
ENCRYPTED!

The only way to decrypt your files is to receive the private key and decryption program.

To receive the private key and decryption program go to any decrypted folder - inside there is the special file

1. Visit https://tox.chat/download.html

2. Download and install gTOX on your PC.

3. Open it, click "New Profile" and create profile.

4. Click "Add friends" button and search our contact
ADO049F5654B5C774D2A7D0A96FC2CC2E4AB5D6B860AEBS2F2B1F6A01BB2682104F1361981FDE
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ITepeBop TekcTa Ha PyCCKUH A3BIK:

FuxSocy ENCRYPTOR

(=1.1=)

BAIIIM JOKYMEHTEI, ®OTOI'PA®IN, BA3bI IAHHBIX U JIPYTUE BAXKHBIE ®AJIBI
3AIINOPOBAHBI!

EuHCcTBeHHBIH criocob pacumdpoBaTh Baliy (aiibl - 3TO MOMYYUTh 3aKPBITHIA K/IHOU U TIPOrpaMMy
pacirpoBKy.

YToOBI MOMTYUYUTH 3aKPBITHIN KJTFOU U TPOTPaMMY pacIM(pOoBKY, epelianTe B M00YI0 paciirdpoBaHHYO TAIKy -
Kak paciivdpoBarh Baiiy haisibl.

Ecu BbI He MOKeTe HaiTh Kakoh-nn6o daiin {RAND} R E_A D T H_I_S {RAND} Ha cBoem IIK,
crenyiTe NpUBeIeHHBIM HIKe WHCTPYKLUSM:

1. ITocetwure https://tox.chat/download.html

2. 3arpy3ute 1 ycraHoBuTe (TOX Ha CBOI1 KOMITbIOTED.

3. OTkpoiite ero, HaxkmuTe "HoBbIM 1podub" U co3aakiTe Mpodub.

4. Haxxmure KHOTKY "106aBUTD Apy3eli" U HaljuTe HAIll KOHTAKT
ADO049F5654B5C774D2A7D0AS6FC2CC2E4AB5D6B860AEBS2F2B1F6A01BB2682104F1361981FDE

TexHuueckue geTaau

MoskeT pacrpoCTpaHsATLCS MyTEM B3/I0Ma Uepe3 HesalljilljeHHyto KoHpurypauuto RDP, ¢ nomolsto email-criama
Y BPeJIOHOCHBIX BIOYKeHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIONTOB, BPeJOHOCHOM PeK/IaMbl, BeO-UHKEKTOB,
(apIIMBBIX 0OHOBJIEHHH, ITeperTakoBaHHbIX 1 3apayKEHHBIX NHCTAIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrpoCcTpaHeHHsT KPUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHMIle bJora.

OHy)KHO BCeryja UCI0/1b30BaTh AKTYaIbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3alnuToi Kinacca Internet Security i Total Security, To

X0Ts1 OBl ZlenaliTe pe3epBHOe KOIMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» Vicronb3ytoT 3amuTy Anti-VM, uToObI 3aTPYAHUTD 3alyCK U UCC/IeZloBaHKe Ha BUPTyaIbHBIX MallliHaX.
Crucok (ail/IoBbIX paclIMpeHHi, MoABepPranIiuxcs M poBaHHIO:

MHorue nomnysipHble (OpPMaThI.

910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datiibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BUEO,

(haiiyiel 06pa3oB, AapXUBHI U TIP.

®daiinbl, cBA3aHHBIE ¢ 9TUM Ransomware:
D02DGBOU_R_E_A_D___ T H_I_S_D02DGBOU.txt - unu apyroii B TOM e CTue
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<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJJOHOCHOTO (aiisa

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

% TEMP%\36d1130a\44f7.tmp
%TEMP%\36d1130a\ac2e.tmp

3anucu peecTpa, CBA3dHHbIE C 3TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble MOAK/IIOUEHUA U CBA3MU:

Email:

BTC:

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HuKe pesy/bTaThl aHA/IM30B.

Pe3sy/IbTaThl aHA/TH30B:
@ Hybrid analysis >>

Z VirusTotal analysis >>

#® Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>
/A MalShare samples >>

«# AlienVault analysis >>
%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrereHb pacIpoCTPaHEHHOCTH: HU3Kasl.

[ToppobHele cBefeHus: cobuparoTcs pery/sipHo. [Ipuckinaiite 06pasLibL.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===
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Oo0HoB/eHne ot 22 fekadps 2019:

IToct B TBUTTEPE >>

Pacumpenue: .b58d
[Mpumep 3aumdpoBanHoro daiina: zZSwuF6xD84.b58d
3amucka: KGAYGH R E A D T H I S KG4YGH.txt

Pesynbratel ananmuzos: VT + AR + IA

T eaveH B AR HL G — b i -
e [lpemas Sopyr Pou e
e bord
A oy Fiey docureenia, phobon, dalstasey amd othee erpoelant Riey o ercrvpbed
Thee ey ewliux] of secaeeng Sai o In pwrcham & prealy by, (Lo o0 o0 weree’ o only s Cin tecaee? o Pl
| B b
3, Darevrimadd ared

1, Gy o, Ol "M ber
A, Gl “ak i i,

pe Al -
BN LA N T TG e AR

SR B RE BYTF ETF B | FELRET TEH4F 1181 987F 04

» CopepkaHue txt-3arucKu:

Attention!
All your files documents, photos, databases and other important files are encrypted.
The only method of recovering files is to purchase a private key. It is on our server and only we can recover your
files.

1. Visit https://tox.chat/download.html

2. Download and install qTOX on your PC.

3. Open it, click “New Profile” and create profile.

4. Click “Add friends” button and search our contact —
ADO049F565435C774D2A7D0A96FC2CC2E4AB5D6B860AEB52F2B1F6A01BB2682104F1361981FDE

=== 2023 ===
Bapwuanr ot 4 auBaps 2023:
3amucka: ***  READ__ THIS  *¥* txt

Email: king-size_banana@thesecure.biz
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mporeart T1les are ssoryped by o
by, T8 6u o0 s seree s

el e
rel sl we g

MD5: 664878d58a92e0cbc551a728eb70b1d0

SHA-1: bdad00Ob5efc6b6a9212dae7f95dfa66b5022122a
SHA-256: a836d3eeal11823c7195593bd334d9c4d3ff663e0ebadd28ed8f9d1bb10efc2e6
Vhash: 015056656d1d755088z5¢3z61239ze002506dz
Imphash: 23d2fb35d4cd5bfc8760060e1d3badac

» OGHapy>KeHHUs:

DrWeb -> Trojan.Encoder.37072

BitDefender -> Gen:Variant.Ransom.Agent.28
ESET-NOD32 -> A Variant Of Win32/Filecoder.OAI
Kaspersky -> Trojan.Win32.Agent.xasxju

Malwarebytes -> Ransom.FuxSocy

Microsoft -> Trojan:Win32/Zbot. GWW!MTB

Rising -> Ransom.Cerber!8.3058 (TFE:3:kVUQpKgEI8K)
Tencent -> Malware.Win32.Gencirc.10bdc133

TrendMicro -> Ransom.Win32.FUXSOCY.THAOEBC
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=== 2025 ===

BapmuanT ot 25 mapra 2025:

3arnucka: *** READ _ THIS  *** txt

Email: fuxsocy@cockl.li

MD5: al1e98d06db57363fc8e697abe7d26626

SHA-1: 18245c6a5dd080f8a638d17866d14d7b6466e000

SHA-256: 983ae72b628483e64f8b962934439b8c4dd6819ba8611140dd2c3f5b2c9e07a3
Vhash: 015056655d1d656025z2b004d3261227210e001203dz

Imphash: 49bb15060c3df4b5ea87e2f815d7dela

» OGHapy>KeHHUs:

DrWeb -> Trojan.Encoder.41854

BitDefender -> Trojan.GenericKD.76128083

ESET-NOD32 -> Win32/Filecoder.NZU

Kaspersky -> Trojan-Dropper.Win32.Agent.bjzhaa

Malwarebytes -> Ransom.FuxSocy

Microsoft -> Trojan:Win32/Caynamer.A!ml

Rising -> Trojan.Kryptik @AI.81 (RDML:TckCUa9yaefasgqw XNifAw)
Tencent -> Malware.Win32.Gencirc.1159ee01

TrendMicro -> Trojan.Win32.VSX.PE04C9V

=== BJIOK CCBIJIOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

http: 3
k Read to links:

Tweet on Twitter + Tweet + myTweet + Tweet

ID Ransomware (ID as FuxSocy Encryptor)
Write-up, Topic of Support

*
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/malwrhunterteam/status/1187360438373277697
https://twitter.com/VK_Intel/status/1187424327383355393
https://twitter.com/Amigo_A_/status/1187792910076579840
https://twitter.com/GrujaRS/status/1189808949119344640

http://id-ransomware.blogspot.com /2019 /10 /fuxsocy-encryptor-ransomware.htm|

Thanks:

Michael Gillespie, MalwareHunterTeam, Vitali Kremez
Andrew Ivanov (author)

GrujaRS, S!IRi

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: http://id-ransomware.blogspot.com/2019/10/fuxsocy-encryptor-ransomware.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png

