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 Tool: WastedLoader

Names WastedLoader

Category Malware

Type Backdoor, Loader

Description
(Bitdefender) The delivered malware looks like a new variant of WastedLocker, but this new
sample is missing the ransomware part, which is probably downloaded from the C&C servers.

Because it works like a loader for the downloaded payload, we named it WastedLoader.

Information
<https://www.bitdefender.com/files/News/CaseStudies/study/397/Bitdefender-PR-Whitepaper-

RIG-creat5362-en-EN.pdf>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.wastedloader>

Last change to this tool card: 27 December 2022

Download this tool card in JSON format

All groups using tool WastedLoader

Changed Name Country Observed

APT groups

  Indrik Spider 2007-Oct 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=53a0739e-ed03-407b-bc85-8a370070a210
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