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win.envyscout (Back to overview)

EnvyScout

aka: ROOTSAW

There is no description at this point.
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CERT Polska and SKW warn against the activities of Russian spies
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NOBELIUM Uses Poland's Ambassador’s Visit to the U.S. to Target EU Governments Assisting Ukraine

EnvyScout GraphicalNeutrino
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Sophisticated APT29 Campaign Abuses Notion API to Target the European Commission
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Russian APT29 Hackers Use Online Storage Services, DropBox and Google Drive
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2022-06-26 - BushidoToken
Overview of Russian GRU and SVR Cyberespionage Campaigns 1H 2022
Cobalt Strike CredoMap EnvyScout

2022-05-03 - Recorded Future - Insikt Group®
SOLARDEFLECTION C2 Infrastructure Used by NOBELIUM in Company Brand Misuse
Cobalt Strike EnvyScout

2022-01-06 - Sekoia - sekoia
NOBELIUM'’s EnvyScout infection chain goes in the registry, targeting embassies
Cobalt Strike EnvyScout

There is no Yara-Signature yet.

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.envyscout

Page 2 of 2


https://malpedia.caad.fkie.fraunhofer.de/library?search=BushidoToken
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.credomap
https://malpedia.caad.fkie.fraunhofer.de/details/win.envyscout
https://malpedia.caad.fkie.fraunhofer.de/library?search=Recorded%20Future
https://malpedia.caad.fkie.fraunhofer.de/library?search=Insikt%20Group%C2%AE
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.envyscout
https://malpedia.caad.fkie.fraunhofer.de/library?search=Sekoia
https://malpedia.caad.fkie.fraunhofer.de/library?search=sekoia
https://malpedia.caad.fkie.fraunhofer.de/details/win.cobalt_strike
https://malpedia.caad.fkie.fraunhofer.de/details/win.envyscout

