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NetWire RC
aka: NetWeird, NetWire, Recam
Actor(s): APT33

VTCollection URLhaus

Netwire is a RAT, its functionality seems focused on password stealing and keylogging, but includes remote

control capabilities as well.
Keylog files are stored on the infected machine in an obfuscated form. The algorithm is:

for i in range(0,num_read):
buffer[i] = ((buffer[i]-0x24)A0x9D)&0xFF
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2021-02-08 - Arsenal Consulting - Arsenal Consulting

National Investigation Agency VS Sudhir Pralhad Dhawale & others Report 1
NetWire RC

2021-01-09 - Marco Ramilli's Blog - Marco Ramilli

Command and Control Traffic Patterns

ostap L.aZagne Agent Tesla Azorult Buer Cobalt Strike DanaBot DarkComet Dridex Emotet Formbook IcedID
ISFB NetWire RC PlugX Quasar RAT Smokel.oader TrickBot

2020-11-18 - G Data - G-Data
Business as usual: Criminal Activities in Times of a Global Pandemic
Agent Tesla Nanocore RAT NetWire RC Remcos

2020-09-22 - vmware - Omar Elgebaly, Takahiro Haruyama

Detecting Threats in Real-time With Active C2 Information
Agent.BTZ Cobalt Strike Dacls NetWire RC PoshC2 Winnti

2020-07-30 - Spamhaus - Spamhaus Malware Labs

Spamhaus Botnet Threat Update Q2 2020

AdWind Agent Tesla Arkei Stealer AsyncRAT Ave Maria Azorult DanaBot Emotet IcedID ISFB KPOT
Stealer Loki Password Stealer (PWS) Nanocore RAT NetWire RC NjRAT Pony Raccoon RedLine Stealer

Remcos Zloader

2020-07-14 - SophosLabs Uncut - Markel Picado, Sean Gallagher
RATicate upgrades “RATs as a Service” attacks with commercial “crypter”
LokiBot BetaBot CloudEyE NetWire RC

2020-06-15 - Amnesty International - Amnesty International
India: Human Rights Defenders Targeted by a Coordinated Spyware Operation
NetWire RC

2020-05-21 - Malwarebytes - Malwarebytes Labs

Cybercrime tactics and techniques
Ave Maria Azorult DanaBot Loki Password Stealer (PWS) NetWire RC
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2020-05-14 - SophosLabs - Markel Picado

RATicate: an attacker’s waves of information-stealing malware
Agent Tesla BetaBot BlackRemote Formbook I.oki Password Stealer (PWS)_NetWire RC NjRAT Remcos

2020-05-06 - Yoroi - Davide Testa, Luca Mella, Luigi Martire

New Cyber Operation Targets Italy: Digging Into the Netwire Attack Chain
NetWire RC

2020-04-03 - Palo Alto Networks Unit 42 - Brad Duncan

GuLoader: Malspam Campaign Installing NetWire RAT
CloudEyE NetWire RC

2020-04-01 - Cisco - Andrea Kaiser, Shyam Sundar Ramaswami

Navigating Cybersecurity During a Pandemic: Latest Malware and Threat Actors
Azorult CloudEyE Formbook KPOT Stealer Metamorfo Nanocore RAT NetWire RC TrickBot

2020-03-05 - - VinCSS - Dang Dinh Phuong

[RE011] Unpack crypter cia malware Netwire bang x64dbg
NetWire RC

2020-01-01 - Secureworks - SecureWorks
COBALT TRINITY
POWERTON pupy Imminent Monitor RAT Koadic Nanocore RAT NetWire RC PoshC2 APT33

2019-11-20 - vmware - Takahiro Haruyama
Active C2 Discovery Using Protocol Emulation Partl (HYDSEVEN NetWire)
NetWire RC

2019-11-19 - FireEye - Kelli Vanderlee, Nalani Fraser

Achievement Unlocked: Chinese Cyber Espionage Evolves to Support Higher Level Missions
MESSAGETAP TSCookie ACEHASH CHINACHOPPER Cobalt Strike Derusbi Empire Downloader Ghost

2019-09-26 - Proofpoint - Bryan Campbell, Jeremy Hedges, Proofpoint Threat Insight Team

New WhiteShadow downloader uses Microsoft SQL to retrieve malware
WhiteShadow Agent Tesla Azorult Crimson RAT Formbook Nanocore RAT NetWire RC NjRAT Remcos

2019-09-12 - Avast - Adolf Stfeda, Luigino Camastra

The tangle of WiryJMPer’s obfuscation
NetWire RC

2019-05-08 - Dr.Web - Dr.Web
A new threat for macOS spreads as WhatsApp
NetWire RC

Elfin: Relentless Espionage Group Targets Multiple Organizations in Saudi Arabia and U.S.
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DarkComet MimiKatz Nanocore RAT NetWire RC pupy Quasar RAT Remcos StoneDrill TURNEDUP
APT33

2019-01-30 - Samip Pokharel
Analysis of NetWiredRC trojan
NetWire RC

2017-12-06 - Cisco - Christopher Marczewski, Holger Unterbrink

Recam Redux - DeConfusing ConfuserEx
NetWire RC

Insights into Iranian Cyber Espionage: APT33 Targets Aerospace and Energy Sectors and has Ties to
Destructive Malware
DROPSHOT Nanocore RAT NetWire RC SHAPESHIFT TURNEDUP APT33

2016-11-28 - Secureworks - Incident Reponse Team
NetWire RAT Steals Payment Card Data
NetWire RC

2014-11-26 - CIRCL - CIRCL
TR-23 Analysis - NetWiredRC malware
NetWire RC

2014-08-04 - Palo Alto Networks Unit 42 - Phil Da Silva, Rob Downs, Ryan Olson

New Release: Decrypting NetWire C2 Traffic
NetWire RC

Yara Rules

» [TLP:WHITE] win_netwire_auto (20251219 | Detects win.netwire.)
» [TLP:WHITE] win_netwire_w0 (20170517 | NetWiredRC)

» [TLP:WHITE] win_netwire_w1 (20170517 | No description)

Download all Yara Rules

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.netwire
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