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Thong qua Steve Miller (@stvemillertime) cuia FireEye, chiing t6i c6 dugc thong tin va
mau md doc nay. Do mau md déc nay cé noi dung nham vao Viét Nam nén VinCSS quyét

dinh sé phan tich dé chia sé cho cong dong an ninh mang Viét Nam.

Thong tin co ban

« File name: KE HOACH, NHIEM VU TRONG TAM NAM 2020.doc

e File Timestamps: 2019-12-09 18:50:00

o Size: 783.77 KB (802578 bytes)

 File type: RTF (Rich Text Format)

e Pages: 6

» File Hash (SHA-256): bcb226f7d614c905abc94aef9e096b03921cc8e2077c464224084670213e10b5

Phan tich so lvgc

St dung cong cu rtfobj trong bd oletools dé kiém tra file. Thong tin c6 dwgc nhw sau:
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Dura vao ddu hiéu Equation c6 thé khdng dinh tai liéu nay khai thac 16 héng ctia ctia Microsoft Office Equation
Editor (CVE-2017-11882, CVE-2018-0802). Ngoai ra, nhu trong hinh c6 thé thdy tai liéu nay nhting thém
mot OLE Stream 0 (wd32PrvSE.wmf) c6 kich thugc 208 KB (212992 bytes). Tiép tuc st dung rtfobj dé trich

xudt object nay:

So sanh ndi dung cua file vira extract & trén véi ndi dung cta céc file 8.t va e.m ma ching t6i da phan tich tredc

day thi c6 thé thay ki thuat thye hién twong tw nhau.

wd32PrvSE.wnf:

8.t:

e.m:

Phan tich hanh vi

Tai liéu khi mé& bang trinh doc Microesoft Word sé thyc hién tao cac files tai thw muc % Temp % va tao shortcut
trong thu muc Startup ctia Windows (%AppData%MicrosoftWindowsStart MenuProgramsStartup) dé khdi chay
ma doc khi ngudi dung khai dong lai may:

Phan tich ma thyc thi

Stage 1: Dump decoded PE payload

Cach thiét 1ap dé thyc hién debug da duwgc dé cap ¢ nhiéu bai viét. Khi maé tai liéu bang ng dung Microsoft
Word, tién trinh EQNEDT32.exe sé& dugc khdi chay, thong qua 16i cia tng dung nay dé tao
file wd32PrvSE.wmf trong th muc %Temp%. Dat bp tai ham CreateFileA/W ta sé thdy tién trinh doc file wmf:

Tiép theo sé goi ham ReadFile dé doc ndi dung ctia wd32PrvSE.wmf vao viing nhd da duwgc cap phat:
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Tuwong tw nhw cac sample da ting phan tich, st dung vong ldp xor dé thyc hién gidi ma toan bo ndi dung cia
file wd32PrvSE.wmf trong memory tai dia chi 0x1EE0000 (trén mdy phdn tich)

Thyc hién dump PE mdi nay va lwu lai dé thyc hién phan tich tiép. File dump dwgc 1a mot PE32 exe:

Stage2: Phan tich PE32 da dump

T WinMain sé goi t6i ham DropFilesAndCreateLnk (sub_00401200). Ham nay thuc hién cau thanh dwong dan

day du cho céc files mpsvc.dll; RuntimeBroke.exe:

Sau d6 ghi 2 file trén vao the muc % Temp %:

RuntimeBroke.exe chinh 1a MsMpEng.exe ctia Windows Defender:

Tiép theo tao file StructuredQuery.tmp:

Ap dung ki thuét persistence théng qua startup folders bang céch tao file RuntimeBroke.Ink tai
(%AppData%MicrosoftWindowsStart MenuProgramsStartup):

Code tai ham CreateLink c6 noi dung nhu sau:

Ta c6 file shorcut 1a RuntimeBroke véi target tré t6i RuntimeBroke.exe & thi muc % Temp % nhu sau:
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Nhu vay, khi nguai dung khai dong lai may thi tién trinh RuntimeBroke.exe sé khdi chay. Thong qua ki
thudt DLL SideLoading, RuntimeBroke.exe sé nap file mpsvc.dll chita ma doc dé thyec thi:

Stage 3: Phan tich file mpsvc.dll:

File nay exports cac ham sau:

Kiém tra thi thay n6 chi goi tGi ServiceCrtMain. Tai ham, sé thic hién mé file StructuredQuery.tmp thong qua
ham IsStructuredQueryTmpNotExisted:

Théng qua mot vong 13p lién tuc dé thye hién viéc truy xudt téi C2:

Code bén trong sub_6A7F20A0 (offset 0x14A0) sé thyc hién nhiém vy cau thanh céc chubi sau trong memory:

Sau d6 khdi tao két noi Internet véi User-Agent: HTTPS, m@ HTTP session tdi cloudflare-dns[.]Jcom:443,cau
thanh target Object “dns-query?name=pjfdknrvbz.mefound.com&type=A” phuc vu cho

ham HttpOpenRequest nham khdi tao mot HTTP request v4i phuwong thitc GET. Cubi ciing gwi request t&i
HTTP Server va goi ham InternetReadFile dé doc di¥ liéu vao vung buffer da dugc cap phat:

Can ctt thong tin trén hinh thi c6 thé thay ké tan cong dang thyc hién ki thudt DNS over
HTTPS (https://developers.cloudflare.com/1.1.1.1/dns-over-https/).

Do viéc két n6i t6i C2 khong thanh cong nén qua trinh phan tich tam thdi dirng lai tai day. Chung t6i sé tiép tuc

phan tich chi tiét malware mpsvc.dll va cap nhat thém khi c6 cac théng tin cu thé.

Indicators of compromise (I0Cs)
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Dropped files:Location: %Temp% folder

1. RuntimeBroke.exe—21.7 KB (22,224 bytes)

(Original filename: MsMpEng.exe)

SHA-256: 33bc14d231adafaal8f06513766d5f69d8b88f1e697cd127d24fb4b72ad44c7a
2. mpsvc.dll—141 KB (144,384 bytes)

SHA-256: 87f0ba25135f7a42a7219b8a7aa1013755f03ad11b6a897a9066e3089b438432
3. StructuredQuery.tmp—0 bytes

Persistence:Startup folder: %AppData%MicrosoftWindowsStart MenuProgramsStartup

File: RuntimeBroke (shortcut); Target: % Temp%RuntimeBroke.exe

Network:
GET https://cloudflare-dns[.]com/dns-query?name=pjfdknrvbz[.Jmefound[.Jcom&type=A HTTP/1.1

Accept: application/dns-json
User-Agent: HTTPS

Host: cloudflare-dns.com

Name: pjfdknrvbz[.]Jmefound[.]Jcom
Address: 185.244.150.84

Dé tién theo doi, chiing t6i cung cap bai phan tich dwdi dang PDF:

File Name: CSS-RD-ADV-191218-009_Phan tich ma doc Ke.hoach.Nhiem.Vu.Trong.Tam.2020.pdf
File hash (SHA-256): e09d4d203acfa90a6efe71dcd3fb54cf656d66180827e0ea7ac11a4b888d7aa7
CSS-RD-ADV-191218-009 Phan tich ma doc Ke.hoach.Nhiem.Vu.Trong.Tam.2020.pdf — Google Drive
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