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Adversaries may delete, alter, or send SMS messages without user authorization. This could be used to hide C2

SMS messages, spread malware, or various external effects.

This can be accomplished by requesting the RECEIVE_SMS or SEND_SMS permissions depending on what the
malware is attempting to do. If the app is set as the default SMS handler on the device, the SMS_DELIVER
broadcast intent can be registered, which allows the app to write to the SMS content provider. The content

provider directly modifies the messaging database on the device, which could allow malicious applications with

this ability to insert, modify, or delete arbitrary messages on the device.11[2]
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https://android-developers.googleblog.com/2013/10/getting-your-sms-apps-ready-for-kitkat.html
https://android.googlesource.com/platform/packages/providers/TelephonyProvider/+/7e7c274/src/com/android/providers/telephony/SmsProvider.java

