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Prevent administrator accounts from being enumerated when an application is elevating through UAC since it can
lead to the disclosure of account names. The Registry key is located HKLM\

SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\CredUI\EnumerateAdministrators . It can be disabled

through GPO: Computer Configuration > [Policies] > Administrative Templates > Windows Components >
Credential User Interface: E numerate administrator accounts on elevation.

Source: https://attack.mitre.org/mitigations/T1087
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