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Use signatures or heuristics to detect malicious software. Within industrial control environments,
antivirus/antimalware installations should be limited to assets that are not involved in critical or real-time
operations. To minimize the impact to system availability, all products should first be validated within a

representative test environment before deployment to production systems. [1]
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https://us-cert.cisa.gov/sites/default/files/recommended_practices/Recommended%20Practice%20Updating%20Antivirus%20in%20an%20Industrial%20Control%20System_S508C.pdf

