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Description(Kaspersky) LockBit ransomware is malicious software designed to block user access to computer
systems in exchange for a ransom payment. LockBit will automatically vet for valuable targets, spread the
infection, and encrypt all accessible computer systems on a network. This ransomware is used for highly targeted
attacks against enterprises and other organizations. As a self-piloted cyberattack, LockBit attackers have made a

mark by threatening organizations globally with some of the following threats:

* Operations disruption with essential functions coming to a sudden halt.
+ Extortion for the hacker’s financial gain.

* Data theft and illegal publication as blackmail if the victim does not comply.
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